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ABSTRACT

We extend the modelling formalism of Hybrid Petri nets
with so-called Probabilistic Timed Transitions (PTT), whose
firing times are chosen probabilistically from a discrete and
finite support. In this setting, each state of the system can
have several successor states, one for each element in the
discrete support of the enabled PTTs; as a consequence,
the state evolution is tree-shaped. We show that with this
formalism it is possible to check the validity of certain prop-
erties even when a large number of PTTs is present in the
model. However, since the state evolution tree grows ex-
ponentially in the size of the potential firings of PTTs, it
is impossible to traverse the entire tree even with efficient
graph traversal algorithms. Hence, we resort to checking
whether the probability that a certain system property holds
at a given time is more or less than a given threshold. For
such probabilities, we iteratively compute an approximation,
based on best-first search, which can be refined by taking
into account additional states, until we are able to decide
whether the threshold is exceeded or not. We illustrate the
feasibility of the approach on a model of a water refinery
plant with cascading failures.

CCS Concepts

eSoftware and its engineering — Petri nets; eTheory
of computation — Timed and hybrid models; Verification
by model checking; Shortest paths;
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1. INTRODUCTION

Many real world systems are naturally hybrid, i.e., one
needs both discrete and continuous variables to realistically
describe their behaviour. Over the years, several modelling
formalisms have been introduced to describe and evaluate
the dynamics of such systems. The most general of these
formalisms are hybrid automata [2]. However, when mod-
elling many modern applications, randomness is required;
this is particularly true for critical infrastructures, where one
must model the occurrence of failures and repair times in a
system. There have been several approaches to this prob-
lem, each of which extends one of the conventional hybrid
models with either discrete or continuous probability distri-
butions [1, 7, 11, 18]. These works mainly differ in where the
randomness is integrated into the model. One option is to
replace the differential equations governing the evolution of
continuous variables by stochastic versions [1]. Another op-
tion is to replace (non)deterministic jumps between system
states by probability distributions [7, 18].

In the present work, we extend hybrid Petri nets [6], with
so-called Probabilistic Timed Transitions (PTT), for which
a firing time is probabilistically chosen from a finite real-
valued set. This means that one state of the system can
have several successor states, which are chosen according
to the probability distribution of the respective PTT. As a
result, the state evolution over time resembles a tree. To
investigate whether a certain system property holds with a
certain probability at a given time, we generate the state
evolution tree up to that time, and accumulate the proba-
bility that the given property holds among the leaves of the
generated tree.

Unfortunately, since the number of successors of each state
equals the total number of possible firing times of the en-
abled PTTs, the state evolution tree grows exponentially.
Hence, in the presence of many of such probabilistic choices,
it is often infeasible to investigate the full state evolution
tree (even if only up to a certain time) and to compute the
exact probability for a given property. Instead, we propose
to compute both, an under- and over-approximation of the
probability that a given property holds and refine these ap-
proximations by iteratively taking a larger part of the state
evolution tree into account, until we can decide whether the
probability that the property of interest holds exceeds a cer-
tain threshold. Clearly, it is important to use efficient search
algorithms to decide, iteratively, which parts of the state
evolution tree to explore. In this paper, we assign scores to



nodes of the state evolution tree, based on current knowl-
edge, i.e., how much probability they attribute, and based on
a prediction for the future, i.e., an estimation based on the
property of interest. Then, we use an instance of a best-first
search algorithm to expand nodes with a high score early in
the computation [16].

This paper is organized as follows. In Section 2 we briefly
review the related literature. Section 3 recalls and extends
the modeling formalism of hybrid Petri nets with PTTs.
Section 4 discusses the generation of the state space, and
Section 5 investigates how to efficiently explore it to check
system properties. Finally in Section 6 we provide a case
study to show the feasibility of the approach.

2. RELATED WORKS

Hybrid Petri nets form a restricted subclass of hybrid au-
tomata where all occurrences of non-determinism are re-
solved by probabilities [5]. The drifts are restricted to be
piecewise deterministic but we still allow the discrete and
continuous parts to control each other. When adding ran-
dom behaviours through PTTs, we are able to compute ap-
proximated results for this model class. This is often useful
since the verification of (probabilistic) hybrid automata has
been shown to be undecidable except for some restricted sub-
classes [2, 18]. Similar to abstraction techniques proposed
for the restricted class of probabilistic timed automata [13],
and probabilistic hybrid automata [20], we obtain upper and
lower bounds when analysing hybrid Petri nets with PTTs.
However, the approach presented in [20] is quite different
from ours, as they compute a fixed upper and lower bound
for a given property and point in time, which cannot easily
be refined.

Recent works have extended Hybrid Petri nets with tran-
sitions that fire according to a continuous probability dis-
tribution, so-called general transitions [9]. But in practice,
results only can be computed for model instances with up to
two general transitions [7]. By replacing general transitions
with PTTs we move from continuous to discrete support of
probability distributions. This eases computation and al-
lows us to deal with many more probabilistic transitions.

The idea of choosing firing times of transitions from a
finite set is not new. Integer Timed Petri nets [19] are or-
dinary Petri nets where transition firing times are chosen
from a finite integer-valued set. As this framework does not
include continuous variables, and since state changes take
place at integer times, it is possible to use decision diagrams
for state representation and reachability analysis. However,
the same does not hold for hybrid systems. Moreover, the
idea of generating relevant portions of the state space with
respect to the measure of interest has also been exploited
for analytical solution of large Markov models [12, 15, 17].

3. HYBRID PETRI NETS WITH PTT’S

We extend the formalism of hybrid Petri nets of [8] to de-
scribe real systems containing both discrete and continuous
variables, combined with discrete probabilistic behaviour. A
hybrid Petri net consists of three main sets of components:
(i) places (discrete and continuous), which model different
modes or states of a system, (ii) transitions (discrete and
continuous), which allow both probabilistic and determinis-
tic changes between different modes of the system, and (iii)
arcs (connecting places and transitions), which determine
how the other two sets are related, i.e, how a transition be-

tween different modes (states) of the system can take place.
Figure 1 shows the graphical representation for these three
components. Below, we describe these in more details.

We define a hybrid Petri net
with probabilistic timed tran-
sitions as a tuple (P, T, A, ®), Places Transitions
where P is the set of places, i T it
T is the set of transitions,
A are the arcs, and @ is a
tuple of functions. The set
P is partitioned into PP and
P, the discrete and continu-
ous places, respectively. The i
former keeps track of discrete I
variables in the system, e.g., :
the number of spare parts,
and the latter describes the
continuous state of the sys-
tem, e.g., the amount of fluid
in a container. A discrete
place may contain a number
of tokens, while a continuous
place is assigned a real number, representing the level of
fluid residing in it. We later refer to the contents of all the
places as the marking.

Transitions trigger a change in the state of the system,
i.e., they may change the content of place(s), provided that
all the required resources are available. In that case we say
that the transition is enabled and may fire. The set T is
also partitioned into two sets: discrete transitions, 77, and
continuous transitions, 7. Continuous transitions change
the contents of continuous places, and as their name sug-
gests, continuously change the contents of continuous places
connected to them according to an assigned nominal rate,
whenever they are enabled. Discrete transitions change in-
stead the contents of the discrete places in the system. These
transitions embody the probabilistic nature of the system,
and we call them probabilistic timed transitions (PTTs).

A PTT a is defined by its potential firing times and their
corresponding probabilities: p = (t7:0f,t5:a5, -, t5,, :Qm,)
where t¢ € R is a possible firing time of a, af € [0, 1] is the
corresponding probability of firing, and m, is the number of
possible firing times for a; we call u the firing density of the
PTT. Moreover, we have 0 <1 < 2 < -+ < ty, < 00, and
> of < 1 which means that a may not fire at all with
probability 1 — > af. This definition encompasses two
well-known and widely-used transition types, immediate and
(deterministic) timed transitions. The former corresponds to
the firing density, (0:1), the latter to (¢:1). Formally, each
PTT a is associated with a clock ¢,, which evolves with
drift deco/dt = 1 whenever the transition is enabled. When
the clock reaches one of the firing times t{, we say that the
transition a has concession to fire, and, if it does, its clock
is reset to zero. Note that the associated clock of a PTT
evolves when it is enabled, and keeps its value while it is
disabled.’

The set of arcs A defines how transitions and places are
connected to each other. Discrete arcs, collected in the set
AP connect discrete places to transitions as follows. If a

O

Figure 1:  Graphical
representation of hybrid
Petri net primitives.

! This notion of associating a clock with each transition
is different from well-known works like [14], in which transi-
tions firings are coordinated with respect to a globally main-
tained clock.



transition fires, it removes tokens from places connected to
it via input arcs, and adds tokens to the places that are con-
nected via output arcs. The number of tokens removed or
added is determined by a number assigned to the discrete
arcs. Continuous arcs, collected in A, connect continuous
places to transitions. While a continuous transition is en-
abled, it removes contents from its input places and adds
it to the contents of its output places, with a specific rate
assigned to the transition. Finally, the set of guard arcs A%
connects discrete transitions to both discrete and continuous
places. These arcs ensure that a transition is enabled only
if the connecting place fulfils a threshold condition specified
on the guard arc, e.g., if the amount of fluid in a connecting
place is more (or less) than a constant in case of a continu-
ous place, or if the number of tokens is more (or less) than
a given value, in case of a discrete place.

The tuple ® = (87, ¢, , ¢5, ¢, b7, b, ¢2', ¢7') contains
eight functions. Function ¢} : P¢ — R* U {oc} assigns
an upper bound to each continuous place, function qbg :
TP — N specifies the priority of each discrete transition
to resolve firing conflicts, as is discussed later. The map-
ping ¢ : TP —  assigns a firing density (discrete prob-
ability measure) p : S U {00} — [0,1] to each discrete
transition (PTT), as described earlier, where S is a finite
countable set as the support of firing times of the PTT,
and >> ooy #(s) = 1. Explicitly including oo allows
for the possibility that the transition never fires. Contin-
uous transitions have a constant nominal flow rate defined
by ¢7 : T¢ — R*. We assign an integer to each discrete
input or output arc: ¢;* : A” — N, to define the number
of tokens taken from, or added to, the corresponding place
upon the firing of the transition. ¢7' : A° — {(>,R)},
with > = {>,<} assigns a comparison operator to a real
number to each guard arc. The functions o2, ¢;f‘ specify the
share and the priority of a static continuous transition, as
explained in the following.

Finally we address rate adaptation and race policies. Con-
tinuous transitions with concession are enabled and contin-
uously transport fluid along fluid arcs. Conflicts in the dis-
tribution of fluid occur when a continuous place reaches one
of its boundaries. To prevent overflow, the fluid input has to
be reduced to match the fluid output; to prevent underflow,
the fluid output has to be reduced to match the fluid input.
The nominal firing rate of a continuous transition is then
modified according to the share ¢ : A — R* and prior-
ity gzﬁ;f‘ : A® — N assigned to the continuous arcs connecting
the transition to the places. This is done by distributing the
available fluid over all continuous arcs. Those with high-
est priority are considered first and if there is enough fluid
available, all transitions with the highest priority can still
move fluid at their nominal speed. Otherwise, their actual
fluid rates are reduced according to the firing rate of the
connected transitions and the share of the arc, as in [6].
The change of fluid rates in these cases results in a piece-
wise constant evolution of continuous variables present in
the system, i.e., the fluid derivative of continuous places.

It is possible that several discrete transitions have conces-
sion to fire at the same time. In such situations we need to
make sure that at each time point at most one transition
fires. This can be done by altering the firing probabilities of
these transitions, based on their priorities given by function
¢)Z,—. More formally, let G* be the set of all enabled transi-
tions with positive firing probability at time ¢, i.e., a € G*

if and only if ¢] (a)(t) = pa(t) > 0. For a transition a € G,
let p, be its firing probability at time ¢. Then a will fire
with probability:

PR (. (1)

Zbect ¢Z(b)
Since transitions fire probabilistically, a transition may
not fire at all, despite having concession. In this case, its

clock continues, whereas, after firing, its clock is reset to
Zero.

4. STATE EVOLUTION

Markings, i.e., the content of places, are collected into two
vectors, the discrete marking m = (my1,...,mpp|) and the
continuous marking x = (z1,...,7pc|). The initial mark-
ing is composed of a discrete part mo describing the initial
number of tokens in the discrete places and a continuous part
Xo describing the initial amount of fluid in the continuous
places.

4.1 System state

The overall state of the model is I' = (m, x, c,d), where
the vector ¢ = (c1,.. .,c|7—v|) contains a clock ¢; for each
discrete transition representing the time that 7; has been
enabled. When a transition is disabled, its clock does not
evolve, but its clock value is preserved until the transition is
enabled again. Clocks are only reset when the corresponding

discrete transition (PTT) fires. Vectord = (di,...,dpc|4j7c|)

indicates the drift of all continuous variables. For continuous
places it indicates the change of fluid per time unit, and for
discrete transitions it is the clock drift, which is either one or
zero for enabled and disabled transitions, respectively. Even
though d is uniquely determined by x and m, in combina-
tion with the condition of guard arcs, it is included in the
definition of a state for ease of discussion. The initial state
of the system is I'g = (mo,xo,O‘TD‘,do)7 where 0™ is the
vector with m zero elements.

4.2 State evolution tree

In [7, 8], the value of stochastic variable(s) characteriz-
ing the firing time of general transitions was chosen from a
dense set and the state space was generated by partitioning
and forming regions with similar properties, over the values
of these dense sets. This setting allows us to have general
transitions that can fire according to arbitrary continuous
probability distributions, but the number of stochastic vari-
ables that can be handled in practice is at most two. The
advantage of using PTTs is instead that the firing times are
chosen from discrete sets. Hence, going from one state to
another can be interpreted as a probabilistic jump. This
comes with restrictions on the probability distributions, but
it avoids the constraint on the number of stochastic variables
present in the system. In this section, we analyse the state
evolution of the system over time, and provide a method
based on effective search algorithms for generating and ex-
ploring the state evolution.

In each state of the system, three types of potential events
can occur: (i) a continuous place reaches its lower or upper
boundary, (ii) a continuous place reaches the weight of the
guard arc connected to it, and (iii) an enabled discrete tran-
sition fires. Event type (i) imposes a change in the drift of
the continuous place due to rate adaptation [6]. Event type
(ii) may enable or disable a transition: if the transition is



discrete, its clock drift is set to either one or zero; if the
transition is continuous, the drifts of the connected continu-
ous places can change. Hence, both event types (i) and (ii)
alter the drift vector d. Instead, event type (iii) alters the
discrete marking m.

While the first two event types are deterministic, the third
type is a probabilistic choice between several events, there-
fore the next state is determined probabilistically, i.e., each
state may have several successors, each of them chosen with
a certain probability. This suggests that the state evolution
of the system over time forms a directed tree structure where
each node represents a state and each edge an event leading
from the current state to the next state of the system. Each
node embodies the state I' of the system as introduced in
previous section, together with the time at which the system
can enter that state, while each edge is associated with the
probability of occurrence of the corresponding event. For
each node u, we denote its state and time of entry by I'(u)
and ¢(u), respectively. Figure 2 shows a schematic state evo-
lution of the system, where ug is the root of the tree, i.e., the
node with the initial state I'g, at time ¢t = 0, i.e., I'(uo) =T'o
and t(up) = 0. For each node u; the probability of going
from that node to node u; s denoted by p(u; — w;). This
is the probability associated with the event that takes the
system from I'(u;) to I'(u; ).

Loz

Figure 2: A state evolution tree w.r.t. a maximum time
Tmax~

As stated earlier, event types (i) and (ii) are determinis-
tic and occur with probability 1. Hence, a node for which
the next occurring event is deterministic has only 1 succes-
sor. For event type (iii), instead, we have several successors,
each of which occurs according to the probability of the cor-
responding event. To resolve deterministic events, we iter-
ate over all continuous places and check whether they can
reach their upper or lower limits, type (i), or the weight of a
corresponding guard arc, type (ii), before occurrence of an
event of type (iii). In the following, we focus on probabilistic
events.

With each node, we associate the time when the system
entered the corresponding state. The occurrence of each
event advances the system in time. Figure 2 shows the evo-
lution of time vertically, each horizontal dashed line depicts
the time associated with the node(s) on it.

We now calculate the probability of moving from one node
to another by firing a PTT. Assume that, at node u, the set
S¢ contains all enabled transitions, and, for each a € S¢,
let (t9:af,- -+ ,tg:g, - ,tm, 00y, ) be the associated firing
density. Let mq(t) be the index of the last time point at

which transition ¢ may fire before time ¢, i.e., mq(t) =
max{l < k < mq : tf < t}. Then the probability that
an arbitrary b € S¥ fires at time t? and takes the system
to node u? equals the probability that none of the enabled
transitions fires before time ¢? and that transition b fires at
time ¢¢ (with probability a?). To compute the probability
that no transition fires before time 2, we need to multiply all
the complementary probabilities of firing of all the enabled
transitions. Hence we have:

ma (t7)
p(u— ul) = af - H 1-— Z ag |- (2)
aeSu—{b} k=1

The product considers all enabled transitions a € S, except
b itself, and computes the probability that none of these fire
before time ¢2. If several transitions can fire at the same
time, the computed probability in the above equation is dis-
tributed among them, with the strategy given in (1), where
Pa is replaced by p(u — u?) and G by G,

Now, let node u be reachable from uo along path ug ~ u.
Then, since the path between each two nodes is a unique,
the probability of being in u, p(u), is given by the product
of the probabilities of all the edges on the path:

p(u) = 11

(wi uiq1)Eup~u

p(ui = wiy1). (3)

Algorithm 1 shows the procedure to expand a given node
u, i.e., generate the set of its successors NV,,, until a maximum
analysis time Tinax. Lines 1-2 initialize the final set A, to
the empty set and the time to the next event Atye.t to the
distance to the maximum analysis time. Lines 3-4 iterate
over all continuous places to find deterministic events of type
(i) and (ii). The next event of one of these types is the one
that can occur first, at time Atnext. Note that Atp, the time
to the event associated with place P, can be computed based
on the drift of P and its current fluid content by solving a
simple linear equation. Then, we iterate over all enabled
PTTs (line 6), and for each one we consider those firing
times smaller than Atnext, the time of occurrence of the
next deterministic event (line 7). As discussed earlier, each
possible firing time of a PTT introduces a new successor to
u. For each transition a and its possible firing time ¢, lines
8-9 create a node uj and update its state and entry time
based on the state and the entry time of u. This means that
transition a is fired and, based on the new marking, rates of
all other continuous transitions are updated, while the new
content of continuous places is computed and updated up to
time t, based on their previous drift in the marking of node
u. Line 10 computes the probability of being in u{ based
on Equations (2) and (3). Finally, the new node is added to
N., the set of successors of u.

As mentioned earlier, it is possible that none of the PTTs
with concession fires before time Atnext, in which case the
next deterministic event occurs at the previously computed
time Atnext. If no deterministic event can occur before time
Tmax, a special node umax is created, which corresponds to
reaching the maximum time horizon. This is done in lines
13-16, and probability 1 — protai (Where protar is the total
probability of firing of PTTs) is assigned to the edge lead-
ing to Umax. Note that Tiax determines the depth of the
state evolution tree, hence influences its shape since, for each
node, only those events that can happen before Tiax are go-
ing to be considered. In Figure 2, for instance, if Tmax is less



Algorithm 1 expand(u, Tmax)

Require: Node u to expand, and Thax the maximum time
Ensure: The set A, containing the successors of u
Ny 10
¢ Atpext < Tmax — t(u)
: for all P € P do
Atnext < min(Atnext, AtP)
{Atp is the time to the associated event with P}
! Ptotal <— 0
for all a € S¢ do
for all 0 < i < mg s.t tf < Atpext do
t(uf) < t(u) +
I'(uf) < update(I'(u), t§)
{fires a and updates the state }

Wy

10: p(uf) < p(u).p(u — uf)
11: Nu Ny Uuf
12: Ptotal <= Ptotal + p(uil)

13: ¢t (umax) — Atnext

14: (umax) —1- Ptotal

15: I'(umax) ¢ update(I'(w), Atnext)
16: N — N U Umax

17: return N,

than t¢3, then node us will not be generated and is replaced
by umax. Hence, the leaves of the tree are going to be those
nodes corresponding to reaching the maximum time, except
for the case that an event occurs exactly at time Tiax-
Even though we build the state evolution tree for a finite
time bound and the support of each PTT is finite, there still
is the possibility of having an infinite number of nodes. This
happens whenever an infinite sequence of vanishing mark-
ings occurs, i.e., a sequence of markings where a PTT repre-
senting an immediate transition is enabled. This problem is
well-known for all Petri nets formalism that allow immediate
transitions. However, we require that models be bounded,
e., the number of tokens is limited, infinite sequences of
vanishing markings can only take place in the form of cycles
of vanishing markings, and these cycles can be detected and
removed [3]. This ensures that we always reach a tangible
marking, i.e., a marking in which no immediate transition
is enabled, in a finite number of steps. In other words, the
number of nodes in the state evolution tree with a finite time
bound is always finite; therefore, for a bounded model and
a finite time bound, the algorithm always terminates.

5. EXPLORING THE STATE EVOLUTION

This section describes the system properties whose valid-
ity we want to investigate. It also discusses the generation
and exploration of the state evolution tree in an effective
way with respect to these measures of interest.

5.1 Measures of interest

We are interested in computing the probability that a cer-
tain property is satisfied in the system at a given time 7. For
this we will use the same logic as in [8]:

U=-VU|UAV|n=k|z; <gc, (4)

where, n; is the number of tokens in the discrete place P;, z;
is the fluid level in the continuous place Pj, k is an integer,
and c is a real number.

Let U™ be the set of all nodes the system can be in at
time 7. Hence, the probability of formula ¥ being satisfied

at time 7, can be computed as:

()= Y Le(wp(u) = Y m/(7), ()

ueUuT ueEUT

where 1g (u) is the indicator function, which equals one if ¥
holds for u and zero otherwise. Moreover, we use m, () =
1y (u)p(u) to show the amount of probability contributed by
node u to the property ¥ at time .

The exact computation of 7% (7) is only possible if we
determine the set A", which in turn is only possible if we
explore the entire state evolution tree. In the next section we
show how we can instead approximate its value by visiting
only a portion of the state evolution tree.

5.2 Exploration

The problem of finding the possible states of the system
at a given time 7 can be reduced to a tree search problem
where the goal nodes are those where the system can reside
in at time 7. In our framework, this is equivalent to gener-
ating the state evolution until Tiax = 7. Consequently, U7,
in (5) contains leaves of the generated state evolution tree.
Figure 2 depicts these goal nodes in green.

Unfortunately, the state evolution tree grows exponen-
tially in the number of PTTs and their corresponding num-
ber of firings. More precisely, the branching factor at node
u is given by:

by = Zma +1< Zma

aesSy acTD

+ 1= bmaz; (6)

e., the total number of possible firings of enabled transi-
tions plus one, to include the possibility that no transition
fires. The upper bound of this branching factor occurs when
all the PTTs are enabled. Let  be the minimum time dis-
tance between occurrence of two consecutive events. Then,
the corresponding tree has at most 7/ levels. Hence, the to-
tal number of nodes in the state evolution tree is O(b:n/fjl).
Without an effective method for choosing and expanding
the nodes, exploring the entire state evolution for a large
number of firing times is infeasible.

Since, in practice only a portion of the state evolution
can often be traversed, we compute an approximation of the
probability that a given formula holds as follows. Denote
the accumulated probabilities that formula ¥ and its nega-
tion ~¥ hold at time 7 by #¥(7) and #77(7), respectively.
We have #¥(r) < 7¥(r) and #7%(7) < n~Y(r), where the
equality holds if we eXplore the entire state evolution until
time 7. Thus, we have #¥(7) + #7%(7) < 1. This means
that #7(7) and 1 — 777 (7) provide a lower and upper ap-
proximation for 77 (1), respectively:

# () <a¥(r) <1-7""(r). (7

If we seek to investigate whether the probability that ¥ holds
at time 7 is at least a given threshold ¢, we can stop the
exploration if either #¥(7) > g or #7% () > 1 — ¢. In other
words, we cannot stop as long as:

) <q<1-7Y (). (8)

Algorithm 2 shows the generic procedure for traversing
the state evolution tree. It starts with the root of the tree,
ug, i.e., the node with the initial state of the system, prop-
erty ¥, time of interest 7, and the probability threshold gq.
During the exploration process we try to expand the most



promising node at each time, hence we try to use a best-first
search policy. For this, we assign to each node a score in-
dicating its importance, and expand nodes in the order of
their scores. As we address later, this value can depend on
the probability of being in that node, its associated state,
or the formula under investigation. We keep the nodes that
have been generated but not yet expanded in set @, stored
as a sorted data structure based on the node scores, e.g., a
priority queue. At the beginning, both #¥(7) and #~¥(7)
are initialized to zero since no node has been visited yet,
and @ contains only ug (lines 1-2). While @ is not empty
or the threshold conditions for ¥ holding are not met, the
algorithm continues (line 3). In line 4, the node with the
highest score is chosen by calling Q.pop() and expanded in
line 5, based on Algorithm 1. If any of the new nodes is
a goal node, i.e., its entry time point is equal to 7, it con-
tributes to either #7(7) or #7¥(7), depending on whether
its marking satisfies ¥ or not (lines 7-9). Otherwise, if the
new node is not a goal node, it is added to @, so that it can
be expanded later (line 11).

Algorithm 2 Traverse(uo, ¥, T,q)

Require: Tree root, ug, property ¥, time of interest 7 and
probability threshold gq.

1: #%(1) < 0,77 (1) <0

2: @+ uo

3: while Q # 0 or #¥(7) > gor #7%(7) > 1 — g do
4: u < Q.pop()

5: U + expand(u,T)

6: for all u; € U do

7 if time(u;) = 7 then

8: 7 (1) = 7Y (7) + 7o, ()

9: 7Y (r) =77V (1) + Tt (7)
10: else

11: Q.insert(u;)

5.3 Expansion policies

As mentioned earlier, we use a best-first search [16] to
traverse the state evolution tree, therefore it is important to
assign a score to each visited node. This section discusses
different scoring policies. In the most general form, as is
represented in the A* search method [10], each node u is
assigned a score function, f(u) = g(u) + h(u), where g(u)
is the actual gain of reaching node u and h(u) is a heuristic
function estimating the future gain of reaching a goal node
from w. Therefore, f(u) is an estimation for the score of
reaching a goal node through node u.

The algorithm introduced in the previous section accu-
mulates the probability that ¥ holds (or does not hold) at
each iteration, and we are interested in reaching a proba-
bility threshold as soon as possible. Hence, nodes that con-
tribute more probability mass to either #¥(r) or #7¥(7),
should to be chosen earlier than others. The most obvious
choice would be g(u) = p(u), as given in Equation (3), and
h(u) = 0. This, resembles a greedy approach [4], since only
our current knowledge of the state evolution tree is used to
choose the next node. However, if the probability distribu-
tion of nodes follows (or is close to) a uniform distribution
this is no different from choosing nodes randomly, as we
are not imposing any preference over nodes. On the other
hand, choosing a node that leads to a goal node sooner may
also be preferable since it reduces the number of interme-

Filtration phases 2

Figure 3: A Petri net model for a water treatment facility
with possible cascading failure.

diate nodes. This implies that nodes with lower distance
to the time of interest ¢ = 7 are also advantageous. More-
over, depending on the given formula ¥ and the probability
threshold ¢, one may choose h(u) with the goal of steering
the search procedure to the portion of the state space that
leads to accumulating 7% (7) or #~¥(7) more effectively.

Based on these considerations, one may choose different
gain and heuristic functions depending on the structure of
the state evolution tree, the probability distribution of nodes,
and the given property to investigate. We empirically dis-
cuss these ideas further in the next section.

6. CASE STUDY

This section shows the feasibility of the proposed approach.
Figure 3 shows a Petri net model for a water treatment fa-
cility, a modified version of the one given in [7]. This model
consists of two production lines providing the content of the
final storage, represented by the continuous place Pf, from
which water is distributed to customers with a constant rate
of 7. Each production line starts with a large water soften-
ing tank (Ps1 and Psz). These two tanks are followed by
different filtration phases to remove contaminants from the
input water. Each filtration phase is modelled by a contin-
uous transition and place. The total water input to each
of these lines is modelled by continuous transitions 7%; and
T2, with rates 4 and 3, respectively. Therefore, under nor-
mal operation, the total intake of the system matches the
total requests.

Continuous transition 7a models pump 1, responsible for
transporting water from the softening tank to the filtration
tanks in the first production line. In the second production
line, continuous transitions 7b and Tc together model pump
2, with the same role as in the first production line. This is
because this pump may work with different rates depending
on the conditions of the entire system. These pumps con-
necting the softening tanks to the rest of the phases are the
vulnerable points of the system, and the aim of this analysis
is to investigate the resilience of the system when there are
failures in these pumps.

PTT TFa1 models the probabilistic failure of pump 1, i.e,
transition Ta. If a failure occurs in the first production line,
a portion of its load is forwarded to the second production
line. This is done through transition 7r with rate 2, and
causes extra load for the second production line. At the
time of Ta’s failure, transition 7b, which was working with
rate 3, is disabled and instead transition T'c, with rate 5, is
enabled. This is simulating the fact that pump 2 is working
under extra load. This extra load may, however, result in a



cascaded failure in pump 2, modelled by PTT TFaz. These
two failures are also accompanied by probabilistic repairs,
modelled by PTTs TRe; and TRes2, respectively.

This model contains four PTTs, which may fire several
times, by being enabled and disabled consecutively. Since
these PTTs model failure and repair, one may expect that
the firing probability distribution is increasing, i.e., the prob-
ability of firing grows for larger firing times. To model this
we use a linear increase scheme, i.e., we consider a discretized
version of a uniform cumulative distribution for their proba-
bility density function. In other words, we assign each PTT
an interval [0,7,] and an integer n, where T}, is the latest
time at which the PTT will fire, and n is the number of
equally distanced discretization points, i.e., the number of
possible firing times.

In this model, for PTTs TFai, TRe1, TFaz, and TRes,
we assume maximum firing times of 12, 6, 15, and 6, which
for large n results in average firing times of, 8, 4, 10, and 4,
respectively. With this setting, there will be a failure and
repair for sure, at most at the respective maximum times.
It is possible to assign each PTT with different probability
distributions, but we have considered the same distributions
for all PTTs in this model, for simplicity.

During the evolution of the system, at most two PTTs
are enabled simultaneously. So, assuming n possible fir-
ing times, the maximum branching factor is bmez = 2n.
Among the four PTTs present in the system, the mini-
mum time difference between two possible firings is § =
min{12,6,15}/n = 6/n. Hence, for the time of interest T,
the total number of nodes is at most equal to:

nrt

N =(2n) 6 . 9)

We investigate the probability of not having an empty
final storage:

Wy =xzpr> 0.

For the first scenario, as discussed in Section 5.3, we favour
nodes contributing higher probability, hence we set fi(u) =
p(u). We can think of p(u) as the total information we have
so far, i.e., g(u), which is our gain by choosing u. Hence,
this score function implies that the heuristic function h1(u)
is zero. Table 1 shows the scalability of the approach for
different values of n, the number of firing times of the PTTs.
The estimation of the state space size is computed based
on (9), for the time of interest 7 = 24. The unassigned
probability is defined as ., (24) = 1— (771 (24)4+7 71 (24));
this is the probability that still is available for the portion
of state space that we have not seen, therefore, we do not
know how it contributes to either ¥; or —=W;. Moreover, the
range providing upper and lower approximation for 7¥* (24)
is based on (7).

Table 1: Approximated probability of ¥; holding at time
7 = 24, for different values of n (rounded to 3 decimal
places).

n ‘ N (9) ‘ # seen nodes ‘ 7¥1(24) ‘ 77V (24) ‘ Tun (24) ‘ 7¥1(24) range

5| 107 1.5 x10° 0.841 0.158 10°° [0.841,0.842]
10 | 10% 7.0 x 10° 0.809 0.189 1073 [0.809,0.812]
30 | 10" 1.2 x 107 0.692 0.137 0.170 [0.692,0.863)

As can be seen in Table 1, for n = 30, by generating
around 12 million nodes (1071 % of the total state space),
we face a 17% unassigned. According to inequality (8), for
the case of n = 30, we cannot reach a conclusion if the

given threshold ¢ satisfies: 0.692 < g < 0.863. Even though
the computed range in the last row of Table 1 is large, we
are able to reach a conclusion, especially when checking for
thresholds close to zero or one. This is often the case for the
verification of safety properties, which either express to have
a very low probability of service failure, or a high probability
of recovery from a failure. Indeed, the proposed algorithm
is aimed toward this case. More specifically, the final range
is “pushed away” from 0 and 1, by accumulating both the
probability of the given property and of its negation.

Next, we examine the effectiveness of the heuristics. As
mentioned in the previous section, this can be done by con-
sidering the structure of the model and the given prop-
erty. We choose a heuristic which favours nodes more likely
to lead to a state with fewer failed pumps. For this, we
can count the number operational pumps, so we propose
ha(u) = p(u).(nRe; + MRey)/2. This means that nodes that
contribute higher probability and less potential for leading
to states where the property W; is violated are chosen first.
We do not change g(u) from the previous case, so we have
fo(u) = p(u) + ha(u).

Figure 4 shows the results for the proposed heuristic. The
vertical axis represents the number of generated nodes, and
the horizontal axis is the probability for different aspects of
the property ;. The solid and dashed lines are the val-
ues of #71(24), 1 — #7V1(24), and 7,,(24), for fi and fa,
i.e., the score functions with or without heuristic functions,
respectively. The shaded area depicts the upper and lower
approximation of 7¥! (24), which becomes narrower as more
nodes are generated. One can see that the heuristic function
embodied in f2, which guides the process towards nodes with
less potential of violating Wi, results in a slightly faster ac-
cumulation of 771 (24) (green, solid), hence, less unassigned
probability, mun»(24) (red, solid).

One may notice that in the beginning the probability
mass is accumulated faster for both f; and fo. This is be-
cause, as we first choose nodes contributing high probabili-
ties, after a while the unassigned probability 7., (7) is dis-
tributed among many nodes, each contributing little prob-
ability mass. So, the algorithm must traverse many more
nodes than at the beginning of the process to accumulate
the remaining probability.

Probability

0.1 I I I I I

0 le+06 2e+06 3e+06 4e+06 5e+06 6e+06

Number of nodes

Figure 4: Illustration of performance of different score func-
tions, fi and f» for accumulating #7¢(24) and #77i(24),
1 € {1,2}, for up to 12 million nodes.



7. CONCLUSION

This work extends the modelling formalism of hybrid Petri
nets with Probabilistic Timed Transitions (PTTs), which
can model discrete probabilistic jumps. We introduced and
analysed the state evolution tree, and explained how effec-
tive search strategies can be used to compute upper and
lower approximations of the probability that a given prop-
erty holds at a particular point in time. We have shown how
the exploration of the state evolution tree can be guided by
heuristics towards nodes that contribute more probability
mass to the properties of interest, thereby achieving better
approximation bounds faster. We have shown that, even
for models with many PTTs, we are able to verify whether
the probability that a certain property holds exceeds a given
threshold. Unlike many other works on probabilistic hybrid
automata, we focused on the applicability of the method
by tailoring it toward the validation of safety properties for
large systems. In other words, as we showed by means of
a realistic case study, our intelligent accumulation of prob-
abilities can reach a conclusion for cases where the given
probability threshold is close to 0 or 1.

Future work may investigate the possibility of using (edge-
valued) decision diagrams for a more efficient state repre-
sentation, similar to what has been done for integer timed
Petri nets [19]. Furthermore, for stochastic hybrid systems,
one could combine the current work with region-based state
space representations as in [7, 8]. Each node will then be as-
sociated with both a region and the corresponding marking,
which will result in an even higher branching factor.
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