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Abstract

The number of the home device participated in the
home networking increases as the performance of the
home device is improved. Accordingly, the necessity of
home device authentication and authorization is
enlarged for secure home network. Therefore, in this
paper, we described about the home device
authentication system and its construction. We
implemented the CA administration, SCP(Secure
Communication Protocol), home device registration
procedure, home device certificate issuing procedure,
home device authentication procedure, and lost device
reporting process, etc. And these are simply described
in this paper.

1. Introduction

The home device means all devices which participate
in the home networking. It can be a supplier of some
home services or be user of that. Providing greater
convenience, the home network connects all our home
devices as a network, enabling them to communicate
with each other. However, sometimes we may prefer
that a particular device not be connected to our home

network system. If that device is somehow connected
against our wishes, the consequences may be disastrous.
Hence, user authentication and authorization and home
device authentication and authorization are necessary
for home network services[1]. We think that a secure
relationship among home network devices is crucial
because the home network service is becoming more
convenient. The role of the user in a home network
service is minimized and the services provided by the
network of devices are maximized [1].

Pervasive home network means the home network
that home members (human and home devices) can
connect to the home devices at anywhere, anytime
through our home device authentication system. And
the administration which manages certificate authority
for home devices can deal with the CA at anywhere,
anytime.

Device authentication ensures that only specific
devices are authorized by specific authorized persons,
and the security between two parties is protected as
long as the unauthorized device is not used.
Furthermore, device authentication is a mandatory
technology that enables the automatic provision of
emerging context-aware services through device
cooperation without user intervention; and DRM
systems also need device authentication [2,3].
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So far, several mechanisms have been proposed for
device authentication. Some industries suggest
hardware fingerprint based approach[4,5] that extract
the secret information from the unique hardware
fingerprint and trust the device by verifying the secret.
And CableLab[6] also provides PKI based device
authentication.

In chapter 2, we describe the home device
authentication system structure and the secure
communication protocol which is used in the system.
We describe about the process where the home device
registration process, the home device certificate issuing
process and home device authentication process in
chapter 3. Finally, in chapter 4, the conclusion of this
paper is described.

2. Home device authentication system
based on PKI
2.1. The structure of home device

authentication system

In this paper, the home device authentication system
of the public key infrastructure is considered. There are
many number of the home device participated in the
home network, and the number of the mobile home
device increases. Therefore home device authentication
using symmetric key has a limit.

In our home device authentication system, CA issues
home device certificates which belongs to many
number of homes and has some responsibilities; the
first responsibility is to protect its private key from
disclosure, the second responsibility is to verify the
information in a certificate before it is issued, the third
responsibility is to ensure that all certificates and CRLs
it issues conform to its profile, the fourth responsibility
is to accurately maintain the list of certificates that
should no longer be trusted, the fifth responsibility is to
distribute its certificates and CRLs, and the sixths
responsibility is the maintenance of sufficient archival
information to establish the validity of certificates after
they have expired[7,8]. So, the CA must be a trusted
party in our home network system. It needs to be
controlled by a nonprofit organization. Also, we put a
HRA(Home Registration Authority) and it works as
RA(Registration Authority) and helps the issuing of
home device certificates. HRA can be home gateway,
and other devices which have some computing ability
and some interfaces to communicate with other home
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devices. If the new home device is registered, HRA
verifies the registration information of the device and
requests the issuing of the home device’s certificate to
CA. If CA issues the certificate of the device and
distributes it to the HRA, HRA sends the certificate to
the device. When HRA sends certificate to the device,
HRA can wuse various methods; out-of-band
transmission method and wired-transmission methods,
etc.

When the target device requests the use of service,
the authentication about the home device is made
through the confirming certification after the certificate
exchange between the server providing a service or the
home device and target device. At this time, devices
which there is a difficulty in the public key operation
ask for the verification of a certificate to the delegation
server. The delegation server informs a result after the
certificate verification to the target device. If the
delegation server can be entrusted with a complex
calculation, the verification time and energy in the
home device can be reduced. But, the security and
fairness has to be guaranteed by CA or the HRA. That
is, the HRA has to grantee it about the delegation
server if the delegation server exists in the home. And
CA has to guarantee it about the delegation server if the
delegation server is shared in several homes. Figure 1
shows our home device authentication system based on

public key infrastructure.
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Figure 1. The structure of our home device
authentication system

2.2. SCP (Secure Communication Protocol)
2.2.1. Definition of SCP
Before the home device authentication based on

public key infrastructure is done, the certificate issuing
process about the home device is needed. And before



CA issues home device certificates, the CA
administration system must set up policies including
the issuing of certificate and the issued certificate
management, the CA management, registered home
device management, lost device management, operators
of CA administration system management, and etc. So
we implement a CA administration which is certificate
policy setting up system and helps us convenient policy
setting up.

In the GUI(Graphic User Interface) displayer of the
CA administration, if all kinds of the policies relating
to the function of CA is established, policy data set up
are transmitted to CA, and CA stores received policy
data in database of the CA. CA administration does
only the policy establishment interface and display
function, and data are actually stored in the database of
CA. At this time, the policy data has to be securely
transmitted to CA according to the definite standard.
Figure 2 briefly shows the SCP proposed in this paper.

CA End entity

Device authentication

Key sharing

= Create request

= Encrypt request
Encrypted request

= Decrypt request
= Handle requested operation
= Create response

= Encrypt response

Encrypted resporise

= Decrypt response

= Handle response

Figure 2. Brief SCP

As shown in figure 2, in SCP, CA and end entity
mutually authenticate and share encryption key. And
then encrypted data are transmitted with the shared key.
SCP operates as follows;

(1) End entity sends its certificate and request
message about CA’s certificate to CA
(2) CA verifies the end entity’s certificate.
- If it is valid, CA sends its certificate to the end
entity.
- If it is not, CA disconnects with the end entity.
(3) End entity verifies the CA’s certificate.
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- If it is valid, end entity transmits the negotiation
startup request message for the encryption algorithm
and key to CA.

- If it is not, end entity disconnects with the CA.

(4) CA generates the session key.

- CA encrypts the generated key and encryption
algorithm with public key of the end entity.

- CA sends the encrypted data to the end entity.

(5) End entity decrypts the received data with its
private key, so it knows the session key and encryption
algorithm which will use in communication between
CA and it. This session key and algorithm will be used
if their communication doesn’t disconnect over the
predetermined time.

- end entity produces a request message, encrypts
the generated message with the session key and
algorithm, and then sends the encrypted request
message to CA

(6) CA decrypts the received message, processes the
request, generates the response message about the
request, encrypts the generated response, and then
sends the encrypted message to end entity.

(7) End entity decrypts the received message, and
then processes the decrypted response message.

Opcode | numRecs | Record 1 | Record 2 Record n

(8bits) | (32bits)

Length |Field1$field2$ - § field n$
(32bits)
Figure 3. Packet format of SCP

On the other hand, the packet format of SCP is as
shown in figure 3. There is the ‘opcode’ of 8-bit length
which is the value showing the kind of the
communications message between CA and end entity
and is promised in advance. After that, ‘numRecs’ of
32-bit length successively come out. ‘numRecs’ is the
number of ‘record’ fields. At this time, the meaning of
a ‘record’ is a row of database. For example, when the
nine policies of certificate is stored in the database of
CA, if a end entity sends a request, which asks the kind
of certificate policies, to CA, then CA responds with
nine successive records to the request of end entity.
Moreover, each record is constituted of the length and
field data of each record and each field data are
classified into a symbol ‘$’. ‘Field’ is a column of
database. If the example of the upper part is used, each



compositional element of a policy becomes the ‘field’
value.

2.2.2. The use of SCP

As described in 2.2.1, SCP is secure protocol
which is used in communication between CA and CA
administration in order to establish all kinds of the
policies relating to certificate and the function set-up of
CA. Also, in the certificate issuing process including
the certificate issuing request, SCP is used in a
communication between CA and Home RA. In the each
communication(the communication between CA and
CA administration, and the communication between
CA and Home RA), the same SCP packet format and
protocol is used but different ‘opcode’ is used. Now,
about two hundreds of ‘opcode’s are defined,
implemented and used. These ‘opcode’s are mainly
used for the communication between CA and CA
administration. And some ‘opcode’s are used for the
communication between CA and Home RA.

Figure 4 briefly shows our authentication system in
the point of communication. In the figure 4, red
cylindrical rod means SCP is used in a communication
and orange-red color cylindrical rod means physically
secure  communication such as  out-of-band
communication or wired communication.
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Figure 4. Our authentication system in the point of
communication

3. Home device authentication

To authenticate home device, first of all, home
device registration process to CA is needed. And then,
CA or Home RA confirms the information about
registered home device and CA issues certificate to the
device. In this chapter, we describe registration process
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of home device, certificate issue process, and home
device authentication process through the issued
certificate.

3.1. Home device registration process

Home device is registered to CA through Home RA.
Home RA has a little more public trust than general
home devices, but it must have basic security function.
Home RA has the convenient user interface and
communication means in order to communicate with
other home devices. Moreover, because information
relating to the other home device is saved, Home RA
must securely keep that data from attacker. And it is
responsible for home device registration. Home
gateway is mainly used as home RA device. However,
the other device can become.

The registration process of home device to CA is
shown in figure 5.

As shown in figure 5, in the home device registration
process, if home device transmits the home device
information to the Home RA, the Home RA sends
combined information of this home device information
and Home RA information to CA. CA stores the
information which CA receives from the Home RA in a
database, generates reference number  and
authentication code, and sends them to Home RA. In
the meantime, the Home RA can transmit them to the
home device or securely store in the Home RA.

Home Device Home RA CA

Device information registration

Device information + Home RA informatior
registration

= Store the received
data

= Generate reference
number and
authentication code

Send the generated reference
number and authentication code

Send the generated reference
number and authentication code

Figure 5. Home device registration process

Moreover, as  described section 2.2, a
communication between home device and Home RA
can be physically safe communication by out-of-band
communication or wired communication and a
communication between Home RA and CA can be
cryptographically secure communication by SCP.
Reference number and authentication code which is



generated by CA and transmitted to Home RA are used
in home device certificate issuing process. If home
device requests its certificate issue to CA, Home RA
sends these values to the home device. If it doesn’t,
Home RA safely stores these values its database.

3.2. Certificate issue process

Figure 6 shows the process where the Home RA
makes the certificate issue request instead of the home
device. The Home RA transmits the reference number
and authentication code in its own database to CA. CA
confirms these values. And the CA takes out the home
device information based on these values from its
database and issues the home device certificate. At this
time, the certificate policy which set in advance
through the CA administration is used. The issued
certificate is transmitted to the Home RA, and Home
RA sends the certificate to the home device. As the
same with the home device registration process, a
communication between home device and Home RA
can be physically safe communication by out-of-band
communication or wired communication and a
communication between Home RA and CA can be
cryptographically secure communication by SCP.

Home Device Home RA CA

Send the reference number and
authentication code

= |ssue a certiiicate of
he home device

Send the issued certificate

Send the issued certificate

Figure 6. The issuing process of home device
certificate

3.3. Home device authentication process

The authentication about a home device is necessary
when the home device tries to use the home network
service. All home devices could provide and receive
the home network service. But some home devices
don’t have computing ability for public key operation.
So we propose delegation server. Delegation server
performs the function of verifying the certificate
instead of home devices. As the performance of this
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server, the time to be required to the home device
authentication can decrease. This server can exist in
each home or can share several homes. Or each CA can
manage several delegation servers for the home devices
which are registered the CA. Moreover, home devices
which have the enough computing ability for public
key operation can entrust certificate verification to
delegation server or directly performs it.

Figure 7 shows home device authentication process
using delegation server. It is the authentication
procedure in which home device 2 tries to use the
service which the home device 1 provides. The
procedure is as follows;

(1) Home device 2 requests the use of the service
which is provided by home device 1.

(2) The home device 1 sends the certificate request
message of the home device 2

(3) The home device 2 sends its certificate Certp, to
the home device 1.

(4) The home device 1 requests certificate verification
and sends its certificate Certp; and received certificate
Certp, to the delegation server.

Delegation Server Device 1 @ice 2

Service request

Certificate _request

Send Certy,

request with Device
certificate (Certy;)

= certificate(Certyy)
verification

= generate ‘nonce’

= (nonce) XOR (seed
key of D1)

Send nonce
= store SKpy
=(seed key of D1)

XOR (nonce)
tion request with Device2

certificate (Certy,)

= certificate(certy,)
verification
E, i resutt)

= Decryption of received
packet with Sy

Serve the service

Figure 7. home device authentication process
using delegation server

(5) The delegation server verifies the certificate of
the home device 1(Certp).

- If it is valid, the delegation server generates nonce
value and stores the nonce value XOR seed key of the
home device 1.

- If it is not valid, delegation server sends fail
message to the home device 1.

e we assume the delegation server know all seed
keys of home devices which are wunder the
responsibility of the delegation server.

(6) The delegation server sends the generated nonce
value to the home device 1.



(7) The home device 1 stores the received nonce
value from the delegation server XOR its seed key.
And this XOR-ed value is called SKp,. Also, SKp, is
new seed key of the home devicel.

(8) The home device 1 request certificate validation of
Certp,, to the delegation server.

(9) The delegation server verifies Certp,, encrypts the
verification result of Certp,, and sends it to the home
device 1.

(10) The home device 1 decrypts the received
message from the delegation server, checks the
verification results.

- If Certp;, is valid, the home device 1 supplies its
service to the home device 2.

- If Certp, isn’t valid, the home device 1
disconnects the connection with the home device.

4. System Pictures

In this chapter, we will show our home device
authentication system pictures. Our system constructs
with home devices (laptop, CCTV), CA(Certificate
authority) server, CA administration system, contents
server, wall-pad(for user interface), delegation server
etc. Figure 8 shows our system pictures.

C Home
Home ‘ gateway

gateway omel
device

Figure 8. Our home device authentication system

In figure 8, CA administration program can be
installed to laptop or PC. And figure 9 and figure 10
shows the computer screen of CA administration.
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Figure 9. CA administration screen for certificate
policy generation
Figure 9 shows the computer screen for certificate
policy generation and figure 10 shows the computer
screen for managing the registered home device list.
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Figure 10. CA administration screen for management
of registered home devices

5. Conclusion

In this paper, we described about the home device
authentication for using secure home network. That is,
the home device authentication system structure was
proposed. And we proposed the communication
protocol which is used in our device authentication
system. This protocol is used for the communication
between CA and the other home devices or CA
administration. It includes mutual certificate
verification, key sharing, and message encryption using
shared key. Moreover, we described about the process



of registering the home device to CA through Home
RA and the process of home device certificate issuing
through the Home RA. And, we proposed the home
device authentication method between the home device
for using the home service and the home device
providing the home service. In this paper, moreover,
we proposed the device authentication method using
the delegation server to the certificate verification.

The authentication scheme proposed in this paper is
not limited to the home. The authentication scheme
proposed in this paper is also applicable to an office or
the country. And, in the home device authentication
system proposed in this paper, if home device
authorization concept is added, the more secure and
convenient home network system can be implemented.
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