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ABSTRACT

Heat disease is the number one killer in the civilized world,
acourting for around 1.9 milli on people every yea in the EU,
with the associated annual hedth costs of approximately EUR 105
billion. Important aspeds of treaing cardiac problems are
monitoring and direding criticd data to key individuals. The
middeware propased in this paper interads with ECG sensors and
provides a dynamic dedsion making framework for forming
criticd dedsions when defined thresholds are exceeled. The
middleware and its defined services target the embedded device
domain which has an existing large scde deployment within the
hedthcare sedor. The services help to ease development and
address problems like dynamic grouping, load balancing and
providing a uniform level of abstradion from the underlying
network.
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1. INTRODUCTION

Staff in the hedthcare sedor are expeded to provide quality care
to an increasing number of patients while using a limited amourt
of resources. To redize a proficient service hedthcare must
utili ze techndogy. Mohil e and ubiquitous computing is becoming
more prevaent in everyday life; harnessng this and its endess
cgpabiliti es will be an important comporent in providing a fitter
more pervasive hedthcare system.

The development of a middeware, which is esentialy the glue
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between the mobile embedded devices, which hides the
complexity of the underlying network and eases software
development for software enginees, is centrad to solving the
puzzle.

The solution propcsed in this paper is a middeware which
attempts to addressthe chall enges discussed previoudly. It targets
mobile embedded devices, exploits the vast potential of Body
AreaNetworks (BANSs) [10] and is redized and demonstrated in
the hedth care domain. A BAN is based on techndogy for
monitoring and loggng of vital signs and supervising the hedth
status of patients who suffer from chronic condtions like diabetes
or cadiac problems. They consist of a compad hardware unit
physicdly attached to the patient, which is capable of both
sensing the data and transmitting it to the necessry medicd
personrel for processng.

The paper is structured as follow; Sedion 2 introduces related
work. Sedion 3 discusses the scenario. Sedion 4 introduces the
middleware architedure. Sedion 5 is a complete case study and
sedion 6 detail s future work.

2. RELATED WORK

The recently established “Heat Cycle consortium” was setup by
severa EU partners to improve the quality of life for cardiac
patients by monitoring their condtion [5]. Our perspedive of
Group Communicdion differs from Chockler et a (2009 [4], in
that it’s based on sending messages to particular memberswho are
“grouped” together because of a common communicaions
interest, it doesn’t ded with the organization of processes, in
addition it isn't multi point to multi point communication.

A number of other approaches have examined problems in the
hedthcare scenario, the idea of improving hedthcare through
techndogy and the related reseach challenges are examined in
[16] and [11]. The adaptation of pdlicies for the hedthcare
environment has been examined by the Amuse projed [8] .
Controlling services by using hedth care spedfic pdlicies has
been investigated by [9]. The reorganizaion of dedsion making
groups by dynamicaly changing who makes the dedsions for a
particular goal is studied by [2]. Our proposed solution differs
from the above methods as pdlicies are used to control the
dynamic recorfiguration of groups, allowing for amore intelli gent
use of medicd resources and staff. It builds on top of techndogies
already avail able like sensors for example and provides processed
data for the end user. Instead of an off the shelf Middleware
solution we propase a middieware solution that can be easly



adapted to suit any environment. This approach provides patients
with more efficient and effedive care.

3. SCENARIO

Heat disease is a mgor killer [17] and it uses up vast medicd
resources in its treament. Symptoms of heat fail ure include chest
pains and shortness of bregh. There are numerous suspeded
causes of heat disease, diet and family history being the two
obvious culprits, ancther contributor is high blood presaure or
Hypertension as it's known in the medicd world. As many
medicd environments experience staff and resource shortages a
more efficient management system for patient monitoring is
required. This would provide the medicd establishment with
effedive load balancing of staff by using techndogy to identify a
medicd professona’s immediate workload, area of expertise as
well as their locaion and managing them acordingy, thus
reducing the negative impad of resource shortages. As the
cadiology area is clased as criticd, red time information
reporting on a patient is crucial, here techndogy can also provide
a solution in the form of a Body AreaNetwork (BAN). A BAN is
a key comporent in the supervision of patients suffering from
grave diseases like diabetes or cadiac problems. They are made
up of hardware sensing/transmitting modues which are physicdly
attached to the patient’s body:.

Problems in the hedthcare sedor can often be complex issues and
are rarely solved in full by a singe individual, normally a group
of medicd professonals working together are required to resolve
the isaue. This had led to the emergence of the ‘group concept as
a criticd utility, where a patient or set of patients and an
asortment of medicd staff can be “grouped” together for both
monitoring and tregtment purposes to enhancethe care.

A contributor to acdhieving this more efficient care is the
application of the MORE middleware [1]. By employing
techndogy different monitoring groups can be set up and
modified on an ad-hoc basis. These groups could consist of; a
patient, nurse and doctor or just a patient and nurse if the sensor
readings dorit initiate an alarm indicaing abnamal data and the
patient needs to be examined by a doctor. This scenario al ows for
the effedive remote monitoring of a cardiac patients' criticd data
in addition to effedively balancing the workload of the available
doctors. This could be a potential solution to the negative impad
of resource deficienciesin medicd environments.

4. ARCHITECTURE
4.1 Overall System Architecture

In the overal system architedure serviceinterad and extrad data
from low level sensors (e.g. Body AreaNetworks) and other data
sources as shown in Figure 1.
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Figure 1. Overall System Ar chitecture

These services can be grouped based on their functionality to form
a communicaion group which can acieve some defined task.
Services interad through whatever communication medium is
avail able to them, e.g. WIFI, Bluetooth, 3G. The main advantage
of this setup is that groups can be creaed on an ad-hoc basis
providing a more effedive care structure for patients as well as
maximizing the resources that are available The role of groups
and their construction mechanisms is detailed in [3]. The MORE
middieware will be locaed on the respedive user devices for
example, PDA or Laptop. An example of this architedure is
portrayed in Figure 1.

4.2 Middleware Architecture

The system architedure is largely based on a middeware
architedure detailed in the European funded projed — Network
centric Middleware for group communicaion and resource
sharing aaoss heterogeneous embedded systems (MORE) [1], a
diagram depicting the architedure is shawn in Figure 2.
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Figure 2. MORE Middleware Architecture
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As can be seen from 2 the MORE architedure consists of four
core layers; the applicaion layer, the MORE Middeware, the
operating system and the hardware layer. The architedure to a
cetain degree has a traditiona layered approach but the central
middleware sedion is based on the Service Orientated
Architedure (SOA) paradigm. The central comporent to a MORE
Middeware deployment is the Core Management Service (CMS)
which is a supervision servicefor the other deployed services. The
MORE architedure is based on a number of different services
deployable on devices as diverse as embedded and servers. The



CMSisthekey part of the MORE middleware becaise it provides
the generic functionality required for the administration of the
Middeware. All MORE services are composed of service
conredors which provide communications between services, the
implementation of the service interface and, the adua service
logic itself.

Conredors provide communicaion between remote as well as
locd services using a range of protocols like SOAP, Dired Java
(inter thread communicaion), TCP sockets and, uSOA. The
USOA [13] conredor is particularly spedfic to the requirements
of MORE for embedded devices as it has a reduced message size
and thus cuts down on XML parsing. With the SOA paradigm,
conredors are separated from comporents, keguiing computations
and interadions separate throughou a system [12]. The MORE
architedure also alows for proprietary conredions between
services and spedfic sensors. The architedure is extendable in
that anew protocol can be included as aconredor.

4.2.1 Adopted Technologies

MORE services are built onthe concept of DPWS (Device Profile
for Web Services) [6] . DPWS defines a set of spedficaions to
alow seaure Web Service messaging, discovery, description, and
eventing on resource-limited devices. DPWS is fully compliant
with Web Services. SOAP as previousy mentioned in the
conredor context is the standard used in Web services because of
attributes such as adaptability and extensibility provided by XML.
The service interface was designed using a Web Services
Discovery Language (WSDL) file [14]. This WSDL defines the,
elements, types operations and bindings for the service The
WSDL file is fed into a DPWS generator which creaes a set of
Javafiles including a Notifier and Invoker criticd for sending and
recaving messages which eases the life of the software developer.

4.2.2 Group Services

Group Services are a colledion of services for improving the
middleware’s usability for developers as well as users. The
purpose of group services is to provide the ability to staticdly and
dynamicdly creae different groups in addition to providing a
system which administers and manages these groups. The ability
to form and administer groups is a mgor contributing fador in the
attempt to achieve efficient management for the hedthcare
environment.

Groups are controlled by policies, policies are used for
configuring and building groups, in addition to dynamicdly
adding new membersto agroup.

The pdlicy has the foll owing structure: {Event, Condition, Action}
[18]. A more detail ed explanation on how the pdlicies are used to
control the groupsis described in [3].

5. CASE STUDY

In an attempt to prove the benefits of techndogyin the Hedthcare
domain a case study was undertaken. This cese study is a
redizaion of the Body Area Networks theory where a mobile
compad weaable sensor is attached to a human bodyto remotely
monitor vital bodydata like ECG realings. The main comporents
are a circuit which was built to record ECG data, and this is
badkbored by a number of middieware services representing the
different roles of various adorsin cardiachedthcare.

The key point which the case study portrays is the rearangement
of groups of middleware services driven by red time medicd data.
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5.1 ECG Circuit

An eledrocadiogran is a graph prodwed by an
eledrocardiograph, which reards the heats eledricd adivity via
eledrodes conneded to the body s surface An ECG provides vital
information like a person’s heat rate. The heat rate can be easily
remgrized on the graph as it is determined by the distance
between “QRS’ peeks (Figure 3) for a hedthy adult it is normally
between ~ 70 — 130 beds per minute. This information is crucial
to effedive monitoring of a patient with a heat condtion. The
ECG realing can be used to deted numerous cardiac problems
including Hypertension. As ECG's are not realily available for
purchase it was necessry to build one. This was acieved by
assmbling a circuit [7] which contained a number of Operational
Amplifiers to take in the signals from the eledrodes and provide
an output for analogue to digital conversion.
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Figure3. QRS Wave

The circuit aso contained several low power resistors, cgpadtors
and diodes for safety. The IN- and IN+ were conreded to our
patient’s chest (Figure 4) and the BODY eledrode was conreded
to the patients arm, this provided the necessry feedbad for the
circuit. This circuit is powered by a 9V suppgy and the output
from IC3B is fed into the analogue to digital converter of our
“Squidbee Sensor” [2].

Figure 4. ECG Connected to Patient

Figure 4 shows the ECG circuit attached to a patients body and
the Squidbeedevice which is used for wirelesstransmisson of the
recrded data.

5.2 ECG Middleware Service
The Squidbeesensor is programmed to transmit the ECG readings
in red-time to any listening Zighee[19] enabled device Zigheeis



the spedfication for a set of communicaion protocols that use
low-power digital radio transmissons. It is based on the IEEE
80215.4 standard for wireless persona areanetworks (WPAN'S),
for example wireless headphores set conreding with a mobile
phore via short-range radio. The techndogy is intended to be
simpler and cheger than Bluetooth. Zigbeeis targeted at radio-
frequency (RF) applications that require a low data rate, long
battery life, and seaure networking, the operating frequency of
Zigbeeis 2.4GHz. A Squidbeegateway is required to transfer the
datathat is being sent via the sensors to a computer or laptop, this
is conreded to the computer’s USB or seria port. Anill ustration
of the setupis shown in Figure 5.
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()
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Patient
Figure5. Patient Connection Setup

A MORE middeware service was developed and deployed on a
laptop [1], which read the ECG data from the serial port. In order
to implement this conredion using Java, a driver cdled
“RxTxComm’ [15] was required.

5.3 Initial Setup

In our case the parties involved are; two patients, (Patient A and
Patient B) a nurse and a doctor. The patient is conneded as
spedfied in Figure 5. The ECG middeware serviceis runnng on
a laptop. The Nurse has a Medicd Graphing Service running on
her device and the doctors have a Physician service running on
their devices. The test setup includes a device with GM S runrning
on it which enables group communicaion. The initiad setup is
displayed in Figure 6. Two groups exist, one for ead patient.

\ a b

@
. .
\_Patient A y
- /
o

Figure6. Initial Group Configuration

Eadh patient has a heat condtion and therefore neels to be
closely monitored by medicd staff. There is periodic transmisson
of data from the sensor to the group members. The GMS forwards
these readings to the members of the patients group.

Both patients can be remotely monitored by the nurse’s service
which graphs the incoming ECG realings. Figure 7 shows
readings from Patient A which has anormal heatbed.
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The sampling rate of the sensor was programmed to be 0.2
seonds, this means the sensor transmitted the sampled ECG
realings every 0.2 seamnds. We examined in detail the effed of
changing the sampling rate of the sensor with power consumption
and were satisfied that the unit uses a constant 80mA whether it
isin transmit mode or not. To cdculate the Heat rate in beds per
minute we used the foll owing equation;

Heat Rate (HR) = Sampling Rate intervals (Sl) / 300
(60/0.2) where | = intervals between R’s (pe&ks shown
onthe graph) previoudly described in Figure 3.

For Patient A this equation gave a HR of; 3004 = 75 beas per
minute.

{pw) alieyop

Time (MS)

Figure 7. Normal ECG Readings (Patient A)

In our cese study the Nurses service is developed to graphicdly
display the ECG readings as well as an alarm that deteds whether
the patient is at risk of Hypertension (Hypertension is the medica
term for high blood presare). Hypertension realings are
measured in “milli meters of mercury (mmHg), they are normally
given as two numbers for example 150 over 95; the first number is
your systolic presaure (the presare creaed when your heat
beds). The second number is the diastolic presaure (the presaure
inside the blood vessls when the heat is at rest). Hypertensioniis
considered to be present when a person's systolic blood presaure
is consistently 140mmHg or greaer, and/or their diastolic blood
presaure is consistently 90 mmHg or greaer. Hypertension can be
deteded by consistently high amplitude readings on an
eledrocardiogram (ECG).

5.3.1 Policy Rule Distribution

When a group is creded the group members (i.e. services) can
only receve a predefined set of messages or events, which is
defined in the serviceé s WSDL file. Thisis in turn a preaursor of
what events the group member will be forwarded during group
communicaion. Each pdlicy rule is triggered by an event (or
messge), therefore the policy rules which are relevant for eah
group member are distributed to them a group credion. More
information on the pdlicy rules used can be found inThe Policy
Extrad 1 below shows two rules which are distributed to the
MedicdGrapherService on the Nurse's device The
Medicd GrapherService was programmed to deted high “R”
amplitude readings.

PolicyRul e PRL: {

Pol i cyEvent: E1

{CommonName “NewSensorData”

Parameter “ECGValue” }

Pol i cyCondi t i on1:{CommonName “ECGHighPriority”

If ECGValue > 400 }

AND

Pol i cyCondi ti on2: {CommonName “HighQRSflagSet”




If HighQRSflag == true }
Pol i cyAct i on2: {CommonName " HypertensiveAlarm”,
TriggerMsg "SendAlarmToGroup”} }

Pol i cyRul e PR2: {

Pol i cyEvent : E1 {CommonName “NewSensorData”
Parameter “ECGValue” }

Pol i cyCondi ti onl: {CommonName “ECGHighPriority”
If ECGValue > 400 }

Pol i cyAct i onl: {CommonName "SetHighQRSFlag”,
set HighQRSFlag = true} }

Policy Extract 1 Policy Rulesfor Hypertension Detection

Policy Extrad 1 shows two palicy rules which are triggered by the
NewSensorData event. Hypertenson is deteded by two
conseadtive high QRS vaues, as discussd in Sedion 5.3. Policy
rule PR2 sets the initia high value flag. The second padlicy rule
PR2 deteds conseaitive high realings and triggers a
Hypertension alarm to be sent to the group members.

5.4 Reconfiguration based on Efficiency of
Services

The alarm generated for Hypertension detedion is sent to the
group members. GMS will receve this message and ched to see
what policy rules shoud be evauated. Policy Extrad 2 is a
sample of the rule which is evaluated within GMS.

Pol i cyRul e PR3

Pol i cyEvent :

{CommonName "HypertnsionAlarm”,

ParameterList "Patientldentifier”, "ECG-Value”}

Pol i cyCondi ti on: {CommonName "hasGrpMemberDoctor”,

If (GrouphHasMember == Doctor) }

Pol i cyAct i on: {CommonName "addMemberToGroup”,
TriggerFunctionality "addMemberToGroup”

Parameters "{MemberType, Docotor}”,

{SelectionBasedOn, efficiency}} }

Policy Extract 2 Policy rule for Group Reconfiguration

Policy rule PR3 is triggered by the HypertensionAlarm, it chedks
to seeif the group has a member of type doctor and if nat it
triggers the addMember ToGroup functionality.

5.4.1 Service Efficiency Criteria

GMS uses an agorithm to determine the “fittest” doctor to add to
the group. Firstly a number between 0 and 1 is afforded to eath
doctor with a weighting on cardiology expertise. So for example a
diabetologist might have an expertise value (E) of 0.2
(remembering that the alarm is triggered by a heat condtion) and
a cadiologist might have an E of 0.9. The agorithm also equates
ead doctor’s current workload (WL) to ensure that the doctor
chosen is avail able to ded with the alarm. The fitnessdoctor “F”
isthen cdculated from:

F=E+1/WL

When the HypertensionAlarm isreceved by GM S the above
agorithm is used to make the best seledion asto who to assgn
the patient to. In our example, Doctor X is chosen. GMS will add
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Doctor X's PhysicianServiceto the Group 2 and al messages sent
to the groupis now sent to both the Doctor and the Nurse. This
can beseenin Figure 8.

PatientB

Figure 8. Reconfigured Groups (Group 2 includes Doctor)

Once the doctor has been added to the patient and nurse group
they automaticadly receve the transmitted ECG readings. Figure 9
is sequence diagram showing the flow of information for Group 2

roupMgts ervi "Nurse | Doctor
: L
I
I ForwardMsgToGrp I
iSendMsgtoGroup(Sensor Data) |

B R
Monitor
Patient

Provess
Data

SendMsgToGrp(Hy
Piocess pertnAlarm) |
Data :

I
SendMsgToGrp(AddDoctorToGrp)——!

1 [Doctor

ForwardMsgToGrp |

1
| SendMsgtoGroup(Sensor
) Data)

ForwardMsgToGrp

Figure 9. Group Reconfiguration Flow

As can be seen from the yellow box on the right of this diagram
the doctor becomes part of Group 2 after an adarm has been
triggered, from this point on both the doctor and nurse will
recave any SendMsgToGroup messages from GMS.

Figure 10 shows an example of an ECG realing from a patient
with hypertension.

M
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Figure 10 Abnormal ECG Reading (Hypertension)



6. FutureWork

Future work will include correlation of results such as, time delay
in dynamic group modificaion, effedive distances for sensor data
transfer, and effeds of other RF equipment in the test area

7. CONCLUSION

The fight against heat disesse and race for pervasive
techndogicd solutions which ease patient monitoring presents a
tremendows challenge. This paper looks a a middeware
deployment in the form of services which can build on the
advancement in sensors in addition to asembling individua
services into groups. The middleware is the basis of an adaptive
framework which hides underlying network complexity and
simplifies the development process The use and application of
the middeware can provide a more effedive monitoring
management system for the hedthcare environment, alowing for
patients to be remotely observed, perhaps from the comfort of
their own homes. Consequently this alleviates the huge presaures
placeal on hospitals to make beds avail able. Furthermore doctors
workloads are also taken into consideration and doctors are
all ocaed to groups acordingly.
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