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ABSTRACT

Mobile devices equipped with indoor positioning capabili-
ties can access a broad range of different Location-Based
Services (LBS). There are advanced LBS applications that
use the user’s location and preferences in order to give the
most precise answer to location-dependent queries. To pro-
tect privacy, the user’s location and preferences must not
be disclosed. Existing solutions utilize a trusted anonymizer
between the users and the LBS. This approach has the draw-
back that this component may not always be available, and
it may itself present security problems. We propose a novel
framework to support private location-dependent queries,
based on the concept of k-anonymity to protect the user’s
identity, which does not require a trusted third-party, since
privacy is achieved via grid-maps and entropy-based tech-
niques.

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information
Systems]: Security and Protection; H.2.8 [Database Man-
agement|: Database Applications—spatial databases and
GIS
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1. INTRODUCTION AND MOTIVATION

Nowadays the availability of the communication devices
(e.g., mobile phones, tablets, wearables, and others) and the
deployment of the indoor positioning systems allow users to
easily access a broad range of Location-Based Services (LBS)
from basic applications based on the user’s location (e.g.
“find the nearest restaurant”) to more advanced ones like
recommendators that include the user’s profile (e.g. ”find
the nearest restaurant offering quality Spanish and Chinese
food”). However, mobile applications hardly ever incorpo-
rate security mechanisms that avoid to disclose sensitive

information online to potentially malicious LBS, including
real-time location tracking data or even lifestyle preferences,
that may result in unsolicited advertisement (i.e., spam) or
worse situations (e.g. stalking or mugging).

To address the privacy issue, most existing solutions adopt
the concept of k-anonymity [2] and rely on a third trusted-
party (TTP) that acts as an anonymizer between the users
and the LBS. In general, this mechanism tries to find a set of
k users that are indistinguishable from each other such that
an attacker cannot identify a single user out of the set. This
set of k user is received by the LBS that sends back a set
of k answers. Malicious LBS cannot identify the user with
probability larger than 1/k. Note, however, that in order to
guarantee a non-negligible level of privacy, the k£ — 1 users
cannot be selected naively.

Existing k-anonymity-based location privacy techniques
exhibit three significant limitations. First, some require a
TTP anonymizer that maintains all user locations. Such a
component may not always be available, and it may itself
present security problems. Second, a large number of coop-
erating, trustworthy users is needed. And third limitation,
the underlying k-anonymity considers the notion of distance
between identities, but it misses the distance between loca-
tions.

In order to achieve the user’s privacy in non-trusted sys-
tems, we propose a framework for preference-aware location-
based queries implementing the concept of k-anonymity to
protect the user’s identity. Our solution incorporates new
features that distinguish it from other approaches, our con-
tributions are:

e We propose a framework where the anonymizer is a
software component of the user’s mobile, so no TTP is
used to achieve the user’s privacy.

e We present an anonymizer that generates a set of k—1
fake users with dummy locations and preferences by
carefully selecting algorithm which considers entropy
and distance between the k users.

e We design a selecting algorithm based on grid-maps
that can be easily supervised and even managed by
users in order to get trustworthy results.

There are several works presenting the state-of-the-art
techniques to protect location privacy [1, 3], and they dis-
tinguish the following principles: position dummies, spatial
obfuscation, encryption, and k-anonymity. Different from
existing works, our proposal is based on k-anonymity, gen-
erates fake users, and does not require a TTP.
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Figure 1: Example scenario with k-anonymity and grid-maps

2. PROPOSAL

The main component of our proposal is an anonymizer
that is a trusted middleware located in the user’s mobile
device. It acts as an intermediary and privacy shield between
the user and the LBS. When the user wants to make use of
a LBS, her mobile device sends its position information and
the user’s preferences together with the location-dependent
query to the anonymizer, which manages and protects the
user’s information making the user indistinguishable from
other k — 1 dummy users.

To increase the privacy protection, we use entropy to mea-
sure the privacy level, i.e. the uncertainty to identify a user
from the candidate set. To compute the entropy, each pos-
sible user has a probability of querying, denoted by p;, and
the sum of all probabilities p; is 1. Then, the entropy H of
identifying a user in the candidate set is defined as

k
H= —Zpi - logy (pi) (1)

The anonymizer determines a maximum value of H to
guarantee a set of k users indistinguishable. The maximum
entropy is achieved when all the k possible users have the
same probability, i.e. 1/k, where the maximum entropy will
be log2(k). The user’s probability p; is linked to the user’s
location by a grid-map that is a statistical map that shows
where a user is likely to be found under his preferences. The
grid-maps could be built by crowdsourcing techniques and
supervised by users.

The selected fake users and real user must be separated
as far as possible from each other while entropy maintains
a minimum acceptable value. A fake user closed to the real
user discloses the position, so this dummy must be avoided
by the anonymizer. In this sense, a fake user with a grid-map
much more different than the grid-map of the real user must
be also avoided by the anonymizer, because it decreases the
entropy between grid-maps.

The selection algorithm selects the most different dummy
user’s profiles, but as likely as the real user’s profile. Given
a degree of anonymity k, besides the real user’s profile, we
need to determine the other k — 1 user’s profiles. The fol-
lowing show how the algorithm addresses this problem:

1. The candidate user’s profiles must have a minimal di-
versity. That is to ensure there are at least [ distinct
values for the each feature in the set of k selected pro-
files. The algorithm creates all the sets of profiles that

fulfill this restriction.

2. The candidate user’s profiles must have a minimal close-
ness to the real user’s profile. The algorithm uses the
Earth Mover’s distance that is based on the minimal
amount of work needed to transform one distribution
to another by moving distribution mass between each
other. Let P and Q be grid-maps divided into m x m
cells, and d;; be the ground distance between position
i of P and position j of Q. We want to find a flow
F = [fi;] where f;; is the flow of mass from position
i of P to position j of Q that minimizes the overall
work:
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3. Based on the previous steps, the algorithm selects the
best k — 1 candidate user’s profiles. After that, the
algorithm calculates the entropy considering each po-
sition of the grid-maps and selects the set of dummy
positions which maximize the relation between entropy
and the distance between locations.

The Fig. 1 shows an example scenario (i.e. shopping
center) and the anonymizer process. In order to preserve
the privacy, the user utilizes an anonymizer installed in its
mobile device to send her position and profile to the LBS
server. The anonymizer will include two fake users that will
be generated using the selecting algorithm.
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