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ABSTRACT

Mobile devices currently offer many value-addedl@ptions and
services such as messaging, navigation, socialonkitvg, finance,
and entertainment. As these mobile applicationse hascess to
users’ personal information and are capable of ggath and
transmitting trust sensitive information, posingcie#y and

privacy risks. In this paper, we propose a consgaxare adaptive
security framework for eliciting users’ context anfnation and
adapting this information with mobile applicatiom&twork access
control mechanism. The framework enforces the ei@tuof

mobile applications inside security incubators tonteol the

communication between mobile applications and neokiévice
resources. Applications’ access requests are awhlymsed on
user's context information collected from the mebitlevice
sensors and the application security configuration.

Keywords

Mobile computing, context awareness, context-awseeurity,
AHP, decision analysis.

1. INTRODUCTION

Significant advancements in mobile technologies ehahifted

personal computing to pervasive and ubiquitous egimg. Today
smartphones are equipped with various built-in senshat are
capable of collecting and providing high precisiand accurate
data, such as location, motion, acceleration, aothtion.

Smartphone devices use these collected data tagmizeo and
interpret users’ surrounding environment. Mobil@lagations can
then use this information to adapt their user fatas accordingly.
For example, a mobile smartphone may sense neddstddth-

enabled mobile devices within its range and enalders to
exchange and share information to facilitate a aoiciteraction

[1]. Such value-added services typically requirkecting not only

users’ personal information, such as location entiication, but
also gathering and transmitting trust sensitiverimation.
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Mobile applications typically have no restrictions collecting
users’ personal information either directly throughser
solicitation, or indirectly through explicit or iripit users’
interactions with these applications. This unrettd access poses
a threat to users’ security and privacy. In additisome
applications with malice aforethought may use soafethe
applications on the users’ mobile device to exetutst sensitive
information. For example, consider the followingmsarios:

* A user who shares her location data with a locabased
service provider app to find the nearest gas stabio any
other point of interest, but faces the risk of wdireg her
current activity that is inferable from the saméada

e Auser who is willing to share his location and elecometer
data with a fitness mobile app to provide healthisaty, but
faces the risk of revealing his personal daily\éigis that are
also inferable from the exact data.

That said, ensuring users’ security needs to ftam the mobile
devices. For example, [2] propose leveraging theelleof

privileges of mobile devices’ owners in terms afstrand security
controls, commonly set by default at low levelsotighout the
installation lifecycle of applications on these weg, to protect
users’ information from malicious attacks and/otrusions. In
addition, [3] propose a framework to shadow uspessonal data
in place that users wants to keep private to bloetwork

transmissions that contain such data. Similarly pfpose a just-
in-time notifications that appear when users’ pesiodata is
subject to sharing and displays a visual summaryhef shared
subject data. However, such security control messand much of
the existing security management mechanisms arerggnstatic,

and do not take into account the dynamic natureusérs’

surroundings in mobility.

In order to address the security challenges of lmalevices, we
propose a context-aware adaptive security frameviarleliciting
context information and adapting this informatioithwsecurity
control measures. The framework consists of meltiasity
incubators, in each of which, a mobile applicattam be executed.
The incubator controls the communication betwees fobile
application and the mobile device resources. Exegueach
application within its own incubator as a standel@pplication
makes it possible to run the security and commtioica
mechanism within the incubator. When a running teobi
application attempts to get a network accessiggérs a security
checking request in the incubator. The requestatyaed based on
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both the users’ context information, collected frahe mobile

device sensors, and the application security gsttirsing Analytic

Hierarchy Process (AHP) method. In turn, the ségucontrol

mechanism yields a secure or insecure network a@eg prior to

users’ launching of the mobile application. We date the

proposed framework by implemented our security mbnt
mechanism in Android Operating System (OS) runmingnobile

devices.

The remainder of this paper is structured as fdlolw Section 2,
we describe the proposed context-aware adaptiveurigec
framework architecture. Section 3 presents a prptotand
evaluation of our security mechanism for Android &% mobile
devices. Section 4 reviews related work. We coreltite paper
with final comments.

2. FRAMEWORK ARCHITECTURE

In order to protect users’ information and enhaseeurity of
mobile devices, a context-aware adaptive securdgnéwork has
been developed. The framework uses context inféomaand
dynamically adapts the security settings of mobpelications for
different situations and user actions. Context ienta variety of
aspects —such as location, time, network, etc. at thre
dynamically combined together to create a certairtext. Context
aspects are utilized to adapt the security levglired by each
mobile application.
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Figure 1. The UML Sequence Diagram of the frame work
security mechanism

The proposed security framework consists of a madgiplication
incubator, or sandbox, and a context shadow apitaThe
sandbox is built inside the mobile OS. Mobile apgtion data,
code execution, and network access are all corterithin the
sandbox. Hence, a network access request can ortlyrgugh the
sandbox. To avoid any changes to mobile OS, thaurggc
component is implemented as a shadow application.

Fig. 1 illustrates the UML Sequence Diagram of fremework
security mechanism. When a mobile application giteno get a
network access, the application sends TCP SYN stqagepart of
a TCP handshake. This triggers a security cheakiathod in the
sandbox which is forwarded to the shadow applicatibhe
shadow application analyzes the request considehiagsecurity

level and responds back to the sandbox with a semuisecure
network access. The security level is defined basedoth the
users’ context information, collected from the niebdevice
sensors, and the users’ security settings. Therigecsettings
provides users with a mechanism to prioritize teeturity level of
each context aspect relative to the other contegeets. Fig. 2
presents the UML Component Diagram of the contéwdew
application. The application consists of followiogmponents:

* Application component, which is the main componthat
manages all requests from the sandbox and prosielasrity
decision.

e AHP Factor Processor component, which processes
importance factors of context aspects using AHPhoukt
which will be discussed below.

e« Context component, which gathers and categorizes
context information.

Application p IFactorProcessor| AHPFactorProcessor
- =
IContext
IContextAspect
O IContextAspectValue Context

Figure 2. Shadow application component diagram

Fig. 3 shows the processing of security servicaigsts in the
shadow application. As shown in the Figure, whea shadow
application receives an access request from thelbsan it

activates the Controller object. The Controller eabjloads the
application security configuration and initializesiew Application
object with these settings. The Controller objbert forwards the
request to the Application object. The Applicatimniect requests
from the Context object an update of the contegeesvalues. The
Application object uses the Rule object to evaluhte context
aspect values and the application security cordigom to make
the appropriate security decision. This decisiorl when be

returned to the sandbox.

Given that context aspects are dynamically combitoagkther,
where each context aspect contributes a certaitiopoto the
overall context. Hence, from a decision making pecsive it will

be necessary to consolidate these contexts ingglesintegrated
decision problem. Such consolidation allows forakbshing a
multi-criteria  decision making (MCDM) [5]. A popula
methodology for dealing with MCDM problems is Angy
Hierarchy Process (AHP) method [6]. AHP has beeatelyi used
in a variety of policy selection and decision mak([], adaptive
learning [8], and recommendation and feedback esf®]. One
of the advantages of the AHP method is its breakdaf

unstructured complex decision problems into smattamstituent
components in order to construct an integrativeanohy of the
components weights. Another advantage is its cépabof

handling both tangible and intangible criteria thetails a
systematic procedure in the thought process [10].

the
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Figure 4. AHP hierarchy structure

We apply the AHP method to perform a paired congoariamong

Contraller ‘AJ_M Contert |Cunte>¢Asgect RuleContextialuespec the context aspects (i.e., network, location, tiraed speed) to
w T w T T determine the relative weights of the mobile agtian network
M | | | : : access decision alternatives (Secure network acdaesscure
chedkSecurly | w ! [ ! network access), as shown in Fig. 4.
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decision problem alternative&... A; and the decision criteri@; B e e S o
and Sub-criteriaCi; are in the middle level. Connecting the criteria w2 Wy
and the decision goal at the one hand, and thsidadiriteria with e e
the alternatives at the other hand represent the Aetision tree. “ u) 'ufg. B u"
The link weights@) and &J; are determined through a pair-wise Wg Wq Wg g
wy wo w3 Wy

comparison oCCi and Gj, respectively.



In this matrix, every elemers;j of each trial is the result of a

protocol of mobile applications network access retue The

paired comparison denoting the dominance of element algorithm uses the instantaneous measures of lritria to
relative to element A comparison is also being made of the estimate the network access security risk levebmes of low

ith element with thei th element. This results in the
comparison matrix being a reciprocal matrix satigfya; =
Vajj. The matrix diagonal represents the self-compassmn
the matrix elements. To associate the overall wigighfor
each element relative to the level immediately &bibya so
called priority vector (PV), which represents thigeavector
of the paired comparison matrices’ components. griwities
assigned to the matrix elements reflect the ordetheir
importance with respect to each alternative.

« Consolidating the weighted values, using componesdasure
priorities assigned by the decision maker or andtysreate
an overall top level decision value for each akérre.

3. PROTOTYPE IMPLEMENTATION AND
EVALUATION

We developed a prototype application of the progasecurity
control mechanism in Android OS on mobile devicdhe
prototype architecture extends the programmabléufeabuilt
in Android OS through the definition and implemdita of
control components that aim to equip the mobileickewith
context-aware adaptive security features in ruretiniThe
application enforces the execution of mobile amilans
inside a shadow application security incubator tbattrols the
network access of these applications. As a use, aaseselect
Facebook mobile application to implement and va#dahe
security control mechanism lifecycle.

Table 1. Context aspects and states

gggé?t(; States
L ocation Unknown Home Work Public
Time Morning | Afternoon Evening Night
Speed Still Low Medium High
Networ k Unknown Home Work Cellular

For the sake of this work, we select four differetintext
aspects, which can be retrieved in most currenstiexj Android
smart phones. Table | shows the selected cordegects along
with their different states. For example, Netwaréintext aspect
can have the following states: Unknown, Known netwo
connection (i.e. Home or Work network), and Celtureetwork.
Note that the application allows users to add antdomodify
the naming of the context aspects states.

We extend the AHP context security check algoritffig. 3) to
incorporate the evaluation of the wireless netwaos&curity

(GREEN) or high (RED). To do this we use two thi#dh (Fig.
5). The first threshold corresponds to tlkelculated AHP
context security level with respetd the context aspects
relative weights (location, network type, time, aspgeed) and the
relative weights of their corresponding currenttegta The second
threshold tallies the wireless network securitytpeol that is detected
upon the mobile application network access reqéewYi-Fi Protected
Access (WPA) indicates low security (LS) network protocolvhile
a Wi-Fi Protected Access 2 (WPA2) indicatelsigh security (HS)
network protocal WPA2 provides most secure communication
among protected access protocols via the implerientaof
intricate encryption techniques [11].
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Figureb5. Security networ k access mapping

For example, Fig. 6 (a) shows a network accessptt¢hat is
triggered with the launching of Facebook mobilelapgion via
our shadow application. In this context, the usaration is
determined to be Public, Wi-Fi network type is Uakm, time is
Afternoon, and speed is Still. The shadow applicatalculates
the overall relative weight of the context secutéyel using the
AHP method. A relative weight below the fiftieth rpentile
threshold, in this case, yields a high securitly lé&vel (RED) that
highly recommends the user not to continue withnope the
Facebook application. It also prompts the useuto the location
services off prior to launching the Facebook appitn, had the
user decided to do so.

Alternatively, Fig. 6 (b) contemplates another sg@n of a network
access attempt of launching Facebook applicatimough our shadow
application. In this case, the user's location isetdermined
to be at Work, network type is a Work Wi-Fine is Evening,
and speed is Low. The shadow application recaiomaif the overall
relative weight of the contextecurity level yields a relative weight
above the fiftieth percentile threshold. A detdct&/PA2 wireless
network security protocolor HS, in turn yields alow security risk
level (GREEN). Hence, prompting the user to corginuith
launching the Facebook application.

In order to examine our security framework perfonc® we usedhe
general cross-validation evaluation technique tet téhe power of



accuracy of the network access alternatives anid #issociated context
aspects. The validation of our framewatkaws on a dataset of eight
undergraduate university students affiliated pamsiots (5 males and
3 females) Participants’ age ranged from 19 to 23 yearswatt a

Various research initiatives have explored the use of #gcuelevant
context with focus on delegation of access contights based on
environmental contexts. For example, [14] deplojayic-programming
that incorporates context information to encode ediht types of

mean age of 21The participants are frequent mobile devices users,access contrasecurity operations. Similarly, [15] utilizeontext-aware
own Android mobile devices, and considered themselves as frequenhformation in programming personalized role pernaissfor granting
users of mobile applicationRarticipants were offered an extra bonus access for services and informati@sources. In addition, [16] propose

points towards their course grade for their pagtition in the
study.
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Figure6. Screenshots of the shadow application network access

After installing the security framework shadow application their
mobile devices, participants were briefed about ¢hadow application
functionality and the security setting options. tRgrants were then
instructed to run our logging application at vasdimes and places over
a week time period. The application logs this infaiora along with
participants feedback options of whether they ththkt the network
access is secure or not — relevant to the shaghphcation network access
recommendation. The collected data resulted into 888ervations of
launching attempts of Facebook via the shadmpplication security
framework, with an average of seven different nekwazcess loggings per
user per day. The collected data were divided 8086 of trainingdata,
and the remaining 10% for testing. The results skoaeclassification
accuracy of 93% with an average Euclidian disteofc@.006. Euclidian
distanceranges from 0 for the perfect classifier and squaoe of two for
incorrect classification.

4. RELATED WORK AND MOTIVATION

The wide spread use of mobile devices and thesgnation with personal
computing in different domains have shifted tparadigm of how
security needs to be handled. For examfl®] proposed a so-called
TaintDroid to provide real-time analysis of moreuth20 mobile
applications access to users’ private informatidhe authors
found considerable instances of potential misuse soth
applications towards users’ private informationmiarly, [13]
investigate how permissions and privacy could plagle in users
application selection decisions. The study foundt thresenting
privacy information in a clearer fashion, could isissisers in
choosing applications that request fewer permission

an ontology-based frame work that utilizes contéxformation to
derivesecurity access control measures of mobile devassetssuch
as messages, based on the confidentiality levethe$eassets. Other
efforts also focused on semantic technologiesémtext representation to
form access control mechanisms forobile web services [17, 18].
However, the aforementioned approaches are exclysiemstrained to
provide users’ accesgontrol based on context information and
individual role.

Others [19], propose a context-aware usage contoalel, which takes
into account context information, such the spatial and time data to
enforce ongoing policy definebly user during runtime to data access
(i.e., data and filesnd resource usage (i.e., CPU utilization and
battery power). However, the framework relies higaon users to define
their policy on data and resources in a contextavead fine- grained
manner to perform evaluation based on the user definfules. Our
proposed framework aims to provide dynamic papplication context-
aware adaptive security control measures at rua:tim

Other research focuses on context-aware authenticatand
authorization policies for augmenting network seguim ubiquitous
computing environments [20]. For example, [2&tplored context-
aware scalable authentication (CASA) as way of balancing
security and usability for authentication leyabling easy access in
commonplace everyday situations, such as home; wigtplining
more secure authentication less common unidentified places. In
addition, [22] proposed eontext profiling framework using location
WiFi and Bluetooth to infer appropriate access ahdring policies
for sensitivedata on the mobile device. Finally, [23] proposed
CRePE a context-related user policy enforcement frameworksmart
phones. CRePE allows the user to define a pressectrity policy
rules that depend on the location context, sucknabling Bluetooth
service only when the users’ location is at homewark, but not
when traveling or being at train. In our proposednfework, the
network type is included along with other contexspects to
continuously perform security control measures. dddition, our
framework provides a generalized infrastructure t thean be
configured for manylifferent applications.

Finally, [24] propose a context-aware usage contmobdel

ConUCON, which takes into account context informmtisuch as
the spatial and time data to enforce ongoing paliefined by user
during runtime to data access (i.e., data and)fitesl resource
usage (i.e., CPU utilization and battery power).wdwer, the
framework relies heavily on users to define thedtiqy on data
and resources in a context-aware and fine-grainesiner to
perform evaluation based on the user definitions.

5. CONCLUSIONS

In this paper, we proposed a context-aware adapseurity
framework that incorporates users’ context, colddrom mobile device
sensors, with security enforcement polidgcisions. The framework
applies analytic hierarchy procegdHP) structured technique for
dynamically evaluating usersontext, and provides the appropriate



security control decision. As a proof of concepg, wsed the Facebook
mobile application as a use case to assess the impamir proposed
security management mechanis®reliminary evaluation results have [10]

revealed the efficacy ofour framework

in providing security

management control featurbased on real-time assessment of users’
surrounding context.
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