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ABSTRACT

This paper discusses the use of Aspect-Oriented Programming
(AOP) as an efficient way to handle cloud computing frontend
security concerns. Without AOP, the necessary security code
would be mixed with the business logic that the cloud service
provider implements. This makes the maintenance of both code
and business logic tedious and prone to errors. The proposed
aspect-oriented approach in this paper is built upon a Web
services frontend to the cloud service. Three types of context are
taken into account when tuning the aspects (security services).
The contexts contain various details on the environment of the
Cloud and the Web services, which permit activating the
necessary aspects in response to these details. A set of
experiments validating this approach, are also reported in this

paper.
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1. INTRODUCTION

Cloud computing is an internet-based framework for
enabling a pool of shared resources/capabilities on demand [1][2].
NIST [3] defines five essential characteristics for the cloud
computing service, which are resource pooling, measured service,
on demand services, elasticity and ubiquitous access. Other
technologies are used to support the cloud computing paradigm;
such as, web services and virtualization. Practically, the internet
and web services will be used in order to deliver the cloud service
to the customer. The web services play an important role in cloud
computing technology, beside their capabilities to offer fast and
cheap access to the provided resources/capabilities; Web services
offer system interfaces that could be used for consuming and
managing the delivered cloud services [4]. In addition to sharing
business logic, data and processes through a programmatic
interface across a network; Web services allow different
applications from different sources to communicate with each
other, Web services are not dependent to any operating system or
programming language; for that, combining Web services and
cloud computing allow developing unified friendly interface for
end-users in an interoperable way [5].

Web services frontend represents a gate for customers to
interact with the cloud service [4]. Web services are hailed for
their capacities in developing loosely coupled business processes
that can spread over organizations’ boundaries [6]. In the last
years there is a number of efforts that have been put into
supporting the acceptance of Web services among the IT
community by making them the technology of choice when
developing such processes. However, several still have doubts
about Web services’ capacities when it comes to addressing
critical concerns like security [7] and fault tolerance [8]. In cloud
computing essential security services such as authentication are

Ghita Kouadri Mostefaoui

University College London
London, UK
g.kouadri@ucl.ac.uk

Zakaria Maamar
Zayed University
Abu Dhabi, UAE
Zakaria.maamar@zu.ac.ae

implemented at the frontend. To implement this frontend, the
majority of cloud services providers rely on web services [9].

For a proper handling of security we advocate for a clear
separation between the business logic that underpins a Web
service operation and the security requirements that restrict this
operation. This handling is rendered possible using Aspect-
Oriented Programming (AOP) [10]. AOP allows confining a
concern code into one single module without making it scatter
over other modules of a system. This helps minimize maintenance
efforts in the case of any new requirement arises. Examples of
initiatives adopting AOP for Web services include [11].

Our proposed approach to handle security concerns is built
upon three levels referred to as resource, component, and
composite. The status of each level in terms of actions taken and
techniques adopted is reported in a specific structure known as
context. In this approach these concerns (security services) are
authentication and access control; which ensure that each user
will have the assigned privileges only, and avoid un-authorized
access attempt. On top of the three contexts, a dedicated context
associated with security is also defined. It is a state of the working
environment that requires taking one or more actions.

The rest of this paper is organized as follow. In the next section
the security-based, aspect-oriented approach is presented in terms
of architecture and security aspects configuration. Section 3
depicts our proof-of-concept. Related work is discussed in Section
4. Finally, we draw a set of conclusions in Section 5.

2. OUR APPROACH

2.1 General architecture

Context has proven to be necessary to take into account
when tuning the operation of Web services [12]. The context
defining Web services operation refers to the users of the Web
services (e.g., stationary versus on the move), level of expertise
(e.g., expert versus novice), computing resources (e.g., fixed
versus mobile), time of the day (e.g., in the afternoon versus in the
morning), to mention just a few.

Figure 1 presents the way we handle aspects in the proposed
approach. Three levels of abstraction exist: user, Web service, and
cloud resource. The constituents of each level are tracked using
specific contexts, for instance U-context, W-context, and R-
context. The connection between user, Web service, and cloud
resources levels is implemented in “invokes” and “operates upon”
format. The proposed approach has a number of features; for
instance, separating each level concern through aspects, and
tracking the security requirements of the delivered cloud services,
contextually.
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Figure 1. Overview of the overall architecture

The Web service level refers to the context-aware Web
service. A Web service could be divided into two main segments,
which are the business logic and the aspects. On the one hand the
business-logic represents the actions that the Web service
implements as part of the delivered functionality (e.g., query
data). On the other hand, the aspect part represents the non-
functional needs, for instance, the cross-cutting concerns that
influence on the taken actions and interactions of the cloud
service such as security and logging.

Figure 2 presents an example of how the proposed approach
works, where the cloud provides storage service to their
customers. The service provider offer three types of customers as
follow:

. Data Owner: creates/edits the document, and
grants/revokes the permission from other user that associated with
the Data Owner documents.

. Editor: reads/writes the Data Owner documents.

*  Reader: reads the Data Owner document only.

Reader

Data Owner Editor

\

Read

‘ Read/\Write

Create, Grant/Revoke, Read\Write

Figure 2. Overview of the overall architecture

The cloud resource level is about context-aware resources. The
cloud resources refer to the delivered cloud resources/capabilities.
The received requests of Web services will be scheduled in order
to execute by prioritizing these requests when the required
resources/capabilities are occupied by other requests.

2.2 Configuring security aspects

Figure 3 illustrates the operation of the approach. This
operation consists of a set of aspects that have been selected in
order to offer the necessary security aspects that could help
protecting the environment of Web services (these aspects can be
shown in Figure 3). Practically, the aspects selection process
integrates context and policies. The former offers information of
the environment that includes users, Web services, and resources;
and the policies will activate the proper security aspects according
to the provided information. Beside the W/R/U-contexts (refer to
Figure 3 for context description) we suggest a, security context
(S-context in Figure 3). It is received the details from W/R/U-
contexts and is involved when activating the policies for weaving
active security aspects. According to Kouadri Mostefaoui [13], “a
security context is a state of the working environment that
requires taking one or more security actions”. In the following and
relying on a previous work in [14], we overview some arguments
that populate each type of context and illustrate the specification
of a policy in Java language code as a first approach.
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Figure 3. The three types of contexts and the security aspects

There are a number of arguments in W-context ; such as, signature
(in order to identify the source of the exchanged messages),
security mechanism (defines the used mechanism for
authenticating the clients of the delivered cloud service), security
status ( shows the result of authentication checking procedure),
and violation (shows the type of security breach that the message
was subject to). The arguments in U-context are user’s identity,
role, etc. Some arguments in R-context are: the availability
(distinguishes if the cloud system resources/capabilities are able to
accept more connections or not), and the violation (presents the
type of the security breach that the cloud service is engaged in).
Additionally, the arguments in S-context are: the security
violation per Web service/Resource, security status per Web
service/ Resource, , and authentication method per Web
service/Resource.at the end, the main function of S-context point
out which authentication mechanisms (username/password pairs,
binary certificate, etc.), certificate algorithms, etc. are supported
by all components and when they are active.

3. PROOF OF CONCEPT
3.1 Case study

The used case study is a typical [aaS (Infrastructure as a Service)
model. Figure 4 shows the architecture of the system, which
consists of four elements as follow:

e  User: there are three level of users, which are customer,
customer service (deployment and direct interact with
customer) and developer (development and interact with
the cloud infrastructure).

e  Frontend: This will be applied through the Web service
to grant access.

e  Development platform: where the delivered software
will be developed, tested, deployed and managed.

e Cloud infrastructure:
resources/capabilities.

contains the shared

The Web services provide a way to remote access, consume,
develop and manage the provided resources/capabilities.

Developer Customer Service Customer

a 4 &

Software

Layer Developed

Software
Deployment and support

Platform #

Layer

y { Development Platform
Infrastructure
L ayer Cloud Infrastructure ‘

Figure 4. System architecture of the delivered cloud service

In the current case study, the authentication method that needs to
be applied on users is different depending not only on their role
within the cloud system (developer, customer service, general
public users) but also on the type of the query (deploy, update,
download files, test, etc.). Those authentication methods range
from CAS (Central Authentication Service), database
authentication or anonymous user/password method. This is the
first identified cross-cutting concern.

Another cross-cutting concern in the current case study is logging
users’ activity. For reporting purpose, requests to the Web
services are logged in a statistics database. Also, a periodical,
check is performed by an automatic process (linux cron job) on
the Web services to ensure they are available and working as
expected. Those frequent accesses are not stored as they will
clutter the statistics database. Only real requests (by human users)
are logged. It is therefore needed to identify between the two
types of requests.

3.2 Development tools
The current prototype is implemented using the following
technologies:

e Apache Axis2/Java: 1t’s an open source Web services
framework.

e Apache Tomcat: 1t is an open source Web server and
servlet container. It includes tools for configuration and
management, but can also be configured by editing
XML configuration files. Web services implemented
using axis2 are deployed in Tomcat.

e  Spring AOP + AspectJ: Both are implementations of
the AOP (Aspect-Oriented Programming) paradigm. A
comparison between the two implementations can be
found here [15]. In order to have the best of both
worlds, we use a combination of Spring AOP and
Aspect] for implementing security aspects.



3.3 Experiments

3.3.1 Policy specification

In order to illustrate our prototype, we will focus the following
simple context-based policy. The U-Context represents the user
context. It may take three different values; developer, customer
service and customer. The latter correspond to the different roles
of the requesting Web service client. The W-Context represents
the Web service context. For simplicity reasons we retain two
cases; ready and busy representing the states of the service and
this can be computed by checking the number of simultaneous
requests the Web service is handling at the time. The R-Context
represents the cloud resource context. In our case, the
resources/capabilities could be divided into two layers: the first
layer contains the developed software and second layer consists of
the development platform and the cloud infrastructure. Finally,
the S-Context, which denotes the security context of the running
system is the combination of the different states of the three
former contexts, namely U-Context, W-Context and R-Context
(Table 1).

Table 1. COMPOSITION OF THE SECURITY CONTEXT

U-Context.developer, customer service and customer
W-Context: ready, busy
R-Context: accept_requests, refuse _requests

S-Context: (U-Context, W-Context, R-Context)

Composition of the security context

Based on the three types of context discussed earlier, in the
following we present the specification of three sample security
policies (Table 2.).

Table 2. CONTEXT-BASED SECURITY POLICIES
SPECIFICATION

IF U-Context= developer OR Customer and W-
Context.ready AND R-Context = accept_requests

CASAuth_aspect
StoreStats_aspect

IF U-Context= tester AND W-Context.ready = true AND R-
Context = accept_requests

DatabaseAuth_aspect
IF W-Context= busy OR R-Context = refiise_requests
DelayRequest_aspect

Context-based security policies specification

3.3.2 Web service implementation
The frontend will provide direct access to both (1) the developed
software and (2) the development platform and infrastructure.

Figure 5 illustrates a portion of the WSDL (Web
Service Definition Language) file. There are a couple of other
utility methods echoString that returns a string based on the client
request and that is useful when testing whether the Web service is
alive without the need to authenticate. getVersion is another
utility method that returns the version of the running Web service.
The core method is actually queryData which is called by a client
to read data stored in the cloud

412 interface name="ServiceInterfoce"s
asdl2:fault nane="BadlatoException” elenent="tns: BaddataException’ /s

<sdl2:operation name="echoString” pattern="http:/ .3, org/ns/vsdl/in-out"
wsdlisafe="false"
ausdl2:ingut elenent="tns:echoString” wsaw:Action="urn:echoString"/s
<wsdl2:outout elenent="tns:echoStringResponse” wsaw:Action="urn:zchoStringResponse” />
ausdl2ioutfault ref="tns:Bodlatobxception”  wsaw:Action="urm:echoStringBadlatoxception’ />
¢Jwsd12:operations

<usd12:operation name="getVersion” pattern="http://um.u3.org/ns/wsal /in-out"
wsdlisafe="false"
ausdl2:input elenent="tns:getVersion” wsaw:Action="urn:getVersion'/s
ausdl2zoutput element="tns:getVersionResponse” wsawiAction="urn:getlersionResponse” />
<usdl2:outfault ref="tns:BodDatofxception”  wsaw:Action="urn:getVersionfodlatobxception”/>
¢Jwsd12:operations

sl 2:opzration name="querylata” pattern="http:/ w3, org/ns/wsal/in-cut”
wsdlisafe="false"
ausdl2:input elenent="tns:queryData" wsaw:Action="urn:querylata”/>
ausdl2:output element="tns:querydataResponse” wsan:Action="urn: queryDatafesponse” /3
asdl2ioutfault ref="tns:BodlataFrception”  wsaw:Action="urm:queryDatoBadDataxception’ s
¢Jwsd12:operations

¢fwsd12:interfaces
Figure 5. Web service WSDL

The schema file in Figure 5 details the input and output of the
queryData method. It takes as input the credentials (username and
password) of the user along with his/her query string and returns a
complex object containing the results of the query from the cloud
service, plus a status message (Ok, Fail) and a message detailing
how the processing of the query request went.

The client user doesn’t need to write a SQL query as input, but
will rather build an object with the names of the columns he/she
wants to query, along with the constraints (range of query) and the
Web service will automatically build the equivalent SQL query
based on the backend cloud database schema.

The output response is a XML string containing SQL-like
elements including the number of columns returned by the SQL
query, the names of the columns, the number of records returned
(numberRows) and the actual data i.e. a set of rows.




arszelenent name="queryliote ">
4 conplexTypes
45t sequence)
v lenent nane="credentiols™ type="sofdus:credentials” />
Gt lenent nane="queryString" type="ss:string" /2
4Jxs:sequence>
¢z compleTypes
¢/xs:element
eyszelenent nane="gueryDatafesponse™
G comlexTypes
(st sequence)
Gystelenent nane="nunberCalums” type="vs:int" />
Gystelenent nane="columnlaes" nindccurs="8" naxOccurs="unhounded" type="ss:string"/»
Grstelenent nane="nunberfons” type="rs:int"/s
Gystelenent nane="row’” minccurs="8" mawocurs="unbounded” type="vs:string'/>
Gystelenent nane="status” type="aofdus: Confirmation”/s
Gystelenent minOceurs="0" nane="nessage” nillable="true" tyne="vs:string" /2
{fxsisequence
/s complexTypes
¢/xstelenent)
Figure 6. Web service schema file
Each request to the Web service method queryData will trigger
the enforcement of the security policy. The following code snippet
illustrates this functionality (Figure 7).

public uk.ac.aofdws.ww.services.scws.QueryDataResponse queryData(
uk.ac. a0fdws . services, sows. QueryData queryData)
throws BadDataExceptionException {

public class PolicyManager |
{@5uppressilarnings("resource™)

public void triggerPolicy(){

ff identifying the current security context
String uc = UlomtextManager. getlontext();

String ro = RContextManager. getContext(];
String we = WComtextManager. getContext();
{*

* Policy enforcement

#* *jf

applicationContext applontext = new
ClassPathdmlApplicationContext("Spring-A0PSecurity.sml™);

ff security context A

if {{uc.equalsIgnoreCase("developer”)) || (uc.equalsIgnoreCase("customer™))
&% wc.equalsIgnoreCase("ready™)
48 ro.equalsIgnoreCase("accept_requests™))

SecurityContexth securityCentexts =
(SecurityContextd) appContext.getBean("securityContextBeand™);
securityContexta, getSecurityContent(];

¥

{{ security context B
if {uc.equalsIgnorelase("tester”] &% wc.equalsIgnoreCase(ready™)
&& rc.equalsIgnoreCase("accepts_requests™) )

SecurityContextB securityCentextb =
(SecurityContextB) appContext.getBean("securityContextBeand");
securityContexth, getSecurityContext(];

b

Figure 8. Context-based policy manager class

3.3.4 Security aspects

/| extract input data from request The following code snippet of the CASAuthAspect shows how
T the aspect intercept the execution of the SecurityContext defined
. earlier (Figure 9). This is done using Aspect] annotation @Before
and @After. In the same manner the other cross-cutting concerns
including database authentication and delayRequest are
implemented. It is noted that the point is not how the functionality
has been implemented but rather that an authentication aspect is
available.

/[ trigger the policy manager
PolicyManager manager = new PolicyManager();
manager. triggerPolicy();

/] return result inort org.aspect]. lang. JoinPoint; ]
[spect
public class CASAuthAspect {

iBefore("execution(* uk.ac.beds.cats. aopsecurity, SecurityContext. getSecurityContext(..))")

Figure 7. Web service queryData method implementation public void Logbefore(JoinPaint oinPoint) {

3.3.3 Context-based policy enforcement

As stated in previous sections, the core context our system relies
on is a security context that is composed of information gathered
from the client, the Web service and the cloud resources. The
PolicyManager class is responsible for identifying the current
security context by computing the three different contexts, namely
U-Context, W-Context and R-Context and then applying the
needed checks in order to trigger the corresponding S-Context. In
our application, the security context is implemented as a Spring
bean e.g. SecurityContextBean (Figure 8).

System.out.println("CASAuthAspect: logBefore() is running!");
System.out.println("* =55

}

{After("execution(* uk.ac.beds.cats.aopsecurity. SecurityContextd. getSecurityContext(..))")
public void loghfter(JoinPoint joinPoint) {

System.out.println("CASAuthAspect: loghfter() is running!");
System.out.prinfln( " F#5y s

Figure 9. CAS authentication aspect class



3.3.5 Running output

For testing purposes, we set the following context information U-
Context = “developer”, R-Context="accept requests” and W-
Context="ready” which leads to the identification of the first
security context discussed in section ‘Policy specification’. The
following shows the output of calling the queryData Web service
method. We see that both aspects CASAuthAspect and
StoreStatsAspects have been triggered as expected (Figure 10).

Nay 27, 2004 1022819 P org.springframesort, contert, support CassPatimlioplicationCentext prepareRefresh
INFD: Refreshing ongsoringframenerk, context, suppart CassPathinlAnplicatdonCentefbddbeate: startup date
Bay 77, 2014 1120323 P o, soringframescrd,beans, Tactory. aml FnlBeantefinttionReader LoadBeanlefinitions

THFO: Loading WAL been definitions from class path resource [Spring-0MSecurity.ml]
(AShthispect: Logbefore() 15 runnng!

Fhkkg

StoreStatshspect: loghefore() 15 running!
Fhbkh

getSerurityContext() {5 rumning!

Fhkkg

StoreStatshspect: loghfter) 15 ruming!
Fhbkh

CAShthispect: loghfter() s ruming!

Fhkkg

Figure 10. Activated aspects when calling the queryData Web
service method

4. RELATED WORK

In the current section, we focus on the security of the cloud
system frontend, namely, webservices. We analyze the different
contributions that have been proposed so far and that are related
to our proposal.

The cloud and Web services have a lot of security threats and
challenges that caused by dynamic and open environment. WS-
Security is a Microsoft and IBM specification dedicated to Web
services security [16]. It could be defended as a new standard for
exchanging messages through Web services securely; For that, the
WS-Security set how security tokens will be contained in the
SOAP messages. Actually, the WS-Security is protractile to other
security models; for instance, Public Key Infrastructure (PKI),
Secure Sockets Layer (SSL), and Kerberos. Nowadays the
majority of secure communication measures rely on the Transport
Layer Security (TLS), that is used to ensure the security of
interactions via making the communicated servers and clients
collaborate in order to decide on the authentication process to
adopt while they exchange the encrypted data. According to [17],
TLS is not proper for the complex transactions like those
involving Web services, and that is caused by the scalability
limitations. In addition, SSL and the Virtual Private Network
(VPN) cannot provide the required security for large number of
requests that are expected through the Web services. The W3C’s
Web services architecture adopts PKI to secure communications
over public networks; But, the PKI’sinfrastructure complexity
increases the deployment cost, processing time, etc. Additionally,
PKI cannot be used for Web services intense interactions, because
its cumbersome which will reduce the security of the provided
services [11]. The eXtensible Access Control Markup Language
(XACML) is an OASIS standard, that defines the access control
decision service interface and the policy language, which defines
the access control requirements. Practically, using

request/response style for defining the used access controls will
enable the query to ask whether or not the given action should be
allowed: permit, deny, indeterminate, or not applicable. However,
the AOP none of these techniques considers AOP to secure Web
services.

Djordjevic et al. present an approach for securing Web service
interactions via an integrated approach that combines hardware-
based security mechanisms offered by Trusted Computing
Platform [18]. In particular, the authors propose a trust-based
architecture for protecting the enforcement middleware deployed
at the policy enforcement endpoints of Web and grid services. The
main motivation is to additionally secure execution environment
of the applications, by providing virtual machine level separation
that maps from logical domains imposed by Web services level
enforcement policies. The approach presented in this paper,
proposes the use of a context-based approach towards securing
Web service interactions, using AOP to ensure separation of
concerns between executing and securing Web services. The
proposed architecture will offer a separation between the
delivered application management procedures and the consumed
infrastructure, which will be beneficial in the distributed scheme,
in order to separate the responsibilities of each party.

A Dbrief overview of interoperable security standards for Web
services is presented in [19]. The key standards introduced and
explained, are Security Assertion Markup Language (SAML),
Extensible Access Control Markup Language (XACML), and
several WS-* interoperability standards, such as WS-Trust, WS-
Policy, WS-SecureConversation and WS-SecurityPolicy. The
author also shows how these standards can be integrated into an
overall Web services security architecture, and how the developer
uses these standards to design the security approach. However,
these standards lack the ability to specify separation of concerns
between executing and securing Web services, as proposed in this
paper. Importantly, the presented architecture might be proper for
the security of cloud services that interact with heterogeneous
modules, because of the ability of this architecture to offer a
centric management.

Durbeck et al. present a security architecture for semantic Web
services [20]. The key building blocks of this architecture are
Web Service Modeling Ontology (WSMO) and Web Service
Modeling Language (WSML), while the overall approach to
secure semantic Web services is based on XACML. On similar
lines, Rouached presents a security analysis for Web service
compositions [21], and identifies the key issues, viz., setting and
managing security policies, inter-organizational security issues
and the implementation of high level business policies in a Web
services environment. In particular, the management and
maintenance of a large number of Web services needs appropriate
authorization policies to be defined so as to realize reliable and
secure Web Services. The required authorization policies can be
quite complex, resulting in unintended conflicts, which could
result in information leaks or prevent access to information
needed. In that paper, Rouached discusses the authorization
control for Web services compositions and proposes a logic based
approach to ensure access control to such compositions. The
AOP-based approach proposed in this paper to secure Web
services can be enriched and improved upon the techniques
presented in [20][21].

Mourad et al. present a framework for the dynamic enforcement of
composite Web services security, which is based on integrating
AOP concepts into BPEL [22]. This is achieved via a new



language called AspectBPEL, which is used to specify security
policies as separate components, referred to as aspects, to be
weaved systematically in a BPEL process. The injected aspects
activate the security policies at runtime on specific join points.
Some key features of this approach are: separation of business and
security concerns of Web services; allowing update of security
mechanisms of composite Web services at runtime; and modeling
cross-cutting concerns between Web services in a modular
fashion. A further enhancement of [22], which uses XACML to
specify policies at join points in the BPEL process, is presented in
[26]. Subsequently, BPEL flows with the needed security are
generated into AspectBPEL security aspects to be weaved in the
aforementioned process.

Goettelmann et al. propose an approach for deploying composite
Web services on the cloud supporting security constraints, thereby
ensuring sensitive data exchange [9]. Their approach uses
partitioning techniques for fulfilling security requirements and
optimizing communication costs. The partitions are deployed
independently on different cloud platforms. Subsequently, these
partitions depend on message exchange synchronization, as per
the defined choreography on the cloud. Moreover, they also
consider additional requirements related to data-dependencies and
Quality of Service (QoS) disparities to optimize the execution of
the outsourced composite Web service. However, since their
approach does not consider separation of security concerns from
Web service execution, it would become inflexible to implement
in case its security requirements change.

Fernandez et al. discuss the proliferation of Web service security
standards, and the overlap among them, which hinders their easy
acceptance [24]. To address this problem, they propose to
represent them as security patterns. Security patterns abstract the
key aspects of a security mechanism and can thus be applied by
non-experts. Their key aim is to enumerate security patterns based
on already existing Web service security standards, show their
usage, and also show how they relate to each other.

Ben Jemaa et al. analyze WS-SecurityPolicy and show that its
lack of semantics hampers its use in matching security policies
[25]. To resolve this problem, they present a semantic approach
for specifying and matching Web service security policies. The
approach consists in the transformation of WS-SecurityPolicy into
an OWL-DL ontology and the definition of rules that
automatically generate semantic relations that can exist between
the provider and requestor security requirements. Zeng et al.
present a policy-based architecture termed PBA4WSSP for Web
services security processing [26]. In PBA4WSSP, a policy-based
architecture is proposed to support multi-granular and customized
security requirements. This architecture also provides the five
security services, viz., integrity, confidentiality, non-repudiation,
authentication and authorization.

Li [27] proposes an adaptive security model for communication
on cloud computing, the core concept of the proposed approach is
adapting the cloud security based on the current security status, by
evaluation the cloud infrastructure performance and the resource
consumption. This approach could be useful for these systems that
have one security level only, because the developer has not
considered the diversity in the security/access level.

The framework that proposed by Yu et al. [28] takes into account
the diversity in the security levels; by providing two different
levels of access control. However, the approach do not has the
minimum amount of dynamicity to meet the diversity of security
levels; it only offers two levels, which are not enough for the

recent applications, regardless the way of provision (dynamic or
static).

The developed approaches [29-31], take into account the
instability of communication environment (Internet); by
considering the heterogeneity and the internet vulnerabilities.
Also, these approaches consider the diversity in security
requirements, and offer dynamic management, but the developers
do not consider the characteristic of cloud computing technology.

5. CONCLUSION

In this paper, we investigated the crucial issue of securing the
cloud computing frontend through Web services using aspects.
The AOP technique achieves a clear separation between
functional and non-functional concerns in Web services. Our
approach decouples security necessary code from Web service
business logic, thereby providing easier adaptability and
maintainability. In particular, our approach is contextual,
comprising contexts at user, component and resource levels.
These contexts enable the activation of the appropriate aspects in
response to specific details related to Web service executions. We
also presented a set of experiments validating our approach, via a
proof of concept prototype. As future work, we plan to extend our
approach by tackling other non-functional requirements such as
self-healing, fault-tolerance and testing.
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