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2. RELATED WORK

Figure 1. Taxonomy of Sybil attack 
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3. PROPOSED SYBIL IDENTITIES 
DETECTION
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Figure 2.  PK Certificate chain:

3.1 Attack Model

Figure 3  Malicious node with two hidden identities 

3.2 Social Insect-based Detection  

i

3.3 Aggression Metric in Mobile Nodes 

Figure 4. Flow chart of the approach  



3.4 Calculating Dissimilarity of CH Profiles 
by Node Clustering  
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Figure 5. Source node receives different certificate chains

Table 1. Certificate chain tables of node S

Certificate chains Reported PK for D 

-

-

-

-

3.4.1 Node Clustering  
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Table 2. All received certificate chains corresponding to m different destinations form the clustering objects in node S
Node S Objects\Certificate Chains Observation

Distination 1 Destination 2 … Destination m
Cln Dis Soc Ph Cln Dis Soc Ph Cln Dis Soc Ph

Node-1 0.5
Node-2
…

Node-n



Figure 6. Cluster tree (dendrogram) of 30 nodes with 6 
malicious Sybil nodes. Each Sybil node has one shadow 

identity.

3.4.2 Aggression-based Sybil Discrimination 
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4. EVALUATION

4.1 Simulation Parameters

Table 3. Some other simulation parameters 

Parameter Value
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4.2 Experimental results
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Figure 7. Nodes and their corresponding clustering labels, 
considering different cut-points.

Table 4. Aggression matrix

Nodes 1 2 … N
1

2

…
N

Agg

Figure 8. Cluster tree cut-point tuning

1 2 3 4
aggression 0,1936 0,2505 0,2813 0,3035
best cut 0,472 0,5423 0,7625 0,8146
agg_error 0,8779 0,8132 0,7401 0,6895
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Figure 9. Aggression value against increase of Sybil nodes

Figure 10. Node scattering based on aggression value 
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