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ABSTRACT
Merging WBAN systems with cloud computing is an effi-
cient solution to overcome limitations inherent in WBAN,
especially in critical human-related applications such as re-
mote health monitoring. In cloud-based WBAN, the nodes
are classified into WBAN sensors that report measurements
about the human body and WBAN actuators that receive
commands from the medical staff and perform actions. Au-
thenticating these commands is a critical security issue as
any alteration may lead to serious consequences. This pa-
per presents a light-weight public-key authentication pro-
tocol for cloud-based WBAN systems. The proposed pro-
tocol is based on the modified Rabin authentication algo-
rithm which is customized in this paper by making some
of its components run in parallel. To prove the efficiency
of the modified Rabin we implemented the algorithm with
different hardware settings using Tmote Sky motes. The
Rabin algorithm with and without the parallel settings is
also programmed on FPGA to evaluate its design and per-
formance. The results show that secure, direct, instant, and
authenticated commands can be delivered from the medical
staff located at the cloud side to the WBAN nodes located
in/on the human body. Compared to other public-key pro-
tocols implemented on the motes, Rabin algorithm achieved
extremely faster verification and reasonable signature gen-
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eration speed. Moreover, the suggested parallel settings of
the Rabin signature generation significantly reduced the de-
lays(by almost 80%) which is a critical issue in WBAN ap-
plications.

1. INTRODUCTION
Being outside hospitals have emerged recently to be an

appealing option for both the medical staff and the pa-
tients. However, excessive network resources, real-time re-
sponse, and smart monitoring with early notifications about
the patients’ status are some of the requirements to be sup-
ported. The most effective and cost efficient solution to
achieve the aforementioned requirements is to deploy Wire-
less Body Area Networks (WBANs) [14][24].
Typically a WBAN consists of several sensor nodes that

are attached in, on, or around a human body to report a
variety of important physiological measurements. However,
storing and processing the reported data at local medical
units limits its accessibility and complicates the system de-
sign [13]. Integrating cloud computing with health-related
systems come to promote the gained performance by utiliz-
ing the abundant resources of data processing and storage
offered by the cloud [2][6]. In fact, cloud computing-based
mobile health monitoring is claimed to be 10 times more
energy-efficient and almost 20 times faster than a standalone
mobile health monitoring application[2].
Several challenges are facing this integration including

congestion, interference and coexistence issues, fast response,
smart processing of the reported health-related data, sup-
porting the maximum possible number of users, in addi-
tion to flexibility in operation and most importantly security
[11][25][21]. In fact, data security is the largest obstacle that
may impede the extensive usage of cloud-based WBANs.
Researchers in [6] emphasized on the importance of defining
system-wide security mechanisms in human-centered sys-
tems to guarantee people’s privacy. Moreover, the researchers
in [21][26] highlighted that security and privacy are amongst
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Figure 1: Cloud-based WBAN Architecture

the most challenging issues for mobile cloud computing.
In the literature there are some recent research effort that

tried to address security in cloud-based WBANs. A scheme
to capture data confidentiality in the cloud-assisted WBANs
was proposed in [9]. Their goal was to achieve secure data
communication between the cloud and WBANs. A secure
patient-centric personal health information sharing and ac-
cess control scheme in cloud computing was presented in
[3] and proved to resist various possible attacks and mali-
cious behaviors. [5] introduced a WBAN-cloud architecture
to monitor a variety of biomedical conditions and fulfill se-
curity goals for various medical services. [12] proposed an
attack resistant and lightweight trust management proto-
col. The proposed protocol was tested in network of TelosB
motes and showed to improve the network performance and
to protect it from malicious behaviors. Researchers in [28]
proposed a practical Lightweight biometric-approach to au-
thenticate messages in WBAN. They also developed an en-
ergy efficient key-agreement scheme that allows key sharing
between WBAN nodes with low overhead.

Figure 1 shows the architecture of the cloud-based WBAN
system that we use to demonstrate the security protocol sug-
gested in this paper. In Figure 1, each patient is represented
as a WBAN with tiny sensors or actuators reporting some
measurements or performing subtle actions. The WBAN
nodes are classified to two main types, the first type are
WBAN sensor nodes that report data regularly to the mas-
ter node about the health vital signs, e.g. heart beat rate,
temperature, blood pressure...etc[14]. The second type are
WBAN actuators that receive commands from the medical
staff to perform actions and handle potential health prob-
lems , e.g. insulin pumps in case of diabetes[4].

There are two main security concerns in cloud-basedWBAN
architectures. The first issue is to guarantee the authenticity
and integrity of the commands issued by the medical staff
at the cloud side to the WBAN actuators. The commands
involve actions that are performed by the WBAN nodes and
may have serious impact on the human body. Hence, mas-
querading a command or creating a fake one is considered a
serious threat to the human life. The second issue is to en-
sure the confidentiality of the reported data from the WBAN

sensors to the medical staff.
In this paper, we address the aforementioned security con-

cerns using a light-weight public-key authentication proto-
col. The proposed protocol is based on the modified Rabin
authentication algorithm which has an extremely fast veri-
fication process compared to other public-key protocols. In
fact, Rabin’s scheme was shown to be several hundreds of
times faster and lighter than RSA [22][7]. The encryption
which is performed by the WBAN sensors is identical to the
verification process. This implies that we only require the
WBAN nodes to perform the light part of the Rabin algo-
rithm.
On the other hand, the heavy part of the Rabin scheme,

i.e. signature generation and data decryption is performed
by the medical staff or the master node in some cases. In
this paper we modified the Rabin scheme to run some com-
ponents of the signature generation algorithm in parallel.
This should enhance its performance and make the Rabin
scheme more suitable for WBAN sensitive applications by
reducing the potential response time.
To evaluate the performance of the modified Rabin with

the WBAN, we implemented the algorithm with different
hardware settings using Tmote Sky motes. Moreover, Ra-
bin algorithm with and without the parallel settings is also
implemented on FPGA to evaluate its design and perfor-
mance. The aim is to prove that a light-weight public-key
can achieve the desired real-time response in cloud-based
WBANs with high security and minimal power consump-
tion.
The remainder of this paper is structured as follows. Sec-

tion 2 presents the cloud-based WBAN system and the se-
curity models. Section 3 describes the Rabin algorithm.
Section 4 illustrates the FPGA implementation where the
Testbed implementation is presented in Section 5. Finally,
Section 6 concludes the paper.

2. SYSTEM AND SECURITY MODELS
In this section, the system and security models that we

used in this paper are described. Particularly, the main
characteristics, relations, functionalities, and the basic se-
curity aspects of the master nodes, the WBAN nodes, and



the transferred data are explored. The basic cloud-based
WBAN architecture used in this paper is depicted in Fig-
ure 2.
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Figure 2: Cloud WBAN Detailed Model.

2.1 System Model
In our system we assume two types of master nodes: re-

lay and smart master nodes. In the first type the master
node collects the reported data from the WBAN nodes, re-
ports them to the medical staff, receives commands from the
medical staff, and sends them back to the intended WBAN
nodes. In the second type the master node has additional
functionality to process the reported data from the WBAN
nodes and generate suitable commands to handle a potential
health problem faced by the patient. In the first type the
master node could be a regular WBAN node, i.e. has lim-
ited hardware, software, and power capabilities. While in
the second one it could be portable smart digital devices in
which the computational and power resources are abundant.

The WBAN nodes used in our system, as shown in Fig-
ure 2, are also classified into two types: sensors and ac-
tuators. The sensors are able to monitor the body health
indicators and generate data packets of the measured data.
Examples of WBAN sensors include sensors to measure the
body temperature, the heart beat rate, the blood pressure,
ECG, EEG...etc [14][23]. On the other hand, the actuators
are nodes that have the suitable hardware to perform actions
specified by the commands sent by the medical staff at the
cloud side or the smart master node. Examples of WBAN
actuators are: artificial retina, insulin pump, automatic drug
delivery, muscles stimulator...etc [4]. Both WBAN sensors
and actuators complement each others work, i.e. based on
the reported data by the sensors the needed action is per-
formed by the actuators.

Moreover, as illustrated in Figure 2, the data transmitted
through the network is also divided into two types: periodic
reported data by the sensors, and commands generated by
the medical staff/smart master nodes. The periodic data
is sent on regular basis with different packet sizes based on
the sensor type. For example, ECG sensors send large data
packets and more frequently than temperature sensors [23].
For the commands, their frequency depends on the health
status of the patients. Patients with critical situations may
receive more commands compared to patients with stable
body health signs.

2.2 Security Model

As elaborated earlier, one of the most critical security is-
sues in the presented cloud-based WBAN model is to guar-
antee that the commands issued by the medical staff at the
cloud side to the actuators are not altered or fake. Due to
the large number of WBAN nodes, their wide distribution,
and the possibility for insertion/removal of WBAN nodes,
we argue that using public-key cryptography is the most ef-
ficient solution to achieve the desired security requirements.
The WBAN nodes need only to store the public key(s) of the
medical staff that are authorized to issue controlling com-
mands. Although being a less computationally expensive op-
tion, using symmetric cryptography imposes new challenges
in terms of key management and distribution. However, if a
computationally expensive public-key cryptographic system
is used to provide all security services then it will burden
the WBAN nodes and result in long delays and energy con-
sumption.
Since the main security process that WBAN nodes per-

form is to verify the authenticity of a signed message we
decided to use a public-key scheme that has a fast and ef-
ficient signature verification process. We found that Rabin
algorithm is an excellent candidate that satisfies our require-
ments [20]. The medical staff or smart master signs their is-
sued commands using a digital signature with their private
key. The WBAN nodes will use the medical staff or smart
master public key to verify the integrity and authenticity of
the delivered commands.
Another important security service that can also be cov-

ered by our proposed security framework is the confiden-
tiality of the reported data from the sensors to the medical
staff. In this case, the WBAN nodes can encrypt their re-
ported data using the medical staff or smart master public
key. Fortunately, with Rabin scheme this process is identi-
cal to the verification process and is considered extremely
light compared to the signing process of other public-key
algorithms.

3. RABIN ALGORITHM
Rabin algorithm was originally proposed by M. K. Rabin

in [20], and sometimes it is considered a special case of RSA.
However, Rabin’s scheme was shown to be several hundreds
of times faster and lighter than RSA [22][7]. This makes it
an excellent candidate for our cloud-base WBAN model.

3.1 Original Rabin
In this section, we present the details of the original Rabin

public-key signature scheme[16]. At first each node should
perform the following to generate a key pair:

1. Node A chooses two large random strong prime num-
bers, p and q.

2. Compute n = p.q.
3. A’s public key is n, private key is (p, q)

Node A signs a message m ∈ M (where M is the message
space) as follows:

1. Compute m̃ = R (m), where R is the redundancy func-
tion.

2. Compute s =
√
m̃modn.

3. A’s signature for m is s.

Node B who receives s can verify the signature as follows:

1. Get A’s public key n.
2. Compute m̃ = s2modn.



3. Verify that m̃ ∈ MR (where MR is the image of R), if
not then reject the signature.

4. Recover m = R−1(m̃).

3.2 Modified Rabin
To overcome some of the issues with the Rabin scheme a

modified version of the Rabin signature is provided in [16].
At first each node do the following to generate a key pair:

1. A selects two random primes p ≡ 3(mod8), and q ≡
7(mod8) and compute n = pq.

2. A’s public key is n, private key is d = (n−p− q+5)/8

Node A signs a message m ∈ M as follows:

1. Compute m̃ = R(m) = 16m+ 6.
2. Compute the Jacobi symbol J =

(
m̃
n

)
3. If J = 1 then compute s = m̃dmodn.
4. If J = −1 then compute s = (m̃/2)dmodn.
5. A’s signature for m is s.

For the Jacobi symbol J =
(
m̃
n

)
, we used the following re-

cursive algorithm to compute it:
1. If ḿ = 0 and n = 1, return J = 1
2. If ḿ = 0 and n = 0, return J = 0
3. If ḿ = 2 and n ≡ 1 or 7(mod 8), return J = 1
4. If ḿ = 2 and n ≡ 3 or 5(mod 8), return J = −1
5. If ḿ ≥ n, return

(
m̃%n

n

)

6. If ḿ%2 = 0, return
(
2
n

) ∗
(

m̃/2
n

)

7. If ḿ%4 = 3 and n%4 = 3, return −1 ∗ ( n
m̃

)
8. return

(
n
m̃

)
Node B receives s and can verify the signature as follows:

1. Get A’s public key n.
2. Compute ḿ = s2modn.
3. If ḿ ≡ 6(mod 8), take m̃ = ḿ.
4. If ḿ ≡ 3(mod 8), take m̃ = 2ḿ.
5. If ḿ ≡ 7(mod 8), take m̃ = n− ḿ.
6. If ḿ ≡ 2(mod 8), take m̃ = 2(n− ḿ).
7. Verify that m̃ ∈ MR if not then reject the signature.
8. Recover m = R−1(m̃) = (m̃− 6)/16

Even with the Jacobi method, Rabin signature genera-
tion is not significantly more computationally intensive than
RSA[16]. In this paper we used the modified Rabin with the
Jacobi algorithm and refer to it as Rabin scheme. We fur-
ther modify the signature generation of Rabin scheme by
running some of its components in parallel to improve its
performance in terms of delay. The details of this modifi-
cation are provided in the coming section. In our testing
and evaluation we only considered the signature verification
and generation processes as they are identical to the data
encryption and decryption processes.

4. FPGA IMPLEMENTATION
The Rabin scheme was implemented on Field Programmable

Gate Array (FPGA) platform. Compared to other hard-
ware platforms, FPGA implementation provides superior
features, including lower cost, faster development time, flex-
ibility, and configurability. The design was implemented in
the Verilog Hardware Description Languages (VHDL) and
the code was dynamically validated using Modelsim simu-
lations. Next, the Verilog code was compiled and analyzed
using Quartus-II software [1]. In the analysis phase, we care-
fully examined the timing, resource utilization, and power
results. Finally, the synthesized code was downloaded on
Altera FPGA board to demonstrate the system correctness.

We implemented three different designs with FPGA: the
verification process, the Rabin signature, and the proposed
parallel Rabin signature. Figure 3 illustrates the Finite State
Machine (FSM) used in the verification algorithm at the re-
ceiver node. The receiver is initially at the Idle state waiting
for commands to arrive. After a message is arrived, the re-
ceiver enters the verification state, obtains the public key n
of the sender, and run the Rabin verification algorithm. If
the message is verified, the required command is performed
by the receiver node and then it returns back to the Idle
state. On the other hand, if the message is unverified, the
receiver drops it and reset to the Idle state.

Idle

VerificationVerified
message

Public key n

Yes

No
Reset

Wait signed 
message

Extract
command

Figure 3: Rabin verification FSM

Figure 4 shows the FSM of the Rabin signature design.
Again, the sender is initially at the Idle state, when a certain
action is needed to be performed by the WBAN nodes a
command message is generated. At this time, the sender
moves to the next state to start the signature process using
its private key. The result of the redundancy function is
passed to the Jacobi state to compute the Jacobi symbol
J . Based on the symbol value the next state is determined,
value of 1 transfers the sender to the Full-m state while the
value of -1 causes transition to the Half-m state. The two
states differ in using either m or m/2 value to generate the
signature as described earlier. After that, the sender reset
and returns back to the Idle state waiting a new command
to be signed and sent to the receiver.

Idle

Start
signature

Jacobi

Private key d

J = -1

Reset

Generate command 
message

Redundancy
function

Half-mFull-m

Reset

J = 1Send signed 
message

Figure 4: Rabin signature FSM

The parallel design of the Rabin is created using multi-
ple modules, as illustrated in Figure 5, that are running at
the same time: Jacobi, Full-m, and Half-m modules. As
elaborated earlier, the idea is to make the signature gener-
ation process as fast as possible to decrease any potential
delays, which is important in sensitive WBAN applications.
Jacobi algorithm starts from IDLE state and ends up with
Jacobi state to compute the Jacobi symbol (as in Figure 4).
By the time the Jacobi module is finished, both the Half-m
and Full-m states are completed and the one to be used for



Table 1: Resource utilization.
LE type

Algorithm LEs Combin-
ational

Register Both

Rabin verification 8025 7915 67 43
Rabin signature 12053 11580 46 427
Parallel Rabin
signature

19781 18877 47 857

the signature value is selected (final decision) based on the
Jacobi symbol value.

Idle

Jacobi

Generate command 
message

Redundancy
function Half-m

Full-m

Reset
(to Idle state)

Send signed 
message

Start
signature

Final 
result

Private key d
Private key d

Private key d
Redundancy

function

Redundancy
function

Signature

Signature

J

Figure 5: Parallel Rabin signature FSM

After that, the sender (signer of the commands) and the
receiver (verifier of the commands) were implemented using
Verilog. The Verilog code was then verified using Modelsim
simulations. Figure 6 shows the waveform for the input and
the output signals generated by the sender for the parallel
Rabin signature. Clearly, Figure 6 illustrates the correct
behavior of the algorithm.

Figure 6: Modelsim wave diagram at the sender

In what follows, we discuss the FPGA implementation
results in terms of hardware resources, timing, energy and
power consumption. Table 1 highlights the resource uti-
lization results of the designs expressed in logical elements
(LEs). Logical elements are the smallest unit used in the
logic circuits implemented in the Altera board. These ele-
ments are configured as combinational circuit, registers, and
both. The Parallel Rabin understandably requires 64% ex-
tra LEs because of the added parallelism. Furthermore, the
verification resources is less than both signature implemen-
tations since it is a lighter and less complicated process.

Table 2: Timing analysis (in ns).
Algorithm Tsu Tco Clk-Clk

Rabin verification 1.5 14.1 5
Rabin signature 10.5 297.5 372.4
Parallel Rabin signature 8.7 376.8 371.2

Table 3: Power and energy results.
Algorithm Power (mW) Energy (nJ)

Modified Rabin verifica-
tion

0.4 0.052

Modified Rabin signature 33.9 4.41
Parallel Rabin signature 114.3 14.86

The timing results for the different implemented designs
are summarized in Table 2. The exhibited results include the
following categories: propagation delay from primary inputs
to register (Tsu), from register to primary outputs (Tco),
and from register to register (Clk-Clk). As shown, compu-
tationally laden signature algorithm is stretching the tim-
ing delays, and lowering the design frequency to just above
50MHz. On the other hand, the verification design does not
experience the lengthy timing delays.
Finally, the power and energy results are found in Table 3.

Justifiably, the parallel Rabin consumes more power (about
three times) and energy (about two times) that of the mod-
ified Rabin. This is due to the fact that the added hardware
and the increase in switching activity have contributed to
the increase in power and energy. Whereas, the verification
process in Rabin consumes about 1% of the power consumed
by the signature generation process. This justifies our se-
lection for Rabin and requiring the WBAN nodes to only
perform the signature verification (or equivalently message
encryption) process.

5. TESTBED IMPLEMENTATION
In this section, we explore the testbed implementation

used to evaluate the performance of the proposed security
model. Similar to [10, 18], we used TinyOS and nesC lan-
guage to develop the algorithms code and to upload them on
Moteiv Tmote sky motes. In what follows the main aspects
of the used tools, the implementation details, the experi-
ments setup, and the obtained results are discussed.

5.1 Implementation Tools and Setup
TinyOS is an open-source operating system designed for

wireless embedded sensor networks. It features a component-
based architecture which enables rapid innovation and im-
plementation while minimizing the code size. nesC is an
extension to C language designed to embody the structur-
ing concepts and execution model of TinyOS. To develop the
code of the signature and verification algorithms we trans-
lated the big number library from C to nesC. The translated
library allows mathematical operations of numbers of size
512 bits.
Tmote sky is an ultra low power wireless module that can

be used in rapid application prototyping. Tmote leverages
industry standards like USB and IEEE 802.15.4 to interoper-
ate seamlessly with other devices. It uses an 8MHz Texas In-
struments MSP430 microcontroller with 10k RAM and 48k
Flash. Although Tmote is one of the advanced customizable
sensor nodes, its computational capabilities remain very lim-



ited, and this constraint must be considered while building
the intended WBANs.

The packet format used in TinyOS is the same one used
on the 802.15.4. The default Data field has a maximum size
of 29 bytes. We created our own structure to use the data
field of the packet as follows:

1 1 1 4 20
src pID offset message signature

The src field is the source address of the sending mote,
pID is the ID of the current packet (used for fragmenta-
tion), Offset is the offset from the initial packet (used for
fragmentation), message is the message to be sent, and fi-
nally signature is the signature generated by the medical
staff/smart master node. As shown, the first three fields are
of size 1 byte, while the message is of size 4 bytes and the
signature field has a size of 20 bytes. In our experiments,
the commands signature is of size 64 byte, hence we need 4
packets for each signature to be sent. To enable us to view
the packets sent by the motes, we ran the Serial Forwarder
on the ComPort of the mote and the Listener tool available
in TinyOS.

5.2 Experiment Setup
We built a testbed that contains three motes: master

node, WBAN node, and an attacker node. The testbed has
been configured to depict two different scenarios. In the
first one, shown in Figure 7, the relay master node is tested.
However, in the second scenario the same mote is configured
to mimic the smart mote functionality that generates signed
commands, see Figure 8.

Relay master node

WBAN actuator node Attacker node

Medical staff

Figure 7: First testbed scenario.

The WBAN node is the receiver mote that runs the ver-
ification algorithm. Two of the LEDs found on the Tmote
sky are used to indicate whether the verification is success-
ful or not as follows: Green LED turns ON if the signature
is verified, and Red LED turns ON if the verification of the
signature fails.

The relay master node is a mote running TOSBase which
is an application in TinyOS that makes the mote act as a
bridge between the serial device (a PC) and the radio link
(our wireless network). This application includes queues in
both directions to guarantee that once a message enters the
queue it eventually leaves on the other interface. On the
mote, this can be visually observed for every packet received
and successfully bridged by the toggling of the Green LED.

The smart master mote uses its own public/private key
pair and runs the signing algorithm to generate the signa-
ture. We programmed the smart master mote to send the
signature in four fragments where one fragment is sent ev-
ery 400 ms. The receiver mote collects these fragments in

Smart master node

WBAN actuator node Attacker node

Figure 8: Second testbed scenario.

a global variable putting each piece in its correct position.
Once it receives all four fragments it runs the verification al-
gorithm, and indicates the result on the LEDs as mentioned
before. Finally, we programmed the attack mote to imper-
sonate the master node and sends a bogus signature to the
receiver mote.

5.3 Results and Comparisons
As mentioned earlier, we used big numbers of size 512 bits

for all variables used by the signature and all intermediate
calculation. Generally, public-key authentication incorpo-
rates complex computations which results in slow perfor-
mance and high power consumption. Therefore, we eval-
uated the proposed security model in terms of the needed
operations and time to sign/verify the commands.
In terms of computational requirements, the Rabin algo-

rithm has only one expensive operation on the receiver mote
which is squaring the received signature modulo the public
key. Note that this operation is much cheaper than the two
expensive operations that are performed during the gener-
ation of the signature, i.e. computing the Jacobi symbol
(which is a recursive function that uses modulo), and the
modular exponentiation. However, this is a concern for the
smart master node that is a WBAN node (limited hardware
resources). If the medical staff is performing the commands
signing process, the signing complexity is not an issue where
high power devices are used for processing. However, in this
case achieving a rapid response with minimal delay is still
desirable.
For the second scenario with the smart master node, we

obtained a signature generation time average of 22 sec. The
verification time on the other hand took less than 1 sec.
This result is very significant because it reduces the compu-
tational requirements on the receiver to verify an incoming
signature. It also reduces the effect of a DoS attack in case
of a malicious node is sending bogus signatures or packets.
On the other hand, using the parallel settings proposed in
the previous section the average signature generation time
was reduced to 5 sec.
We note that these signing and verification times are much

lower than what can be achieved using other public-key au-
thentication protocols. In [15] researchers showed that com-
puting 1024-bit RSA digital signature on 8-bit sensor node
requires on the order of 90 seconds, and 10 seconds for sig-
nature verification. Moreover, [27] used signature based El-
liptic Curve Cryptography on 8-bit sensor node generating
a 160-bit signature requires on the order of 20 seconds and
around 40 seconds for the verification.
As for the energy consumption, in [8] they showed that

it is possible to design public key encryption architectures
with power consumption of less that 20μW . They compared



two architectures, Rabin Scheme and NtruEncrypth and the
results showed that Rabin scheme has no significant disad-
vantages compared to NtruEncrypth.

However, SNEP and μTESLA [19] used only symmetric
keys techniques to provide security. The main problem is
that they require each node to be time synchronized with
the base station and require key management functions and
ample storage. This also causes a delay in the authentication
process and might not be practical for real-time sensitive
WBAN applications. Further, Merkle-Winternitz signature
[17] used efficient one-time signature constructions that are
fast to be computed on sensor networks. There problem is
that they require high communication overhead on the order
of 100-200 bytes per signature.

6. CONCLUSIONS
Security is a critical issue for WBAN due to the sensitivity

of their applications. Medical staff located at the cloud side
usually sends important commands to the actuator WBAN
nodes to perform critical actions. The authenticity and in-
tegrity of these commands is the most critical security issue.
In this paper, we deployed a light-weight public-key authen-
tication scheme for cloud-based WBAN systems. To prove
its efficiency the modified Rabin was implemented with dif-
ferent hardware settings using Tmote Sky motes. The mod-
ified algorithm with and without the parallel settings are
also implemented on FPGA to evaluate its design and per-
formance. The implementation results show that secure,
direct, instant, and authenticated commands can be deliv-
ered from the medical staff located at the cloud side to the
WBAN nodes located in/on the human body. Moreover,
the suggested parallel setting of the modified Rabin signa-
ture generation significantly reduced the delays(by almost
80%), which is a critical issue in WBAN applications.
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