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ABSTRACT
Routing in wireless multi-hop networks has been an active
area of research over the last decade. Although, many test-
beds were setup recently, the knowledge about the dynamic
behavior of routing algorithms and the performance evalu-
ation were mainly done via simulation. Simulation studies
are imperative to understand important aspects of the al-
gorithms, but are limited in certain aspects of the physical
environment. Therefore, it is necessary to study routing al-
gorithms also in a more realistic environment, in a testbed.
Unfortunately, studying algorithms both in simulation and
testbed raises multiple challenges. Particularly, the code
base of the routing algorithm differ in both environments,
which may lead to different behavior of the same routing
algorithm.

In this paper we introduce libARA, a framework that sup-
ports simulation and testbed experiments to study ant rout-
ing algorithms on the very same code base. Thus, the logic
of the routing algorithm is the same, but works on two dif-
ferent environments. This is important to keep the results
from both environments comparable and thus to increase
the insight into the behavior of the algorithm. The main
goal of the framework is to investigate the scalability and
adaptability of ant routing algorithms.

Categories and Subject Descriptors
C.4 [Performance of Systems]: Measurement techniques;
C.2.1 [Network Architecture and Design]: Wireless com-
munication; C.2.2 [Network Protocols]: Routing proto-
cols

1. INTRODUCTION
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For many years, routing in wireless multi-hop networks
(WMHNs) has been an active area of research. This is
mostly due to two facts. With the rise of wireless com-
munication it became clear that routing protocols for wired
networks are not applicable to their wireless counterparts.
Furthermore, advantages of wireless networks such as inter-
connecting devices without special infrastructure in an ad-
hoc manner has inspired many new areas of research. This
in turn strengthened the demand for routing protocols in
WMHNs which have to meet requirements which are criti-
cal for the functionality. This includes, but is not limited
to routing protocols supporting mobility in mobile ad-hoc
networks or energy efficiency in wireless sensor networks.
While some researchers would consider routing in WMHNs
a completed area, important questions remain open.

Many new areas of research propose the interconnection of
millions of objects such as the Internet of Things (IoT) [1] or
Smart Cities [2]. Crucial for the success of a routing protocol
in these new areas is the ability to scale well with a increasing
number of devices and the capability to adapt dynamically
to the environment [3]. How do we study these require-
ments on routing protocols? In the past routing protocols
for WMHNs have been studied in a distinct manner, typ-
ically using mathematical models, simulators, or testbeds.
Mathematical models allow to formally proof that certain
properties hold, but at the cost of a restricted perspective
on a scientific problem. Simulation based studies allow to
investigate challenges on scalability, but only provide a small
set of abstractions of the physical environment. In con-
trast, testbeds operate in a physical environment and allow
to study dynamic unexpected effects, but are considered to
be expensive and limited in the network size. From a scien-
tific methodology perspective the foremost question is if we
can still study routing algorithms in a distinct manner.

Liotta argues in [4] that existing routing protocols will fail
to meet the requirements on large scale networks and pro-
poses to focus on bio-inspired algorithms in order to tackle
the challenge on scalability and adaptivity. One prominent
example for bio-inspired algorithms are swarm intelligence
algorithms which are inherently self-organizing [5]. Here, in-
dividuals in a swarm behave on a local level on a simple set



of rules. This simple set of rules in interaction with other
individuals of the swarm emerges to a complex pattern on a
global level. This emergent behavior allows a swarm to solve
a global problem. Examples for swarm intelligence algo-
rithms are synchronization algorithms based on fireflies [6],
bird swarms in cluster formation [7], or ant algorithms in
routing [8].

We want to combine simulation and testbed based stud-
ies and investigate the scalability and adaptivity of routing
algorithms. In particular, we focus in our work on ant rout-
ing algorithms. Ant routing algorithms are based on the
Ant-Colony Optimization (ACO) metaheuristic [9] and are
inspired by the foraging behavior of ants. Here, ants mark
favorable paths towards food with a special hormone, called
pheromone. Ants are attracted by pheromones and in turn
reinforce them on the trail. However, pheromones evap-
orate over time and thus only the shortest path towards
a food source remains. Ant routing algorithms have been
studied extensively in simulation, particularly AntNet [10],
AntHocNet [11], and ARA [12]. However, there are no per-
formance studies on ant routing algorithms in a physical
environment [8].

The contribution of this paper is libARA, which is a frame-
work that supports simulation and testbed experiments to
study ant routing algorithms on the very same code base.
The logic of the routing algorithm is the same, but works on
two different study environments. This is important to keep
the results from both environments comparable and thus to
increase the insight into the behavior of the algorithm. The
main goal of the framework is to investigate the scalability
and adaptability of ant routing algorithms.

The remainder of this paper is organized as follows. First,
we introduce our approach in Section 2 and present a proof
of concept implementation of two ant routing algorithms,
namely ARA and its successor, the energy aware ant routing
algorithm (EARA) in Section 3. We discuss related work in
Section 4. Finally, we give a short summary and conclude
the paper with a outlook on future work.

2. THE LIBARA FRAMEWORK
The framework is called library for ant routing algorithms

(libARA). It provides different study environments, such as
network simulators and wireless testbeds and is written in
C++. libARA provides a set of classes, which enables a
researcher to implement new ant routing algorithms in a
short time. While we provide implementations for a specific
simulator and a routing framework used in the DES research
group, libARA stands for its own. The framework is highly
modularized.

2.1 Architecture
Fig. 1 depicts the architecture of libARA. It consists of

the abstract core, denoted as libARA in the figure, and the
implementations for a discrete event based simulator and a
wireless testbed. The abstract core contains classes which
are independent of the respective implementations. This
includes typical concepts of a routing algorithm such as the
routing table, addresses, or network interfaces. In addition,
there are policies which correspond to certain aspects of ant
routing. As previously mentioned, the reinforcement and
evaporation processes control indirectly which paths ants
favor. The reinforcement and evaporation policies in the
figure represent these two processes. The forwarding policy

represents the transmission probability in an ant routing
algorithm. While this modularization introduces a slight
overhead, it allows to extend the framework in a fast way
and enables researcher to provide new implementations of
other ant routing algorithms easily.
For the simulation implementation we use OMNeT++ [13]

and the INETMANET. For the testbed implementation we
use the DES - Simple and Extensible Routing-Framework for
Testbeds (DES-SERT) [14], a framework for the implemen-
tation of proactive, reactive, and hybrid routing protocols.
The framework consists of the actual library libdessert and
an additional library libcli, which provides a command line
interface for the management of routing daemons.
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Figure 1: Architecture of libARA on a package-level.
The framework consists of an abstract core and
implementations for simulation and testbed based
studies.

We provide the core routing logic in libARA via the Ab-

stractNetworkClient class. Fig. 2 depicts the Abstract-

NetworkClient and related classes. The abstract Abstract-
NetworkClient provides methods for sending and receiving
packets. Furthermore, it is also responsible for delivering
packets to upper layers or notifying the next higher layer
about undeliverable packets. We split the logic of this ab-
stract class in multiple classes. A client (AbstractNetwork-
Client) uses a network interface (NetworkInterface) in or-
der to communicate with its surrounding environment. If
there is no entry in the routing table (RoutingTable) for
a specific destination of a packet (Packet), the framework
keeps the packet in a special data structure (PacketTrap)
until the algorithm has found a route or canceled the route
discovery (e.g. it could not establish a route). Since the
core of the libARA framework is only provided by means of
abstract classes, a routing daemon must implement all re-
quired virtual interfaces. This includes the addresses, the
network interface and a concrete client.

2.1.1 Address
The Address interface represents the address of a host in

a network. Typically, for routing purposes an IP address is
used. However, the type of the actual address is highly de-
pendent of the desired implementation. While we use IPv4
addresses in the simulator, we use MAC addresses in the
testbed version. This is due to the fact that the routing
framework performs a transparent underlay routing. The
Address interface itself is fairly simple. It provides methods
for the comparison of addresses, string representation, and
hashing.



2.1.2 Packet
The foremost task of a routing daemon is to forward pack-

ets. The Packet class represents a packet consisting of source
and destination address, a time-to-live (TTL) and a se-
quence number. The PacketFactory in turn creates in-
stances of the class Packet and follows the factory pat-
tern [15]. The framework receives and sends packets via a
network interface, represented by class NetworkInterface.

Figure 2: A class diagram of the AbstractNetwork-

Client and its closely related components.

2.1.3 Network Interface
The NetworkInterface interface is a abstraction of a net-

work interface card (NIC). It provides methods for sending
packets over the network and receiving packets from the net-
work. Every NetworkInterface is aware of its own address
and is aware if a address in packet is a broadcast address or
not. We provide a basic NetworkInterface implementation
by means of the AbstractNetworkInterface class. Besides
the basic functionality, the class also supports multiple net-
work interfaces. Every class which inherits from Abstract-

NetworkInterface class will only need to implement the cor-
responding send and comparison methods. The framework
requires the latter in order to distinguish multiple network
interfaces.

2.1.4 Client
A client in libARA encapsulates the logic of a routing al-

gorithm. Basically, this involves two main tasks. First, a
implementation has to provide a packet dispatching mech-
anism. A packet dispatcher receives data from the lower
network layer and creates instances of class Packet from
this information. The framework has to encapsulate the ex-
tracted data correctly in a Packet so a client can process the
information accordingly. Second, a developer has to imple-
ment the handling for upper layers, which includes the pass-
ing of packets for this node to the upper layer or reporting
packets as non deliverable if possible. Hence, the resulting
implementation is relatively small. In effect, all of the cus-
tom implementations for the routing daemon only serve for
the communication with the surrounding environment.

3. PROOF OF CONCEPT: ARA AND EARA
We provide a proof of concept implementation of ARA

[12] and its successor EARA [16] for simulation and wireless
testbeds based on libARA. Since the core of the libARA frame-
work is only provided by means of abstract classes, an ARA
or EARA routing daemon must implement all of the required
virtual interfaces.

Fig. 3 shows the extended class diagram for the Abstrac-
tARAClient class and its related classes. The Evapora-

tionPolicy and PathReinforcementPolicy classes repre-
sent the positive and negative feedback in ant routing algo-
rithms. The ForwardingPolicy class provides an abstrac-
tion for the transmission probability in ant algorithms. The
class AbstractARAClient inherits from the abstract Abstr-
actNetworkClient class and provides the ARA routing logic.
The realization of the Address interface defines which type

Figure 3: Extended class diagram of the Abstrac-

tARAClient, AbstractEARAClient, and related compo-
nents.

of addresses a implementation uses. In the simulation we use
IPv4 (IPv4Address) addresses provided by the OMNeT++ INET
package. Since DES-SERT provides routing by means of
underlay routing we use MAC addresses in the testbed re-
spectively. While the routing logic of EARA slightly dif-
fers to ARA, we provide a AbstractEARAClient class which
represents the EARA client. The class also inherits from
class AbstractNetworkClient and uses a specialized For-

wardingPolicy.

Figure 4: An activity diagram of the top level pro-
gram flows. The bold arrows denote the send and
relay control flows.

Fig. 4 depicts the top level program flow. The activity
diagram consists of three entities: the upper layer, the Ab-

stractARAClient and the network card. The routing of a
packet from the upper layer will always result in a packet
sent via the network card, also referred as NIC. The fore-
most question is if the packet can directly be routed or if
a new route discovery is started. The reception of a packet
can also result in sending over the NIC (relaying), but it
might as well happen that the received packet is dropped



or delivered to the higher layer. The client handles expired
timers or broken links and might send further packets into
the network. The program flow in the AbstractEARAClient
is similar to the AbstractARAClient and thus omitted.

3.1 Packet
While libARA provides a generic Packet implementation,

the simulation and testbed implementations require a spe-
cialized version. OMNeT++ provides its own message defini-
tion format and a generator for creating classes related to
messaging and packets. In general, it is feasible to imple-
ment messaging and packet primitives in OMNeT++ without
using the built-in facilities, but it is not recommended at
all. DES-SERT provides a data structure for routing dae-
mon specific data, payload and tracing extensions for de-
bugging purposes. The data structure in turn is added in
the routing framework as payload to ethernet frames before
it is actually sent. Both, simulation and testbed, use the
existing packet data structures and classes in the respective
frameworks. This requires a specialized PacketFactory and
customized methods for the classification of messages.

3.2 NetworkInterface
The ReliableNetworkInterface class implements a basic

network interface. The class extends the AbstractNetwork-
Interface by means of acknowledgment mechanisms. The
implementation for the simulator inherits from this class and
adds various statistics related methods which are simulation-
specific. While one would expect a distinct implementation
for the testbed which interacts directly with the NIC, we
rely solely on the DES-SERT library and reuse most of the
methods defined in the ReliableNetworkInterface.

3.3 Time
We provide a framework within libARA for the concept of

time. Particularly, we provide classes and methods which
allow to store and compare timestamps and do calculations
on them. In Fig. 5 we present an overview of the time re-
lated classes. We omit classes in the figure which are related
to the testbed for the sake of clarity. The time framework is

Figure 5: The class diagram for Environment,
Clock, Time, Timer, TimeoutEventListener, and related
classes.

mostly guided by a factory and singleton pattern [15]. The
core of the time framework is the Clock interface, which acts
as a factory for instances of class Time and Timer. When-
ever the client or another component needs a new timer or
some notion of time, it can access this clock using the static
Environment class. The idea is that every single module
in libARA can easily access the clock via this class without

having to know about the existence of the clock in the first
place. The time framework consists of purely virtual in-
terfaces or abstract classes. We provide implementations
for the simulation (OMNeTClock, -Time, and -Timer) and
the testbed (StandardClock, -Time, and -Timer) part of
libARA. The implementation of the time framework for the
testbed uses the system time in order to determine a point
in time and compute time differences. Here, we rely on
the std::chronos and std::duration classes introduced in
C++11 [17]. Following the abstract approach of the timer
framework, the framework uses the StandardClock in or-
der to create instances of StandardTimer and Standard-

Time. The StandardTimer represents an independent sleep-
ing thread in the context of the operating system, which
wakes up and notify its listeners if a given timer interval is
exceeded.

3.4 Client
libARA provides implementations for the ARA (Abstract-

ARAClient) and the EARA (AbstractEARAClient). Both
classes provide the core routing logic in the framework. How-
ever, every concrete implementation has to implement the
deliverToSystem() and packetNotDeliverable()methods.
Both methods handle the communication with the next hi-
gher layer and have to handle the passing of packets for this
node to the upper layer or reporting packets as non deliv-
erable if possible. In addition, we implemented a packet
dispatching mechanism, which handles the reception of data
from the next lower network layer and creating an instance
of class Packet from that information. All relayed informa-
tion is correctly encapsulated in this packet so the Abstrac-
tARAClient, respectively AbstractEARAClient, can process
the information accordingly. Hence, the resulting concrete
ARA implementation is relatively short and all of the rout-
ing logic is part of the core of the framework. In effect,
all of the custom implementations for the routing daemon
only serve for the communication with the surrounding envi-
ronment. Simulation and testbed provide a implementation
of its own client which inherits from AbstractARAClient or
AbstractEARAClient respectively. In contrast to the testbed
part, the client for the simulation adds additional functional-
ity for initialization and statistics which follows OMNeT++ re-
quirements. The design of the related classes for the simu-
lation also follows the design principles of routing protocols
in OMNeT++’s INETMANET package. The testbed follows a
different design approach. Here, DES-SERT assumes that a
developer splits the different tasks of a routing daemon in
separate, prioritized callback functions. The developer reg-
isters the priority in combination with a function pointer of
the callback function in DES-SERT. For every packet DES-
SERT calls the registered functions, starting with the func-
tion with the highest priority. Thus, DES-SERT realizes a
message pipeline. Since we implemented libARA in C++ and
it is not possible to pass method signatures to the callback
registration function in DES-SERT, we had to find a dif-
ferent approach. We introduced a class PacketDispatcher

which provides two callback methods for DES-SERT. The
first callback reads data from a network interface, while the
second callback writes data to it. Hence, this allows us to
use most of the existing functionality of libARA.

4. RELATED WORK
There are several approaches to study swarm intelligence



algorithms and each one focuses on a small set of research
questions. Typically, researchers study the behavior and dy-
namics of swarm intelligence algorithms using multi-agent
systems. One example for such a multi-agent system is the
Swarm Simulation System [18]. It focuses on the evaluation
of coordination mechanisms within swarms. Here, a swarm
represents a collection of agents executing specific sched-
uled actions. The platform allows to create hierarchical and
nested models, consisting of agents from different swarms.
The Multi-Agent Simulation Suite (MASS) [19] provides an
environment for the development, simulation and evalua-
tion of agent-based systems. Since many researchers in the
area of complex systems are not necessarily computer sci-
entists, the tool suite allows users with limited program-
ming skills to create complex multi-agent systems on the
basis of program assistants. NetLogo [20] is a multi-agent
programmable modeling environment and allows to experi-
ment visually with complex systems. It provides an exten-
sive library, consisting among others, of models of biology,
physics, and networks. NetLogo has been widely used among
students, teachers and researchers for modeling and under-
standing dynamics of complex systems. However, agent-
based approaches do not provide abstractions of a concrete
application domain. In particular, models common in wire-
less communication are not supported. Thus, frameworks
combining swarm algorithms and network simulation have
evolved over the past few years. Many of these systems fo-
cus on the application of ant colonies in higher layer applica-
tions in terms of the ISO/OSI model. One example for such
a system is AntHill [21]. The authors developed AntHill in
order to to support the development, evaluation and de-
ployment of bio-inspired peer-to-peer (P2P) applications.
AntHill provides a cycle-based simulation of protocols and
a distributed deployment using JXTA [22], an open source
P2P protocol specification. Like our approach, AntHill aims
at studying the behavior of ant algorithms in simulation in
a large scale. In contrast to our approach, implementations
in AntHill do not share the same data structures for simu-
lation and testbed. Furthermore, AntHill’s simulation part
does not allow to study the networks behavior. The authors
discarded the development of the project in 2002 in favor of
the development of the more generic PeerSim [23] simulator.

Solenopsis [24] provides a framework for the development
of ant algorithms for network management tasks. It con-
sists of a Lisp like domain specific language (DSL) for the
specification of ant agents and an execution environment.
Since the focus of the framework is network management,
it provides methods for specifying ant agents requirements
in terms of computational resources. In addition, Solenop-
sis employs a simple event-based simulator which allows to
study the latency among other metrics. Further studies
on problems and challenges in communication are not sup-
ported.

Overswarm [25] is a framework for the development and
evaluation of ant colony based algorithms for P2P over-
lays. It uses the OverSim [26] platform, an extension for
OMNeT++ and provides a DSL for the definition of agents be-
havior. The DSL generates C++ code out of the agents de-
fined behavior, which in turn allows it to integrate it into the
OverSim platform. The framework itself does not support
studies in wireless testbeds, but uses the emulation mode
of OverSim. The authors use for emulation the underlay
support of OMNeT++’s INET project.

All presented approaches, except Overswarm, strictly tie
the modeling of the algorithm and the underlying technology
together. Overswarm relies on OverSim which in turn is an
extension of OMNeT++. This allows to study algorithms de-
veloped in Overswarm and other existing algorithms in OM-

NeT++ together. However, there are no approaches for swarm
algorithms which combine simulation and testbed studies.
An approach towards such a solution is the Click Modular
Router (Click) [27]. Click is a framework for the test and de-
velopment of communication protocols written in C++. It is
available in different variants including a userspace program,
kernel modules and network simulators. The main concept
of Click are elements which provide functionality such as
classification, scheduling, queuing or interaction with net-
work devices. The push/pull connections interconnect ele-
ments and specify how data flows between elements. While
developers can run code written for Click both in simula-
tion and on actual physical hardware, this seems to be a
exception rather than the rule. Despite the fact that there
are no elements on ant routing available in Clicks package
repository, many of these elements might be helpful for anal-
ysis and evaluation of routing protocols. However, there is
no framework which allows to model a swarm-intelligence
algorithm and transform this description to Click.

5. CONCLUSIONS
Routing in WMHNs has been an active area of research

over the last decade. Typically, researchers study routing
in simulators or testbeds. While simulations allow to cap-
ture certain aspects of routing algorithms, they are limited
in terms of abstractions of the physical environment. In
contrast, testbeds allow to capture observations of the phys-
ical environment, but are considered expensive and limited
in network size. However, new areas of research require
to study the scalability and adaptability of routing algo-
rithms. While scalability issues are best studied in simu-
lation, testbeds allow to study the dynamic effects of wire-
less communication. In this paper we presented libARA, a
framework for the combined study of ant routing algorithms
in simulation and testbed. It shares its code base among
simulation and testbed. Thus, the logic of the routing algo-
rithm is the same, but works on two different environments.
The framework provides a proof of concept implementation
for two approaches, ARA and EARA. Our current research
focuses on conducting initial studies using our methodology
and libARA. Future work will include the development of
variants of ant routing algorithms for libARA and the in-
vestigation of performance. This will allow us to compare
our algorithms to other state of the art ant algorithms and
to optimize ARA and EARA in respect to metrics such as
the network lifetime, delay, or throughput. A further in-
teresting approach might be to follow approaches such as
in systems such as Solenopsis or Overswarm and to pro-
vide a DSL for specifying ant routing algorithms or at least
parts of it. While the framework itself is highly modular-
ized and provides abstractions of core concepts of routing
algorithms, it seems feasible to include other bio-inspired
networking algorithms which allow us to study the perfor-
mance of these systems in respect to scalability, adaptability,
and self-organization in general. We certainly hope that our
framework will encourage other researchers in bio-inspired
networking and in particular ant routing to provide new im-
plementations of their respective algorithms. A wide selec-



tion of ant routing algorithms would ease the evaluation of
both, state of the art and new ant algorithms, and bring
forward the research in bio-inspired networking. libARA is
under active development and released under an open source
license. The latest release and the source code is available
at http://www.github.com/des-testbed/libara.
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