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Abstract—We describe a decentralized peer-to-peer online regulatory authority, although the ideas presented invtioisk

secondary spectrum marketplace, where consumers can trade gre applicable ubiquitously.

exclusive access rights to a specific portion of the spectrum Currently, most spectrum remains idle and hence is under-
(designated by geographic location, frequency band and time .. ' . . L
period) in return for fee payment, under the constraint of utilized due to the complicated apd comprehenswe auctgni
obeying the trading rules formulated by the government. The Process followed by the FCC in the primary markets. As
main advantage of such an innovative secondary spectrum a result of the colossal amount of money involved in such
marketplace over the current state of the artis that it reduceshe  transactions only major wireless companies participate in
complexity of spectrum management by removing governmental 50qy,iring the spectrum from the FCC. However, the companies

agencies from being directly involved in the completion of such that ire th iahts t | i f ¢
transactions. The proposed model allows spectrum consumers to at acquire the usage rignis 1o a large portion of spectrum

sell, lease or transfer the access rights to a chunk of spectrum IN primary markets are seldom able to utilize it to its full

by disaggregating, partitioning or time-sharing the correspond- extent. Moreover, there are many applications that canfliene
ing spectrum in their possession. Further, we also outline an from acquiring the usage rights to a small portion of the
architecture in which such exclusive access rights to a portion of spectrum, which is limited by geography, frequency bands,

the spectrum could be used to regulate radio device transmission durati f 1i thei binati Th th . d
to enable proactive enforcement of the spectrum usage policies uration of ime or their comoinations. Thus, there IS a nee

and to deter unauthorized transmissions. Overall, our secondary 10 enable the primary spectrum holders to sell their excess
spectrum marketplace model has the potential to reduce cost, spectrum to interested buyers in order to increase the lbvera
increase spectrum efficiency, and to simplify the task of spectrum efficiency of spectrum utilization. Additionally, the gaarity
management. of such spectrum sales/auctions needs to be flexible so that
it can accommodate the requirements of a variety of small
scale services, while enabling multiple entities to operat
Dynamic spectrum access aims to address the spectrsimultaneously.
scarcity myth by providing new and effective ways of ac- Many countries support secondary spectrum trading to vary-
cessing spectrum to increase the communication capadty amg extent—some (such as U.S., UK, Guatemala) require the
efficiency of spectrum use. Such methods include the exelusregulator’s prior approval for such trades, whereas otf{srsh
usage right schemes [1], [2], commons model [3], [4], anals Australia, New Zealand, El Salvador) require the trades
opportunistic usage regimes [5]. Much of the research io be notified to the regulator in order to maintain a register
this area has primarily focused on the problems of maxdf spectrum right holders [7]. Effectively, both these sys$
mizing bandwidth efficiency, suitably adjusting power lsve work in a similar fashion as, even in the case where the
of different users, minimizing interference, maximizingfit, trade just needs to be notified to the appropriate authority,
providing effective quality of service to secondary spactr the corresponding transaction is not legally valid until it
users, etc., using techniques of optimization and gameyhedas been verified and entered into the government registers.
However, very limited prior work exists dealing with theuss Such a centralized approach of involving the governmental
of trading of exclusive spectrum usage rights on secondagencies directly in secondary trading results in conaldler
markets even though the U.S. Federal Communications Cooost, overhead and delay for most transactions if not ak (on
mission (FCC) proposed the removal of regulatory barriepossible exception being the transfer of radio and spectrum
to the development of such markets almost a decade ago [@lenses in New Zealand, which can be done electronically).
Therefore, our focus in this paper is to address this proldem We envision a forward-looking online secondary spectrum
trading of exclusive access rights to a portion of the spettr marketplace, where spectrum consumers can engage in the
(specified by geographic location, frequency band and tinrading of exclusive access rights to spectrum in a dedentra
period) for the payment of a fee. For simplicity, our dis¢oss ized peer-to-peer fashion without the direct involvemdrthe
principally refers to the U.S. secondary spectrum tradirfgCC, but under the trading rules formulated by governmental
market with the FCC playing the role of the correspondinggencies. Such a secondary trading marketplace needsuo all

I. INTRODUCTION



the spectrum consumers to sell, lease or transfer the éxlus
access rights to a portion of the spectrum by disaggregatin
partitioning or time-sharing the corresponding acceshtsig
to the chunk of spectrum in their possession in order to
be effective. Moreover, such a model also needs to support
auditing requirements, so that the governmental ageneies ¢ "~
use this information for monitoring purposes.

Overall, the requirements of such a marketplace can be met
only by a mechanism that is capable of enforcing a common Controller Se
set of rules across all the heterogeneous participantsthath
the communal properties of the marketplace cannot be vio-
lated. Hence, we present a prototype of such a secondary spec
trum marketplace using Law Governed Interaction (LGI) [8],
which is a decentralized access control and coordination
mechanism. Further, we have also outlined an architect@gc'orl1'da
in which such exclusive access rights to a portion of the
spectrum could be used to regulate the transmission of ragio
devices to enable proactive enforcement of the spectrwgleus%je_':CC may, on ber_\glf of the U.S._f_ede_ral.government,
policies and to deter unauthorized transmissions. Moo ecide thg r.ules pert.alnlng o thg part|C|pat|qn, powglellev
would also like to point out that we have used the terminologgj ransmissions; S?"'ng e.md b.“.V'”Q’ transfgrnng an.d;|hga
of Argyroudis et al. [9] regarding the buying and selling o f spectrum blocks; taxes; auditing; monltormg requiretag
spectrum to mean the buying and selling of exclusive spm:trl'ftc" that needs to be followed by all such online peer-ter-pe

usage rights; and the terspectrum consumer® refer to secondary spectrum rr.larkgt.places.
agents (such as cellular network operators, TV companies;,We now present a S|mpl!f|ed example of a secondgry Spec-
wireless broadband providers, end users, etc.) that bugelhd UM marketplace along with the rules that may be imposed
transfer or lease such exclusive spectrum usage rights, AI®Y governmental agencies on its operation. Our case study
these consumers may divide and sublet the access rights to3A"SiSts of the following entities: (&jonsumerswho either
spectrum blocks in their possession to others. Additignede  tansfer or buy and sell access rights to spectrum blocks
spectrum blocks are sold without any restrictions or rutesua  2Mong themselves; (b) tieanks that represent the financial
what services can be offered, what blocks can be neighbdpg’rastructure faC|I|.tat|n.g. the monetary payments for spec-
what technologies can be used, etc., i.e., the spectrumiT¥m blocks (for simplicity, we assume that all the payments
liberalized with constraint only on the maximum level ofént '€ done via credit cards, and the banks provide credit card
ference that can be caused to neighboring spectrum consum@ythorization and money transfer services for the conssimer
The remainder of the paper is organized as follows. m) anauditor appointed by the go_vernmen'F that keeps a record
Section II, we provide a motivating example of a peer—thf the tr_adgd spectrum access nght;z whlch can be used later
for monitoring purposes and for facilitating the collectiof

peer secondary spectrum marketplace. Section Il presents _ o X i .

overview of LGI, which acts as the basis for our prototyp XES, gnd (d) acert|f|cat|o'n' authqntythat provides digital

secondary spectrum marketplace. In Section 1V, we descri%@dlf"m'?ls to all the pﬁrtlmrﬁ)antsdl_n the secor_1|dabry Spﬁ;‘r

the architecture of our proposed solution to enable the-redlla'ketplace. We note that the auditor can easily be replicat
joperate in a distributed manner. We assume the presence of

lation of transmissions made by radio devices based on th stnihat | d by th
exclusive access rights to spectrum. Section V presents a f3 Spectrum registrthat is used by the spectrum consumers

malization of the peer-to-peer secondary spectrum madap :JCI) aSverltls? anq to sgarch f or mformatlrc:n a]?ohut fgectrum
policy introduced in Section II. Section VI describes retht °'0CX S&1€S auctions. Fig. 1 gives a snapshot of the irtierac

work. Finally, we conclude and provide directions for ftur {@KiNg place in such a peer-to-peer online secondary spactr

work in Section VII. marketplace.
Our case study adheres to the Government poliey:)(

specified informally below:

confirm "

c Certification
creditcard . Authority (CA)

Spectrur
Registry

o

transfer
Consumer 4 | spectrum

block C

Service distributed all
over the Internet (operated and

maintained by FCC)

A snapshot of the interaction taking place in the fieqreer
ry Spectrum Marketplace

II. AMOTIVATING EXAMPLE

Consider an innovative online peer-to-peer secondary-spece
trum marketplace, where spectrum consumers can interdct wi
each other to trade access rights to a specific portion of the
spectrum (designated by geographic location, frequenog ba
and time period) in return for monetary payment without the «
direct involvement of governmental agencies. In order to be
practical and effective, such a marketplace needs to aperat
in compliance with the rules set up by the government of the
country, which has jurisdiction over its operation. Forragde,

All the participants (consumers, banks, and auditor) are
required to authenticate themselves by presenting a Higita
certificate signed by a specified certification authority
(CA).

The consumers who have initially acquired the access
rights to a chunk of spectrum in primary markets via the
FCC can authenticate such a possession by providing a
digital certificate signed by the FCC.

Any consumer who possesses the access rights to a par-



ticular portion of the spectrum (specified by geographidentity, its privileges, etc. ThéS,, is viewed as a collection
location, frequency band and time period) may sell thef objects calledTerms For instance, under the spectrum
access rights to it completely or in part (by dividing thenarketplace law (to be introduced in Section V), a term of
spectrum along one of the time/space/frequency dimethie formrole(auditor) in the control state of an agent denotes
sions or their combinations) to another consumer for that the agent has the role of an auditor in the community.
fixed price or under some kind of auction (e.g., open-cry, We briefly discuss the concepts of LGI in the rest of this
Dutch, sealed-bid, etc.); or simply transfer it. section. An inquisitive reader is referred to [10] for a cdete

« Monetary payments in this marketplace are handled visnderstanding of these details.
credit cards in such a way that the buyer is assured thatit The Concept of Law and Its Enforcemeifthe law of a
would be charged only once for the specified transactiosemmunityC is defined over certain types of events occurring
Moreover, the buyer's credit card information would bé@t members ofC, mandating the effect that any such event
revealed only to the designated bank and to no othgould have; this mandate is called thding of the law for
participating entity (not even the seller). a given event. The events subject to laws, callegulated

« The details of the traded spectrum access rights needswents include (among others): thgendingand thearrival
be reported to a special auditor, who has been appointfdan £L-message; theoming dueof an obligation previously
by the government. Such records can be used later ipyposed on a given agent; and the submission afigatal
governmental agencies for monitoring spectrum usagggrtificate The operations that can be included in the ruling
and to facilitate the collection of taxes. of the law for a given regulated event are callpdmitive

Note that the participants in such a marketplace are likely gperations They include: operations on the control state of
exchange a variety of other information messages pertainiti® agent where the event occurred (called, tome agent
to the advertisement of spectrum goods, negotiationsciseapPerations on messages, suctf@svard anddeliver, and the
and retrieval of information regarding spectrum deals,, etéMposition of an obligation on the home agent. The ruling of
that need not be regulated by the governmental policy asthi law is not limited to accepting or rejecting a message, bu
is tangential to the concern of the governmental agencié§" mandate any number of operations, like the modification
Therefore, the government policy as such is not concern@fjexisting messages, and the initiation of new messages and

with these types of messages. of new events, thus providing the laws with a strong degree of
flexibility. More concretely, LGI laws are formulated usiag
[1l. AN OVERVIEW OF LGl event-condition-actiomattern. In this paper, we will depict a

LGI serves as our mechanism for enabling decentraliz& using the following pseudo-code notatiarpon <event>
secondary spectrum trading over the Internet. LGl is a modfe<condition> do <action>, where the<event- represents
of interaction that allows ampen group of distributed het- one of the regulated events, thecondition> is a general
erogeneousgentsto interact with each other with confidenceexpression formulated on the event and control state, amd th
that the explicitly specified policies, called as tlagv of the <action> is one or more operations mandated by the law.
open group, is complied with by everyone in the group [8]This definition of the law is abstract in that it is indepeniden
The most salient aspects of LGI laws are thatiiictly local of the language used for specifying laws. Thus, a awan
formulationand thedecentralized naturef their enforcement. regulate the exchange of messages between membersief an
The messages exchanged under a given faare called£- community, based on the control state of the participamtd; a
messages, and the group of agents interacting’wiaessages it can mandate various side effects of the message exchange,
is called acommunityC, or more specifically, a-community such as modification of the control states of the sender and/o
Cr. receiver of a message, and emission of extra messages.
The concept ofopen group has the following semantic: ~ The Local Nature of Laws:Although the law £ of
(a) the membership of this group can be very large, agdcommunityC is global in that it governs the interaction
can changedynamically and (b) the members of a givenbetweenall the members o, it is enforced locally at each
community can béneterogeneous .Gl does not assume anymember ofC. This is accomplished by the following properties
knowledge about the structure and behavior of the memb@fsLGI laws:
of a given£-community. LGI only deals with the interaction « £ only regulates local events at individual agents.
between these agents. Members of a community are not proe The ruling of £ for an evente at agentz depends only
hibited from non-LGl communication, or from participation on evente and the local control statéS,, of .
in other LGI-communities. The ruling of £ atz can mandate only local operations to be
For each agent in a given£-community, LGl maintains the carried out at;, such as an update 6fS,, the forwarding of a
control stateCS,, of this agent. These control states, which camessage from: to some other agent, and the imposition of
change dynamically subject to laf, enable the law to make an obligation onz. The fact that thesame lawis enforced
distinctions between agents, and to be sensitive to thendigna at all the agents of a community gives LGI its necessary
changes in their states. The semantics of the control state global scope, establishing @mmonset of ground rules for
a given community is defined by its law, and could represetite members of and providing them with the ability to trust
such things as the role of an agent in this community, itsach other, in spite of the heterogeneity of the community.



agent L @ L et of a dispute, it also needs to provide an audit trail of its
Commnicton pontrollers activities, which are secure enough to be.pmr?
went forwand o . in the court of law. The construction of such a public utility
es Csy of controllers is beyond the scope of our present work.

Controller Tx Controller Ty

Regulated event |:>

Primitive operation g, We broadly outline an architecture that could enable the
exclusive spectrum access rights (henceforth, referredsto

Fig. 2. LGl framework regulates the interaction of agentsooatrollers ~ tokens in this section) traded in our secondary spectrum
marketplace to be used to regulate the transmission of radio

Furthermore, the locality of law enforcement enables LG fevices. We assume the existence of a secure clock and
scale with the size of the community. a secure GPS on each wireless device that provides the

Distributed Law-EnforcementThe law £ of community corresponding device with an accurate timing and location

C is enforced by a set of trusted agents, called controlles tiformation respectively. Further, we also assume theente
mediate the exchange gtmessages between membergpf of a secure transfer mechanism to enable the tokens ofiginal
Every member: of C has a controllef;, assigned to itT here stored in the controller to be transferred into the corraspw

xr

stands for trusted agent), which maintains the controégts,  Tusted kernel of thi user device. Now, if all the ;rar;(smisisi .
of its clientx. All these controllers, which are logically placeo{equeSts made by the devices are approved by the kernel suc

between the members ¢f and the communication mediumthat the corresponding transmission request is permitted

as illustrated in Fig. 2 carry the same laiv Every exchange and only if it satisfies the frequency, space, timing and other
between a pair of agents and y is thus mediated by their constraints mentioned in the token, then we can ensure that

controllers 7, and7;, so that this enforcement is inherentlfhe radllo devices transmit in acpordance with their spm:tru
decentralized. Controllers are generic, and can interamet usage rights. Thus, such an architecture would enable fpreac
enforce any well-formed law enforcement of the spectrum usage policies and deter unau-

The basis of trust between members of a commufity: thorized transmissions. But, it should be pointed out this t

an L-agentz to trust its interlocutoy to observe the lavg, it archltecture_|s_ I|m|t_ed in that it cannot prevent “”?d'o ged
@om transmitting without complying to the tokens if theywla

is sufficient forx to have the assurance that the following thre : . .
been tampered with, or if they can be operated without such

conditions are satisfied: (a) the exchange betweemdy is . 7 ) .
. . . tokens. Unauthorized transmissions resulting from sustheis
mediated by correctly implemented private controliggsand . X .
y y Imp P e can be dealt with by relying on other techniques such as FCC

Ty, respectively; (b) both controllers operate under &vand itori 111, et
(c) the£-messages exchanged betweeandy are transmitted mon (;]r_lng, [11], etc. i 121 had introduced
securely over the Internet. The manner and degree to whic” tis context, our earlier paper [12] had introduced a

these conditions are satisfied by the present implementafio mode OT mfcera_ctlon control for the regulation of wweles;
LGl is discussed in [10]. communication in ad hoc networks to regulate the dynamic

The Contller Senice (CoS) of LaiThe convoler DENAUOr o hleacig wieless st Specicaly b
service is responsible for maintaining a reliable and secUff P

set of controllers, which collectively constitute the dece of the controller, which requires the use of Trusted Platfor

tralized trusted computing base (DTCB) of LGI. The LG,;AOdI%l;t.(OLP:Zl)éIT mzs'g;pla menet?ftol(r)r?]:(ljlot\)/vst;lz to.rce?g;g);g] dee
implementation supports a prototype of suchScalled the bpiicat v ging p y w

Controller Manager which maintains a set of continuouslyand hence can be viewed as an initial proof of concept for the

tested, and geographically distributed controllers, anodiges aforementioned architecture.
the services of these controllers to agents who want to teera
under LGI. For an agent to be able to exchangé-messages
with other members of af-community, it must: (a) procure We now show how the motivating example described in
an LGI controller from a trustedCoS and (b) notify this Section Il can be specified in LGl by formalizing the govern-
controller that it wants to use it under lag: ment policyP¢ into an LGI law L. The implementation of
Such aCoSfor our spectrum marketplace model can b#e corresponding law written in Java can be found at [13].
maintained and managed by a governmental organizatioh (sucAs mentioned before, we assume that the sellers advertise
as the FCC) that can serve as a trusted third party, with tieir products through apectrum registrywhich maintains
financial interest in the computing activities regulateditsy information about the spectrum block sales/auctions. Gimee
controllers. ThisCoSwould essentially function as public buyers find out about the relevant sales/auctions (as par the
utility, which could be used by consumers distributed alhterest) via the spectrum registry, they interact diseegtith
over the Internet. However, it is essential that the opegatithe sellers in a decentralized peer-to-peer manner unaer th
organization assumes certain liabilities for variousui@b of specified government policy (i.e., law in LGI) to participah
the controllers provided to its customers. Moreover, inecashe corresponding sales/auctions. The spectrum regisig d

IV. ARCHITECTURE

V. IMPLEMENTATION OF THE CASE STUDY



not necessarily belong to the community since the intevacti
with the registry does not need to be governed by LGI.
The role(R) term in each agent’s control state is used 1

represent the role played by the agent in the community,

for example, the control state of theuditor should contain

the termrole(auditor) Similarly, the presence of the term

name(N)in the control state of the consumer means that t

corresponding agent has the name Further, the presence

of the term accessible(S)n the control state of an agent
implies that the corresponding agent possesses the ac
rights to the designated spectrum as mentionedS.irfFor
example,S could represent the list [frequency(392,396,MHz
time(110000,190000), ...], specifying the details of asce
rights to a portion of spectrum. Our implementation allow
the aforementioned spectruBito be divided along the fre-
guency/space/time dimension as follows:

(a) Channel Disaggregation:
S1-[frequency(392,394,MHz})ime(110000,190000), ...J;
Ss-[frequency(394,396,MHz}ime(110000,190000), ...].

(b) Time-sharing:
S1-[frequency(392,396,MHz)ime(110000,150000)..];
So-[frequency(392,396,MHz)ime(150000,170000) . .];
Ss-[frequency(392,396,MHz)}time(170000,190000) . .].

Similarly, spectrum blocks can also be formed by the gep-

graphic partioning ofS or by dividing S along a combination
of the frequency/space/time dimensions such that eacheof
resultant block is a disjoint subset &f

A. Establishing the government poli@

Law Lg, which implements policyP¢, is shown in Fig. 3.
We have assumed for simplicity that the lafly; permits
consumers to sell access rights to spectrum blocks at a fi
price only. Law L itself consists of two parts namely the
preambleand thebody The preamble ofZs consists of the
following clauses. First, théaw clauseidentifies the name

of this law and the CA that is to be used for certifying

the controllers interpreting this law. Second, thathority
clause specifies the CA and the FCC (represented by t
keyed hash of their individual public keys) for certifyiniget
roles played by the different actors in the community arn
for authenticating the possession of access rights to dfigpe
portion of spectrum purchased by the consumers in the pyim
market respectively. Third, thmitialCS clausespecifies that
the initial control state of everyone who adopts this law ldou
be empty. Fourth, the twalias clausegrovide shorthand for
the identifier (id) of thebank and auditor respectively. The
body of the law is now presented as a set of rules along w
their pseudo code, and explained in English.

1) Agent authenticationWhen a participant engages in the

system, it does so by sending an adoption message to its |
controller, a message that can carry its certificate. When 1t
message arrives at the controller, it invokesaalopted event
If an actor submits a certificate, then the controller vesifig
it with the public key of the CA and challenges the actg
to prove the possession of the private key of the subject,
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‘Preamble:

law(name(L ¢ ),authority(CA)).
authority(CA,HashOfCAPubKey).
authority(FCC,HashOfFCCPubKey).
initialCS( ).
alias(bank,“bank@rutgers.edu”).
alias(auditor,“auditor@rutgers.edu”).

upon

upon

upon

upon

upon

upon

upon

upon

upon

upon

upon

upon

upon

adopt ed( Sel f, | ssuer, Subj ect, Attri butes, Args)
if (Subject!=Self]||lssuer!=CA)
do Quit
if (Attributes.rol e==auditor]||bank||consuner)
do Add(rol e(Attributes.role))
if (Attributes.rol e==consuner)
do Add(nanme(Attributes. nane))

certified(Self,|ssuer, Subject, Attributes)
if (Subject==Self && |ssuer==FCC)
do Add(accessible(Attributes))

sent (X, start(B, P, T), X)
if ((CS has rol e(consuner) && accessible(S)) &&
(BCS))
do Repl ace(accessi bl e(S), accessi bl e(S-B))
do Add(sal e(B, P))
do I nmposeOnligation(tinmeout(B,P),T)

sent (X, of fer(B, P, CreditCard),Y)
if (CS has rol e(consuner))
do Forward

arrived(X, offer(B,P,CreditCard),Y)
if (CS has sale(B,P))
do Forward(Y, request Credit Check(CreditCard, P)
, bank)
do Add(pendi ngOifer (X, B, P,CreditCard))

arrived(Y, request CreditCheck(CreditCard, P), bank)
do Forwar d(bank, credit CheckResponse(CreditCard,
Ans), Y)

arrived(bank, credi t CheckResponse(Credit Card,
Ans), Y)
if (CS has pendingOffer(X B, P, CreditCard) &%
nane(N1))
i f (Ans==approved)
do Repeal Obligation(timeout(B,P))
do Renove(sal e(B, P))
do Forward(Y, succeeded(NL, B, P), X)
do Renove(pendi ngOifer(X B, P, CreditCard))
do Deliver(Self,w nner(B,P, X), Self)
(Ans==rej ect)
do Forward(Y,rejected(B,P),X)
do Renove(pendi ngOifer (X B,P,CreditCard))

obl i gati onDue(tinmeout (B, P))

do Deliver(Sel f,deal Expired(B, P), Sel f)

do Repl ace(accessi bl e(S), accessi bl e( S+B))
do Renpve(sal e(B, P))

arrived(Y, succeeded(N1, B, P), X)

if (CS has rol e(consuner) && name(N2))
do Add(accessi bl e(B))
do Forward(X, deal (N1, B, P, N2), audi tor)
do Deliver

arrived(Y,rejected(B, P), X
do Deliver

sent (X, transfer(B),Y)
if ((CS has rol e(consuner) && accessible(S) &&
name(N1l)) && (BCS))
do Repl ace(accessi bl e(S), accessi bl e(S-B))
do Forward(X, transfer(NL, B),Y)

arrived(X transfer (N1, B),Y)

if (CS has rol e(consuner) && nanme(N2))
do Add(accessi bl e(B))
do Forward(Y, deal (N1, B, 0, N2), audi tor)
do Deliver

arrived(X, deal (N1, B, P, N2), audi tor)
do Deliver

shown by ruleR1. If the subject is not the one who presente

Fig. 3. Law’lg




the certificate, or if the issuer is not the CA, then the actéo the spectrum block it possesses to another consumer free
is forced to quit. If the attributes of the certificate contaiof charge. On receiving such a transfer, the corresponding
the role ofauditor, bankor consumer then this role of the spectrum block access rights are added to the control state o
actor is extracted from the attributes and saved in the abntthe recipient and the details of the corresponding traisact
state maintained by the controller on behalf of the actor. hre reported to the auditor via rufe12. The reports of such
the case of consumers, the name is also extracted from tfensactions get delivered to the auditor by ridé&3.

attributes and added to the control state. Any consumer can

submit a certificate provided by the FCC to authenticate iB Discussion

possession of access rights over a certain portion of sjactr Note that the actual transaction of spectrum goods between

via rule’R2. Upon successful verification of such a certificatgy, , buyers and sellers in such a peer-to-peer online segonda

the corresponding spectrum access rights gets added to I8 ctrum marketplace only involves the bank (which faatiis

cogtr(; sta}et_of the COTSL(;mer' fivitiesA the credit card transactions). Apart from this aspect afitg,
) Regulation over trading activitiesAny consumer can the interaction in this marketplace is decentralized in the

initiate afi.xed price sale for the. access rig.hts toa bloclhe.ftsenSe that the buyers and sellers exchange spectrum blocks
spectrum it possesses by specifying its price and the pelc'ock/vithout involving any other entity. Moreover, the transfer

tlmet f(?r \tN?'C.h theds?lz LS opf(len %1 rufes. Consgquen;liy, S of spectrum blocks from one consumer to another does not
control staté Is updated to retiect the corresponding S&@an ;e any bank. Furthermore, it is also possible to modify

Obl'gi.t'%n IS |.mgosfetq on KS cor(;t.rolltir 0 %Zp the salerafie the suggested model to incorporate payments through Higita
specilied period of ime. According 1o rules, any CONSUMET o, \yhich can be easily achieved via the LGI mechanism as

candme;ke ar:' offe_:_r;[o a slie(;,ltrumfiﬁlle b3|/| providing |ts Cre(&'&s been shown in [14]. This would enable all the interastion
card information. the controtier ot the Setler, on recey/em O}aking place in such a secondary spectrum marketplace to be
offer for a spectrum block matching its sale price, forwar (,Sompletely decentralized. Additionally, it would also ext

gfcredltt. chectl)< r(:\qtﬁestf:o t_hethspeufutadlb?ntk apd zges {ﬁ'& applicability of our scheme by making it suitable forhpot
information about the offer in the control state via rdis. micropayment and macropayment deals,

e, ok on LeCeN, e check (20! The implmertaton of he spectum marktpiace polcy
P 9 P ) via LGI law has been presented under the assumption of no

the corresponding transaction. For simplicity, the lawhis t message failures for simplicity. But, it is possible to exte

case prqv.|des an approved or ‘reject’ reply back to theusen the law to handle communication faults through #xeeption
on receiving a credit check request. If the controller of thf%cility of LGI [10]. Also, the leasing of spectrum blocks
;eller receives an ‘approved’ reply fro.m the bank, then Ehesb tween consumers has not directly been addressed in our
IS ended_ and a succeeded message |s’sent to the correspone)ég%ple, although it is straightforward to extend the polic

buyer via ruleR7. Further, the seller's controller removes

. . , and the law to include this feature. Further, our case study
the information about the buyer’s offer from the controltsta - s .
an additionally be extended to support certificate exjpinat

and informs the seller about the consumer who has won %ﬁd revocation as has been shown in [15]. However, we do
specified spectrum sale. On the other hand, if the controll%t address these issues due to lack of spéce '

of the seller receives a ‘reject’ reply from the bank, then
it sends a rejected message to the corresponding buyer and
removes the information about the buyer’s offer from the
control state. It should be noted that the controller of the Argyroudis et al. [9] have described a policy-driven tragin
seller protects the buyer's confidentiality by maintainitgy framework for market-based spectrum assignment that allow
credit card information without disclosing it to the sellerspectrum consumers to trade exclusive access rights te spec
Further, the law ensures that such sensitive information tisim blocks (specified by geographic location, frequenaydba
deleted from the control state of the seller's controller and time period) for electronic payments. They have used
soon as it receives the corresponding credit check respotise Keynote trust management system [16] to implement a
from the bank. By ruleR8, if the sale period ends without aprototype of their policy model and have incorporated real-
successful offer being received, then the seller is infarthat time hash chain micropayment scheme [17] (via Keynote cre-
the corresponding deal has expired. Additionally, the spet dentials) to handle monetary exchanges. This framework onl
block that was on sale is added back to the control state of ttheals with the trading of these exclusive access rights)oes
seller. As per ruleR9, the controller of the winning consumernot address the crucial question of how these credentials ar
adds the specified spectrum block access rights to the ¢ontmbe used for policing the spectrum use. Moreover, our model
state and reports the details of the transaction to the @udisupports delegation by transfer of privileges, allowingoa-c
Additionally, the succeeded message is also deliveredego gumer to sell a spectrum block after acquiring it from anothe
corresponding consumer. According to rd®l0, if an offer consumer, which cannot be achieved by the aforementioned
made by a prospective buyer is rejected by the seller, then framework since it trades the spectrum access rights in the
rejected message is delivered to the corresponding comsurfm of Keynote credentials [14]. Additionally, our meclsm

As per ruleR11, any consumer can transfer the access righss also capable of enforcing various auditing requirements
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(such as reporting of transactions to the specified authan-return for fee payment, under the constraint of obeyirg th
ties) that may be essential for monitoring spectrum usadeding rules formulated by the government.
which cannot be directly supported by the trust managementWe plan to extend the current secondary spectrum mar-
framework as keys do not reveal identity. Trust managemekdtplace model to support the hierarchical organization of
systems such as Keynote are intrinsically suitable foreservthe policies to take into account the hierarchical nature of
centric policies, whereas a trading framework for the gpect the authorities (such as federal government, state govarhm
marketplace requires communal policies to be enforced suobkal authorities, etc.) that may be involved in defining its
that all the participants obey to a common set of rules. It isles, and the volition that may be granted to the spectrum
this communal aspect of policy enforcement that enables L&nsumers to deal with certain issues (such as negotiations
to support delegation by transfer, quotas, and other ptieger how access rights to spectrum blocks are to be sold, etc.),
which cannot be supported in trust management systems. which are not directly related to the government regulation
SpecEx.com [18] provides a centralized online real-time
marketplace for secondary spectrum trading in the U.S. It

serves as a platform for spectrum holders and buyers to engag! D- Hatfield and P. Weiser, “Property rights in spectrunking the next
P P Y e ga@ step,” inNew Frontiers in Dynamic Spectrum Access Networks, DySPAN

in Se”ihg, |eaSi_n_g or eXChan.ging spectrum. It allows foyad)- 2005. First IEEE International Symposium ,0ov. 2005, pp. 43-55.
gregation, partitioning and time-sharing of spectrum glone [2] L. Doyle and T. Forde, “Towards a fluid spectrum market faclasive
or any combination of the frequency/space/time dimensions usage rights,” ifNew Frontiers in Dynamic Spectrum Access Networks,

. . DySPAN 2007. 2nd IEEE International Symposium Apr. 2007, pp.
However, this current state of the art approach involves the 6%/0_632_ yme P PP

FCC in directly approving the transactions once the buyers] W. Lehr and J. Crowcroft, “Managing shared access to actspe

- commons,” inNew Frontiers in Dynamic Spectrum Access Networks,
?'nd sellgrs agree to some common terms of the Sfale’ resulting DySPAN 2005. First IEEE International Symposium biov. 2005, pp.
in considerable cost, overhead and delay. Besides, such a 459_444.

centralized marketplace can achieve scalability with@esfo  [4] M. Cooper, “The economics of collaborative productiorthie spectrum

larae number of participan nd hiah tran ion vol ms commons,” inNe\_N Frontiers in Dy_namic Spectr_um Access Networks,
6.1 9e u b.e 0 pa.l ticipants a d ghtra SaCt.O O.u . 0 DySPAN 2005. First IEEE International Symposium biov. 2005, pp.
via replication, which tends to be very expensive. It is flaies 379400,

to use a website such as SpecEx.com as a spectrum registry frS. Haykin, “Cognitive radio: brain-empowered wirelessmmunica-
our model, whereby sellers can advertise about their gpactr __ tions” IEEE J.Sel. A. Communvol. 23, no. 2, pp. 201-220, Sep. 2006.

. &6& Secondary markets initiative. Federal Communications Cassion.
goods and buyers can consequently search and find out about onjine]. ~ Available: http:/wireless.fcc.gov/licensjfindex.htm?job=

the deals they are interested in. Then, the potential buyers secondarymarkets _ _ _
can communicate directly with the sellers under the spekifiel”] P- Crocioni, “'Sk a”ol""'”g trading el.”ouglh;;“ak'”g Secoydma”é%tss'”
. spectrum work,"Telecommun. Poligyol. 33, no. 8, pp. 451-468, Sep.
secondary spectrum marketplace policy (formulated by the 2309. W PP P
government) by adopting an LGI controller in a decentralize [8] N. H. Minsky and V. Ungureanu, “Law-governed interactia coordi-
tA. ; nation and control mechanism for heterogeneous distribsystems,”
peer-to-peer fashion. ACM Trans. Softw. Eng. Methodplol. 9, no. 3, pp. 273-305, 2000.
[9] P. Argyroudis, T. Forde, L. Doyle, and D. O’'Mahony, “A poy}-driven
VII. CONCLUSION AND FUTURE WORK trading framework for market-based spectrum assignmentPoiicies
We have proposed an innovative Secondary spectrum mar- for Distributed Systems and Networks, 2007. POLICY '07htEidEEE

ketol h h lusi International Workshop gnjun. 2007, pp. 246—250.
etplace, where consumers can trade the exclusive acGe§SN. H. Minsky, “Law governed interaction (LGI): A distited

rights to a portion of spectrum (specified by geographic coordination and control mechanism (an introduction andfereace

; ; ; manual),” Rutgers University, Tech. Rep., Jun. 2005. [GHlin
location, frequency band and time perlod) for the payment of Available: http://www.moses.rutgers.edu/documentatiamual. pdf
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improving the overall spectrum utilization. Our model alo Interaction,” inUBICOMM ’10: Proceedings of the Fourth International

the spectrum consumers to divide and sell, transfer or lease Conference on Mobile Ubiquitous Computing, Systems, &esvand
P TechnologiesOct. 2010, pp. 247-256.

the spectrum access right§ theY_ possess allong any 0.n€[1§af Secondary spectrum marketplace law. [Online]. Avdédahbttp://winlab.
the time/space/frequency dimensions or their combination  rutgers.edutrishabh/SecondarySpectrumMarketplaceLaw.javal

Further, we have also outlined an architecture by which oldf] X- Ao and N. Minsky, “Regulated delegation in distribdt systems,”
. y in Policies for Distributed Systems and Networks, 2006. Ro#606.
secondary spectrum trading model can be augmented t0 regu- seventh IEEE International Workshop, alun. 2006, pp. 215-226.

late the transmissions of the radio devices thus, accohips [15] X. Ao, N. Minsky, and V. Ungureanu, “Formal treatment oftificate
roactive enforcement of the spectrum usage rights. Such revocation under communal access control,"Sacurity and Privacy,
P . P . 9 . g. 2001. Proceedings. 2001 IEEE Symposium 2001, pp. 116-127.
an .archlt(.acture can deter unauthorized transmissions .fr@m M. Blaze, J. Feigenbaum, J. loannidis, and A. Keromyf&¢ keynote
radio devices and reduce the overall complexity associated trust-management system version 2, IETF RFC 2704, Sep. 1999.

with licin hem for trum man ment. W@l H. Tewari and D. O'Mahony, “Real-time payments for mobile"i
policing schemes used for spectru anageme ¢ Comm. Mag.vol. 41, no. 2, pp. 126-136, Feb. 2003.

have prototyped an example based on a peer-to-peer onlif}§ specex, The Online Marketplace for Spectrum. Spectruridg®.
secondary spectrum marketplace, where buyers and sellers [Online]. Available: http://spectrumbridge.com/Prodi&#svices/search.

interact to trade exclusive access rights to a chunk of gect aspx

REFERENCES



