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ABSTRACT

Wireless Body Area Networks (WBANS) are the core of com-
ponents of future m-Health system and is playing a crucial
role in healthcare applications. A key requirement for such
applications is secure communications between body sen-
sors. This paper presents a novel key agreement scheme
which allows wireless body sensors in WBANs to share a
common key generated using wireless channel information.
Unlike traditional biometric based security approach, the
proposed key agreement does not need extra hardware, which
can secure data communications in a plug-n-play manner.

Our experimental results show that the proposed scheme is
feasible for WBANSs.

Categories and Subject Descriptors

G.4 [Mathematics of Computing]: Mathematical Soft-
ware; K.6.5 [Management of Computing and Informa-
tion System]|: Security and Protection—Authentication

General Terms
Security, Algorithms, Verification

Keywords
Wireless Body Area Networks (WBANSs), Authentication,
Wireless Channel, Security

1. INTRODUCTION

Wireless Body Area Networks (WBANS) are becoming more
and more critical with the aged tendency of global popula-
tions. Many researchers focus on the application develop-
ment of WBANSs that can provide healthcare services to in-
dividuals. In general, a WBAN system consists of implanted

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies
are not made or distributed for profit or commercial advantage and that
copies bear this notice and the full citation on the first page. To copy
otherwise, to republish, to post on servers or to redistribute to lists,
requires prior specific permission and/or a fee.

BODYNETS 2013, September 30-October 02, Boston, United States
Copyright © 2013 ICST 978-1-936968-89-3

DOI 10.4108/icst.bodynets.2013.253689

132

or on-body medical sensor and contextual sensors. These
sensors are able to measure body vital signs and motions
in a real-time manner and can forward the data to remote
servers for further processing.

Security is one of major concerns for WBAN applications.
When a sensor in a WBAN system sends out a message,
only the sensors on the same human body should be able
to decrypt the received message. One possible solution is to
pre-distribute keys before the deployment of a WBAN sys-
tem. However, the approach needs human intervention when
adding new sensors or replacing current sensors. Compared
with a dynamic key approach, the static key is more vulner-
able to the attackers. In order to overcome the limitations of
the pre-distribution key method, some researchers have pro-
posed to use biometric information of human body to secure
the wireless communications among body sensors. This ap-
proach does not need pre-distributed key, thus it can work in
a plug-n-play manner. Also, the key is randomly generated
and time-varying. It is hard for attackers to attack the key if
they do not have the same biometric information. However,
the biometric method needs extra hardware that can collect
biometrics.

In this paper, we propose a novel cryptography and authenti-
cation scheme which allows body sensors to share a common
key generated from the wireless channel between them. The
received signal strength indicator (RSSI) values are sampled
and channel feature sets are generated. The channel feature
set are used as keys to secure data communications over
wireless channels by using Improved Juels and Sudan (IJS)
algorithm.

The rest of this paper is organized as follows. Section II
describes the related works. Section III briefly introduces
wireless channel property and the Improved Juels and Su-
dan (IJS) algorithm. Section IV illustrates the system model
of the proposed channel based cryptography and authentica-
tion scheme. Section V shows experiment and performance
analysis. In Section VI, we conclude the paper, and discuss
some possible future directions.



2. RELATED WORK

One solution to support secure communication is using key
pre-distribution [4]. However, this method need human in-
tervention and it is inconvenient when adding new sensors
or replacing current ones. Using biometric information to
secure the wireless communication is promising for WBAN
applications. It does not need key pre-distribution and uses
dynamic keys. The authors in [9, 10, 12] proposed to use
ECG/EKG as a seed to generate a random key which is used
to secure the wireless channel. However, the method in [9]
needs extra hardware to collect biometric information and
has a significant communication overhead. The method in
[12] also needs extra hardware though it uses a Improved
Juels and Sudan algorithm to reduce the communication
overheads.

Recently, researchers are studying the feasibility of using the
wireless channel information to secure the communication [5,
8,1, 11, 6]. The authors in [5, 1, 11] proposed to using chan-
nel information to secure the communication between body
sensor and external users. In [8, 6], the authors proposed
to using channel information to distinguish on body and off
body sensors. Unlike them, In this paper, we propose a
channel based cryptography and authentication scheme for
WBAN applications based on 1JS algorithm, which can sig-
nificantly reduce the communication overheads. Its signifi-
cant advantage is that no extra hardware is required. We
also propose a feature generation methods that deal with
slow channel variation.

3. PRELIMINARY
3.1 Wireless Channel

In this paper, wireless channel information is used to secure
data transmission.

Two sensors in a WBAN, A and B, are able to communicate
with each other, the signal sensor A received from sensor B
and sensor B received from sensor A are presented as follows:

Yo =hpaXp+na (1)
Yp =hapXa+np (2)

respectively, in which Y4 and Yp are the signal received at
sensor A and sensor B; hap &~ hpa are the channel gain
between sensor A and sensor B; X4 and Xp are the signals
from sensor A and sensor B; na and np are the Gaussian
noises with variance 0. Because only one sensor is trans-
mitting at a time, so if there is a Eve, the signal it can receive
is

if A is transmitting

Yy — {hAEXA +ng ()

hgeXp +n’g if B is transmitting

According to the channel reciprocity, hap # har and hpa #
hpg, thus in the low noise environment, if the transmission
power levels of sensors A and B are the same and the RSSIs
at both sensor A and B are mostly identical, the RSSIs can
be used as keys to secure the wireless communication.

3.2 Fuzzy Vault and 1JS Algorithm

The Fuzzy Vault algorithm proposed in [3] locks a secret
in a vault using a set of values F' = {f1, f2,..., fn}. The
vault can be unlocked only with another set of values F' =
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{fi, f5,---, fn} which has a significant number of common
elements with set F'. In the fuzzy vault scheme, the Chaff
points can not be chosen at random. If y; = p(z;) for some
chaff points, the security of the vault is reduced. To solve
this problem, Y. Dodis et al. proposed an Improved Juels
and Sudan algorithm (IJS) [7]. In IJS algorithm, the sender
construct a unique monic polynomial using F' as roots and
sends a part of the coefficients to the receiver. The receiver
can reconstruct the polynomial only when it has a set F’
that shares significant common elements with F'.

Lock:

1. Constructing a n-th order monic polynomial p(z) =0
for all x € F.
2. Sending coefficients of p(z) from degree n — 1 to n —t.

Unlock:

1. Constructing a polynomial pp(z) using the received ¢
coefficients.

2. Evaluating ps, over F’ to get (f,pn(f})).

3. Searching for a polynomial p;(z) using Reed-Solomon
decoding.

4. Reconstruct the polynomial by p(z) = pn(z) — pi(z) if
the above searching successes.

Consider the following example that illustrates the process
of the 1JS. Let set t = 1, F = {1,3,4} and set F' = {1, 3,5},
then p(x) = [[(z—f;) = 2®—82>+192—12. The information
sending from the sender to the receiver is —8. The receiver
first constructs p, = x> — 8z, and then evaluates f over
F’ to get (1,-7), (3, —45), (5, —75). After Reed-Solomon de-
coding, it gets p; = —19x + 12 and finally reconstructs the
polynomial by p(z) = pp(z) — pi(z) = 2® — 82% + 192 — 12.

Compared with the original Fuzzy Vault Scheme, the 1JS
algorithm does not use the Chaff points to secure the in-
formation. The advantages of the 1JS algorithm over the
Fuzzy Vault scheme are: (i) it avoids an insecure problem
introduced by “non-random” Chaff points;(ii) it reduces the
transmission overheads caused by Chaff points; (iii) it re-
duces complexity of searching process from nth-order poly-
nomial to (n — t)th-order, which results in faster responding
and lower energy consumption.

4. SYSTEM DESIGN

A WBAN system contains a set of physiological and envi-
ronmental monitoring sensor nodes. These sensors are able
to collect body vital signs and contextual information at a
certain interval and send them to a highly capable device
via a multi-hop network for further processing [2]. In this
paper, we assume that all sensors in a WBAN can send data
through wireless channel. We have proposed to use wireless
channel information to secure the sensing data. The pro-
posed method has the following advantages: (i) it does not
need extra hardware and (ii) it does not need key distribu-
tion. Thus the proposed method can work on small sensors
in a plug-n-play manner.

In the proposed channel information based typography and
authentication scheme, both the sender and receiver mea-
sure the RSSI and generate feature sets. Then the channel



features F' and F’ are extracted from the sender (sensor A)
and the receiver (sensor B), respectively. At the sender,
the channel features form a secret k, which will be used
to encrypt the messages (body vital signs) that need to be
transmitted with data or general message. After the lock-
ing process of the I1JS algorithm, ¢ coefficients of the monic
polynomial are sent to the receiver, along with the encrypted
message and the Hash value based Message Authentication

Code (MAC).

At the receiver, after the receiver gets the packet, it could
recover the secret using the channel features F’ it measured
after the unlocking process of the IJS algorithm. Then it de-
crypts the encrypted message and calculates the MAC code
using the same Hash function. The results will be compared
with the received MAC to complete the authentication pre-
cess. The whole process is described in Fig. 1.

Sender:

Receiver:
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Figure 1: Channel Information based cryptography
and authentication

4.1 Key Generation

In this paper we consider the secure communication between
two sensors (sensor A and sensor B) in a WBAN system.
The first process of the proposed method is to generate se-
cure keys from the RSSI values. The process of sampling
the RSSI is as follows:

1. The sensor A initiates the sampling process by trans-
mitting packets with sequential counter values.

2. The sensor B records the RSSI values and responds to
each with a ACK packet containing the same counter
values and the RSSI.

3. The sensor A receives the ACK messages and records
the RSSI for each transmission.

In the sampling process, the paired transmission should be
close together in order to track channel variation in both
directions simultaneously. The RSSI values are recorded and
indexed as per probe counter value. The sampling process
will stop when the there are enough RSSIs to generate a
feature set.

When the sampling process stops, we generate feature set
from the RSSI values: (i) For both sensor A and sensor
B, put the RSSI values in a time order. (ii) Draw a curve
containing all the values and find all inflection points. (iii)
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Each of these inflection point index and value are quantized
and converted into a binary string and concatenated to form
a feature. (iv) The features forms a feature set. After the
above process, sensor A and sensor B will have a feature
set ' = f1,fa,...,fn and F' = f1{, f5,..., fr, respectively.
By choosing the index and value of a inflection point as a
feature, we take the advantages of the temporal variations of
the channel and ensure the security of the communication,
especially when the two sensors are under a static condition.
However, under the static conditions, the sampling will take
longer time.

4.2 Cryptography and Authentication

Suppose that sensor A wants to send a message V to sensor
B wirelessly. Firstly, two sensors initiate the sampling to
generate the feature set ' and F’. Then the feature sets are
used as a secret key to ensure the security of the wireless
communication. The process of cryptography and authenti-
cation is as follows:

Encryption:

1. At sensor A, the feature set F' is used as a secret key
to encrypt the message V, V' = Enc(V, F).

2. The feature set F' is used to construct a monic poly-
nomial by IJS algorithm.

3. Generate a MAC value using a Hash function for F
and V, O = MAC(F|V|No).
4. Send out a message containing the IDs of the sensor,

t polynomial coefficients, encrypted message and the
hash value, {IDa, IDg,V’, Ny, O}.

Decryption and Authentication:

1. Sensor B reconstruct the polynomial by F’ and the ¢
coefficients and get the feature set F'.

2. The feature set F' is used as to decrypt the message V,
V = Dec(V', F).

3. Generate a MAC value using the same Hash function
based on F and V, O' = MAC(F|V|No).

4. Authenticate the sender and the message by comparing
O and O'. If O = O’, the authentication succeeds,
otherwise the authentication fails.

Here, ID4 and IDp are the IDs of the sender and receiver,
respectively. V' represents a message that needs to be sent
out, V' denotes the encrypted message of V. The encryp-
tion methods could be any standard encryption methods,
such as RSA and DES. Ny is random number against re-
ply attacks. The Hash function used in this paper is Secure
Hash Algorithm 1 (HMAC-SHA1) [9].

S. EXPERIMENTS AND RESULTS ANALY-
SIS

We conducted experiments to investigate the performance of
the proposed channel information based cryptography and
authentication methods. In our experiments, we used Mi-
caZ motes, which runs TinyOS, operates in in the 2.4GHz,
and were deployed on human body. One mote (sensor A)
is strapped on an individual’s right arm and the other mote
(sensor B) is on the waist of the same person.



5.1 Results

We have studied the performance of the proposed method
for two scenarios: resting and walking. In the resting in-
stance, the carrier is sitting on a chair, while in the Walking
instance, the subject is walking randomly. We also put sev-
eral Eve sensor in the room to study the authentication and
security performance of the proposed algorithm.

Figure 2 shows the RSSI measured at the sender, receiver
and an eavesdropper for resting. In the first instance, the
carrier was sitting on a chair with little movement. We can
find that the RSSI are changing with time although the car-
rier does not move. When the carrier is walking, the RSSI
are changes more frequently than sitting in our experiment.

Static

RSS! (dBm)
.

) 20 40 60 80 100
Time(sec™")

Figure 2: Resting

Figure 3 shows the FAR (False Acceptance Rate) perfor-
mance respectively for different polynomial degree s and dif-
ferent tolerance ¢. As shown in Figure 3, it is observed that
for the same t, the FAR decreases when the number of secure
features s increases, and for the same s, the FAR increases
when the number of helper information ¢ is bigger.
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75 8.5
Number of secure features
Figure 3: FAR versus number of secure features

6. CONCLUSION

In this paper, we developed a method that secures communi-
cations between body sensors in a WBAN system to protect
data security and individual’s privacy. We presented a novel
key agreement scheme which allows body sensor in a WBAN
system to share a common key generated from the wireless
channel between them. The proposed algorithm does not
need key pre-distribution and extra hardware. It uses a dy-
namic key and works in a plug-n-play manner. The experi-
mental results show that the proposed scheme is feasible to
secure wireless communications in a WBAN.
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