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ABSTRACT

This paper discusses for generating realistic network traffic
for the emulated Internet [5]. For emulating entire of ele-
ments of the real Internet on our testbed, we have been try-
ing on constructing emulated inter-AS network. In this pa-
per, we explore the suitable traffic generator which is able to
emulate the real Internet traffic in the testbed. However, the
existing generators do not equip functions of generating the
realistic payloads. This paper therefore designs COSMO, a
new traffic generator, to meet with our requirements. The
key idea is to replay the real Internet traffic, rather than
making it. As an initial study, we focus on improving the
realism of the generated traffic. The paper captures pack-
ets at our monitoring point, divides the traffic trace file into
several chunks, and replays the traffic in the emulated In-
ternet. Based on the experiment, the paper provides our
preliminary evaluation and indicates the feasibility aspect
from the realism in the emulated technology.
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1. INTRODUCTION

The paper introduces COSMO, an approach for generat-
ing Internet traffic in network emulation testbeds. Recently,
testbeds become an important technology for researchers
to perform repeatable, realistic, and scalable experiments.
Our research group have developed Internet emulation tech-
niques [5], in which a testbed has a similar topology of the
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Internet, to obtain realistic experimental results. On our
emulated inter-AS network, the AS is simply emulated by
a single Quagga [8] router and network links on an experi-
mental node.

Based on the emulated Internet, we considered to generate
realistic network traffic. Our first motivation was to evalu-
ate our developed Denial of Service (DoS) defense systems,
named InterTrack [4]. DoS attacks consume the resources
of a remote host or network. On these attacks, source IP
address spoofing technique is often employed by attackers,
since it makes the traditional countermeasures difficult to
identify the true source of attack packets. InterTrack is
designed to locate the sender of the packet based on the
hash-based IP traceback technology [9].

According to Hussain et al. [6], the experimenter of the
DoS defense method needs to carefully design for a testbed
in consideration to network topology and background traffic.
For the network topology, we decided to use the emulated
Internet. Of course, it might be difficult to construct an
experimental network which has same size, same facilities,
and / or same characteristics of the real Internet. Therefore,
we had proposed to outfit subgraphs of the Internet [5] and
also proposed using Virtual Machines to increase the number
of routers in the emulated Internet [7].

This paper attempts to replay packet trace as background
traffic, rather than making it. Our prototype implementa-
tion, named COSMO, divides a packet trace file for AS-level
chunks and controls to replay them. Our experiment con-
structs the Japanese Internet topology, runs COSMO to re-
play our traffic dataset, and compares the replayed traffic
and the original one.

2. COSMO

This paper discusses to generate traffic for the emulated
Internet. The emulated Internet is an experimental environ-
ment in which each node represents an Autonomous System
(AS) to run BGP routing software; in short, all nodes will
be AS Border Routers (ASBRs) to emulate the realistic In-
ternet topology. In order to support generating Internet
traffic in this environment, the following requirements can
be considered.

1. Reality of Traffic

The generated traffic must have reality, which is sim-
ilar to the traffic in the real Internet. Some of the
existing traffic generators employ “0O-padding” to ad-
just the traffic bandwidth, but it might diminish the
realism. Such traffic would not be suitable for vali-



dating payload-based anomaly detection [1]. Further,
the characteristics in the real Internet, e.g., periodicity,
should also be reproduced.

2. Multi-point Traffic

The traffic generator must be designed for multiple
nodes, whereas the almost of traffic generators pro-
vide single-point-to-single-point traffic. Assuming if
an experimenter employs the emulated Internet and at-
tempts to observe 10 Gbps of Distributed DoS traffic.
When the traffic was transmit from network leaves (at-
tackers) to the particular network leaf (victim), the ex-
perimenter should manually adjust traffic bandwidth
for the each attacker node. For expediting his exper-
iment, the generators in the distributed environment
must be orchestrated to send traffic.

3. Manipulation of Time Scale

Imagine if an experimenter wants to generate 24 hours
of traffic. Naturally, the generator will finish when 24
hours past, however, it might be inconvenient while the
experiments always wait for 24 hours. The generator
should support fast-and-slow forward by adjusting the
interval time for packet transmission. If the traffic gen-
erator runs at double the speed, his/her experiments
will be finished in 12 hours. We call this function as
the manipulation of time scale, and traffic generators
should support it without losing the realism.

Existing traffic generators such as Harpoon [11] and D-
ITG [12] are able to create network traffic by learning traffic
patterns, but their generated payloads are lack of realism.
In comparison to the traffic generators, capturing the packet
trace in the wild and replaying it in the emulated Inter-
net make our testbed might be realistic. Unfortunately, the
current packet trace tools are designed to provide a single-
point-to-single-point traffic.

For the emulated Internet topology, our testbed orches-
trates multiple ASes to replay packet trace. Assuming if all
Internet packets are saved in the PCAP format [10]. Given
the condition, we considered the following steps for replay-
ing the packets. At first, the traffic file is divided into sev-
eral chunks by checking the source ASes. According to the
routeview dataset provided by CAIDA [2], we can obtain the
source AS from the recorded source IP address. We then lo-
cate the chunked file for the nodes in the emulated Internet.
Finally, the generator, which runs on the each node, sends
the chunked file along with the timestamp data.

For example, the source address of the packets is 130.69.x.y,
the AS number is 2501 (The University of Tokyo) by check-
ing routerview dataset and the nodes which represents AS
2501 will send the packet. If the chunked data contains the
pair of the packets (P;, P;) that were respectively recorded
at Time (t;,t;) where t; > t;, the node sends packet the P;,
waits Time (¢; — t;), and then sends the packet P;.

3. EXPERIMENTS

Based on these considerations, our study will implement a
traffic generator, which we called COSMO, for the emulated
Internet. As a first step, we developed the prototype which
attempts to meet with the requirement 1, the reality of the
generated traffic.
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In order to experiment COSMO, we constructed the em-
ulated Internet and replayed the background traffic, and fi-
nally compared the replayed traffic with the original one.

3.1 Experimental Setup

Our testbed employed the emulated Internet for network
topology. AnyBed [13] is a useful tool for constructing the
emulated Internet. It requires two configuration files. One
is the physical network configuration file which describes
testbed specific information such as hardware address of
nodes and wiring among network switches. Other one is
the logical network configuration file which describes net-
work topology. Given CAIDA’s AS Relationships Dataset
(ASRD) [3] and a Routeviews Prefix to AS mappings Dataset
(PFX2AS) [2], AnyBed can generate the network configura-
tion file in which every BGP router advertises the realistic
IP addresses. Due to the facility of the testbed, we filtered
ASes to extract a subgraph. This paper employed the re-
gion based filtering [5] and constructed the network topology
which represented Japan Internet including 469 of ASes.

For the background-traffic dataset, we obtained network
traffic dataset which was consisted of 24 hours of DNS traffic.
The amount size was roughly 9.2 GB. Of the dataset, 3.4 GB
was came from outside of Japan, 1.4 GB was our inner-AS
traffic which was sent from our AS to our AS, and the rests
were came from other ASes in Japan.

3.2 Replaying Background Traffic

This section demonstrates how COSMO works and com-
pares the network traffic with replayed one. In our testbed,
each AS node, the node represented AS in the emulated In-
ternet, replayed the dataset which has been captured in the
wild. The dataset were divided for 469 ASes which repre-
sented Japan Internet topology. Note that the testbed was
completely quarantined from the real Internet. To avoid the
damage suffered from connecting these nodes to the Inter-
net, we designed our test environment to have no Internet
access.

In order to facilitate our comparison, we created two KVM
instances. The one had the role for sending packets that
were sent from the outside of Japan. The other also had the
role for sending the inner-AS traffic. The other ASes also
replayed the traffic. In addition, our experiment employed
tepreplay [14] for sending packet trace.

Since our experiment did not modify the traffic dataset,
the almost of all packets could not reach to the destination
IP address. In this case, AS routers would send an ICMP
unreachable message to the sender. Assuming if the traffic
dataset also contained ICMP unreachable messages, it was
hard to identify that the ICMP messages were replayed or
were created by the routers. Therefore, we configured the AS
node’s firewall to allow tcpreplay to send ICMP unreachable
messages, and also configured to OSes to prohibit sending
these messages.

Given these conditions, our experiment made 468 nodes
and two additional nodes send traffic, and monitored them
at the AS node which represented our AS in the emulated
Internet. We analyzed the frequency of the number of the re-
ceived packet and the network bandwidth. Figure 1 showed
the our observation of counting the number of the packets,
where X axis denotes the course of time in seconds, Y axis
denotes the average of incoming packets, the red broken line
denotes the traffic in the wild, and the blue line denotes the



— Replay -
- Real

Vet

T T T T T
0 20000 40000 60000 80000 -20 -10 0 10 20

500 1000 1500 2000 2500 3000

Number of Packets (pps)
Coefficient of Correlation
4

0
L

Time (seconds) Lag

Figure 1: Number of re- Figure 2: TSR for number
ceived packets of packets

traffic in the emulated Internet. We also performed time-
series regression between real traffic and replayed traffic, and
the result was shown in Figure 2. We found that the maxi-
mum coefficient of correlation value was 0.999 when lag = 0.

Aside from the packet count, the traffic volume were also
similar as shown in 3 where Y axis denotes the average band-
width of traffic. The results of the time series regression was
shown in Figure 4. The maximum coefficient of correlation
value was also 0.999 when lag = 0. Accordingly, we assumed
that the replayed traffic was quite similar to the real traffic.

4. CONCLUSION

This paper proposed COSMO, to generate background
traffic in the emulated Internet. Our idea was to replay
traffic from a captured packet trace, rather than making it.
This paper also demonstrated that the packet trace file was
divided into AS-level chunks, and an AS node in the emu-
lated Internet replayed each chunk which had been sent from
the corresponding AS in the wild. The experiment showed
the replayed traffic was quite similar to the real traffic. Ac-
cordingly, we believe that our emulation technique was fea-
sible from the aspect of the realism. In our future work,
we will equip a function to meet with the rest of require-
ments. We might also consider creating the ideal network
traffic dataset. It will require capturing traffic at multiple
monitoring points and removing the duplicated packets in
the multiple packet trace files, but it is beyond the scope of
this paper.
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