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ABSTRACT
We present in this paper RENETO, a packet-level traffic
generator for OMNeT++/INET. In order to achieve realis-
tic traffic behavior, a first tool computes a model by doing
an automatic analysis of a real traffic capture. This analysis
extracts statistical distributions of different parameters of
the model (e.g., packet size, inter-arrival time). Based on
this first step, we then generate traffic in the OMNeT++
simulator corresponding to the observed behavior. Related
traffic analysis and generator often model each studied pa-
rameter as one statistical distribution, thus treating them
as statistically independent. With this work, we use the
concept of linking some parameters and making them cor-
related, in order to mimic more accurately traffic patterns
seen in reality. We apply our method to both UDP and TCP
based traffic.

Categories and Subject Descriptors
I.6 [Computing Methodologies]: Simulation and Model-
ing; C.2 [Computer Systems Organization]: Computer-
Communication Networks

General Terms
Theory, Measurement, Performance

Keywords
Network traffic generation, Network traffic modeling, Pseudo-
random number generation

1. INTRODUCTION
The goal of this work is to develop a general traffic gen-

erator able to produce realistic traffic flows, based on the
analysis of existing real traffic capture. The tool should be
able to adapt to a wide range of protocols, and reproduces
accurately traffic patterns seen in a real network at different
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Figure 1: Complete toolchain

ranges of time scales, in order to reproduce both a similar
average bandwidth and burstiness.

Behind this general challenge lie three fundamental prob-
lems. First, we have to define a model able to represent
the characteristics of different protocols in a straightforward
way. We base this model on the following hierarchy: user,
session, connection, and packet level. Second, we need a
way to extract values for those different layers from a real
traffic capture. We designed a tool for doing this analysis
in an automatic way, which records the statistical distribu-
tion of the various parameters of the model. Lastly, we have
to reproduce those different layers in a network simulator,
and generate flows which follow the statistical distributions
recorded from the original capture.

In this paper, we present the design, implementation and
evaluation of RENETO, a Realistic Network Traffic gener-
ator for OMNeT++ [2], which statistically reproduce net-
work flows. While related work often represents and gen-
erates the different parameters of the model as statistically
independent variables, the contribution of this paper is to
propose a model which adds correlation between some pa-
rameters of the model. Such technique is useful to capture
patterns which can be seen in different protocols with bursty
behavior. RENETO was designed to work with any proto-
col on top of UDP or TCP and may be extended to other
protocols in the future. The complete toolchain of our traf-
fic generator is represented in Figure 1 with the two tools
developed for this generator.

This traffic generator was developed in order to simulate
realistic traffic loads to serve as input for studying appro-
priate scheduling policies in Ethernet switches. Although it
was not designed for applications such as anomaly detection,
protocol detection and categorization, the underlying model
can also be used for a wide range of higher level studies, and
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is not limited to the chosen network simulator.
This work is structured as follows. In Section 2, we present

similar research studies. Section 3 details the model, its pa-
rameters, and how to extract values from a network capture.
With Section 4, we present the design of the traffic generator
developed for OMNeT++. In Section 5, we made an eval-
uation of the different parts of the toolchain, and compare
measures on original captures with measures on synthetic
traffic. Finally, Section 6 summarizes and concludes our
work, and gives an overview of future improvements.

2. RELATED WORK
While generating traffic flows in a simulator is generally

not difficult in itself, making it realistic is challenging. The
problem of characterizing, modeling and generating network
load in simulations is a core challenge when doing perfor-
mance evaluations in simulators.

Work has already been performed on this problem on dif-
ferent simulators, but with focus on a certain type of traffic,
like the generation of web traffic (HTTP) in SURGE [5]
or HttpTools [10] for OMNeT++, or also the generation of
synthetic multimedia flows in OMNeT++ for VoIP [6].

While such tools are useful for evaluating specific use
cases, research was done on more generic tools, working
with wider range of applications. For instance tools such as
Swing [16] or Tmix [8] are able to analyze network capture
with TCP-based protocols and generate according traffic.

The idea of correlating parameters of the model was al-
ready used in the extended version of LiTGen [15], which
focused on TCP traffic. The results of their study was that
correlating the packet size and the inter-arrival time of pack-
ets was beneficial to synthesize realistic traffic. We use this
concept for our own work and extend it to UDP traffic.

3. TRAFFIC MODEL
We present in this section the structural model which was

developed for RENETO, as well as the tool RENETO Trace
Analyzer, which extract such model based on a network cap-
ture.

3.1 General description
A structural model was developed for RENETO taking

into account the different layers of the protocol stack. The
structure presented here is similar to the work done in [14,
15, 16], where individual packets are grouped into sessions
and flows. Our model is made on the analysis of the layer
4 payload of the packets. This means that for TCP based
protocols, we will focus on TCP messages, and not the un-
derlying mechanisms of TCP flow control algorithms. The
task of modeling TCP is delegated to the TCP models pro-
vided by INET [1].

For each studied protocol, the four following layers are
used in RENETO:

Packet layer: We distinguish here two cases, depending
on the layer 4 protocol of the studied application. In case of
UDP based flows, we characterize the layer 4 payload size
distribution of each frame in each way for a bidirectional
communication, with the variable reqSize for requests, and
respSize for responses. We characterize the distribution of
inter-arrival time between packets with the variables Ireq for
requests, and Iresp for responses in case the connection uses
more than one request/response exchange.

In case of TCP based flows, the notion of individual packet
size (Ethernet frame size) is not present in our model, as it
highly depends on the flavor of TCP used, as well as the
condition of the network on which the trace was made. Re-
garding packet size, we do not look at individual packets like
for UDP, but we group TCP segments together to form a
layer 7 message or object. The length of this layer 7 mes-
sage will define the reqSize and respSize variables. We also
characterize the think time after reception of a message, with
the variable Ireq for the client side, and Iresp for the server
side.

Flow layer: Because our approach is focused on TCP and
UDP traffic, we define a traffic flow as a sequence of packets
having the following unique parameters for a certain time:
source and destination IP address, layer 4 protocol (TCP
or UDP), source and destination layer 4 ports. By permut-
ing source and destination, we capture both directions of
a flow (when applicable). This definition fits both cases of
streaming, where a server sends packets without expecting
any reply or acknowledgments, and requests-responses be-
tween a client and server.

We characterize the distribution of number of request-
responses pairs occurring in a flow (for bi-directional flows),
with the variable Npairs. We record also in this layer, the
transport layer (TCP or UDP) which was used.

Session layer: We define a session as a group of flows oc-
curring around the same active period initiated by the same
source. Between those sessions are inactive periods. This is
similar to the notion of RRE (Request/Response Exchanges)
used in Swing [16] and also described as an important part
of the model used in [14]. We characterize the distribution
of the number of flows per session with the variable Nflow,
as well as the distribution of time between the start of two
flows with the variable Iflow.

User layer: Finally we define a user as the agent starting
the different sessions. Similarly to the session layer, we char-
acterize the distribution of the number of sessions initiated
by a user with the variable Nsession and the distribution
of time between the start of two sessions with the variable
Isession.

We identify single users by their IP address. While this
definition can be accepted for private networks, it does not
fit completely with the Internet of today, where multiple
users can be behind a single public IP address. When mak-
ing a network capture and analyzing it, such point has to be
kept in mind.

A summary of the model is given in Table 1. The param-
eters Ireq and reqSize are also recorded using a bivariate
distribution, as well as the parameters Iresp and respSize.
We did not use the correlation of other parameters at this
step of our work.

In order to have a quick overview of how the structural
model works, we take here the example of a user browsing
a website (HTTP protocol). Events in the user layer of our
model will typically correspond to user actions such as clicks
on links. We record it in the user layer: number of events
(such as a click) and time between events (such as time to
read a page). When the browser loads web pages, differ-
ent requests are made around the same time to first fetch
the HTML page, and then other resources present on the
page, such as images or scripts. The session layer records
those requests: number and time between requests. As each
request is an individual flow, we record the number of ex-
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Layer Variable Description

UDP
Packet

reqSize Packet size of requests
respSize Packet size of responses
Ireq Inter-arrival time of requests
Iresp Inter-arrival time of responses

TCP
Packet

reqSize Message size of requests
respSize Message size of responses
Ireq Think time before request
Iresp Think time before response

Flow Npairs Number of request-responses pairs

Session
Nflow Number of flows
Iflow Time between start of flows

User
Nsession Number of sessions
Isession Time between start of sessions

Table 1: Summary of the model

changes, which in case of HTTP is 1 or more, as well as
the time between those exchanges (processing time of the
response). Finally, we look at the message size (as HTTP is
based on TCP): less than 10 kb for an HTTP GET request,
and around 500 kb in case the server answers with a small
image (which would fit into multiple TCP segments).

3.2 Trace analysis and parameters
In order to produce realistic traffic, we use publicly avail-

able captures or network captures made on testbeds. Our
approach focuses on the analysis of full packet captures for
a given link, typically using the PCAP file format, giving us
the ability to investigate the application layer, which pro-
vides us with more information on a flow than other capture
methods such as NetFlow.

The first step for treating the capture is to assign each
packet to a traffic flow. For UDP and TCP traffic, a first
base is to use IP addresses, port numbers of the transport
layer, as well as the timestamp of the packets. In case of
TCP, the use of the TCP flags and sequence number is also
taken into account, and the end of a flow can be clearly
defined. This step is delegated to the library libflowman-
ager [17], which also handles reordering of out-of-order TCP
packets. One difficulty of bi-directional flows characteriza-
tion is to determine the server and the client side in case the
capture does not contain all the packets of the flows. This
was solved by some heuristic function based on TCP flags
and use of ephemeral port numbers which works in most
cases.

The second step is to assign each flow to a certain applica-
tion class. This means determining which application layer
protocol is used for each flow. Because automatic classifica-
tion and deep packet inspection isn’t the main focus of this
work, we based our tool on the existing packet inspection
library libprotoident [18]. This library bases its approach
on the analysis of the first four bytes of the packet payload
(application layer) observed in each direction, as well as the
packet size. The library is advertised to support more than
200 application protocols based on TCP or UDP. In case a
protocol isn’t identified, we use the destination port number
and the transport layer name to classify applications as a
fallback scheme.

Once flows are classified, the last step is to build and pop-

ulate for each application the RENETO structural model
previously presented. For this first version of our tool, we
decided to use the Empirical Cumulative Distribution Func-
tion (Empirical CDF or ECDF) for representing each pa-
rameter previously characterized. The empirical cumulative
distribution function Fn

X(t) of the (x1, . . . , xn) variates of X
is defined as:

Fn
X(t) =

1

n

n∑
i=1

1{xi ≤ t} (1)

with 1{x} the indicator function, which returns 1 if x is true
and 0 otherwise.

When the analysis is finished, each parameter of the model
is then saved in an XML file. We approximate the inverse
of the ECDF by evaluating it at equi-distributed points ac-
cording to Algorithm 1. We define expV alues as an array
storing the experimental values, and NS the number of in-
tervals we wish to have. NS will determine the precision of
the generated number compared to the original distribution.
The default value of NS in the tool is 100. We study in Sec-
tion 5 the impact of NS on the accuracy of the generated
numbers.

We choose to record the inverse of the ECDF because of
the method we used for the random-number generation de-
scribed in Section 4.1, which involves the inverse transform
sampling method.

Algorithm 1 Inverse empirical cumulative distribution

1: function buildAndSampleIECDF(expV alues, NS)
. Applies only if NS ≤ length(expV alues)

2: iecdf ← newArray()
3: sort(expV alues)
4: n ← length(expV alues)
5: iecdf.insert(expV alues[0])
6: count ← 1
7: i← 1
8: while i ≤ n do
9: a← floor((i ·NS)/n)

10: if a = count then
11: iecdf.insert(expV alues[i])
12: count← count+ 1
13: end if
14: i← i+ 1
15: end while
16: iecdf.insert(expV alues[n− 1])
17: return iecdf
18: end function

We described before that our model includes two corre-
lated variables (packet size and inter-arrival time), which
means that we need a bivariate CDF. We reduce this bi-
variate problem to two univariate problems by using the
conditional distribution method. This is summarized in the
following equation, where X1 and X2 are the two variables
to record:

Fn
X1,X2

(t) = Fn
X1

(t) · Fn
X2|X1

(t)

= Fn
X2

(t) · Fn
X1|X2

(t)
(2)

By using such decomposition, we are able to record the first
parameter (X1) using the function described in Algorithm 1,
and then we can record the second parameter using multiple
ECDF indexed by the values of X1. We also perform the
same decomposition by using X2 as the first parameter.

While this method for storing and generating correlated
random number proved to be working well in our tests with
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limited values of X1, it is a point of improvement for future
versions of RENETO.

At this point of our research we consider the parameters
of our model to be stationary. In other words, this means
the method explained here isn’t well suited for live capture
where the parameters may vary between the different times
of the day.

3.3 RENETO XML-based file format
Because our approach is based on two distinct tools, we

need an exchange file format between the two tools, which
was based on Extensible Markup Language (XML).

The XML description of a RENETO traffic model al-
ways starts with the tag <reneto_model> and is ended by
</reneto_model>. For each parameter presented in Table
1, we define a tag and save the inverse of the empirical dis-
tribution function of the parameter.

We present here the format used:

<?xml version="1.0"?>
<reneto_model ...>

<numSession>...</numSession>
<interSession>...</interSession>
<numFlow>...</numFlow>
<interFlow>...</interFlow>
<numPairs>...</numPairs>
<reqSize>...</reqSize>
<respSize>...</respSize>
<interReq>...</interReq>
<interResp>...</interResp>
<reqSize_interReq>...</reqSize_interReq>
<respSize_interResp>...</respSize_interResp>

</reneto_model>

4. TRAFFIC GENERATOR
We describe in this section the modules which were de-

veloped for generating traffic in OMNeT++ as well as some
underlying points for generating traffic.

4.1 Random number generation
In Monte Carlo simulations, random number generation

is a core principle. Our goal here is to generate pseudo-
random numbers following the same statistical distribution
than the recorded parameters by RENETO Trace Analyzer.
Some key requirements for this pseudo-random number gen-
erator are: produce values which pass tests for randomness,
be based on a seed in order to be able to reproduce the ex-
periments, and have a low complexity as it will be used often
in the context of simulation.

As stated before, each parameter is recorded using the
inverse of the empirical cumulative distribution (IECDF).
One advantage of representing the distributions as cumu-
lative distribution function is the possibility to use the in-
verse transform sampling method [7, Section 2.2] for generat-
ing random numbers following the same initial distribution.
Figure 2 shows the basic principle of the inverse transform
sampling method: we generate a random number u from a
standard uniform distribution in the interval [0, 1], and we
find the value xgen such that ecdf(xgen) = u. The inverse
transform sampling method transforms a uniform random
number generator into a non-uniform random number gen-
erator.

The major drawback of this method for generating non-
uniform random variates is that we need to know the in-
verse of the CDF. In our case, we sampled the inverse of

1

0
xmin xmax

u

ecdf(x)

x
xgen

Figure 2: Inverse transform sampling method ap-
plied to a discrete distribution

the ECDF at several equidistant points as explained in Al-
gorithm 1. We then use one of the algorithms described in
Algorithm 2 to generate pseudo-random numbers. In effect,
the algorithm only accesses the IECDF table and returns the
retrieved value, with piecewise constant interpolation by de-
fault, or linear interpolation if needed, making it an efficient
algorithm.

Algorithm 2 Inverse transform sampling algorithm

1: function getVariate(iecdf)
. Version with piecewise constant interpolation (Default)

2: u← randomUniformNumber(0, 1)
3: i← floor(u ·NS)
4: return iecdf [i]
5: end function

6: function getVariate(iecdf)
. Version with a linear interpolation

7: u← randomUniformNumber(0, 1)
8: i← floor(u ·NS)
9: if i = NS then

10: return iecdf [i]
11: end if
12: return iecdf [i] + (iecdf [i+ 1]− iecdf [i]) · u · (NS − i)
13: end function

We will detail in Section 5.2 if other interpolation method
of the inverse of the ECDF would be more beneficial to our
generator than the method we used here.

We used the pseudo-random generator provided by OM-
NeT++ as our source for uniformly distributed random num-
bers, which by default is the commonly used MT19937 [12]
Uniform Pseudo-Random Number Generator. This pseudo-
random number generator has a period of 2199317 − 1 and is
as fast or faster than the rand function from ANSI C, which
makes it suitable for Monte Carlo simulations. We used the
default seeds provided by OMNeT++ for this generator.

4.2 Packet generation process
In order to generate packets, we follow the same pro-

cess defined for the trace analysis in Section 3.2, but in
the reverse order. More precisely for the client side, we
start by simulating the user layer, which instantiates ses-
sions, and the session layer then instantiates the flows. This
process is presented in Algorithm 3. The function getVari-
ate(model.X) corresponds here to the generation of a sam-
ple of the parameter X of the model, using the method de-
scribed in Section 4.1.

The last step is to generate the packets. This task is han-
dled by the flow and packet layers, which send the packets
to the UDP layer, respectively TCP layer, as presented in
Algorithm 4, respectively Algorithm 5.
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Algorithm 3 Simulation of user and session layers

User layer
1: function simulateUser(model)
2: numSession← getVariate(model.Nsession)
3: t← getCurrentSimulationTime()
4: while numSession > 0 do
5: At time t call simulateSession(model)
6: t← t + getVariate(model.Isession)
7: numSession← numSession− 1
8: end while
9: end function

Session layer
10: function simulateSession(model)
11: numFlow ← getVariate(model.Nflow)
12: t← getCurrentSimulationTime()
13: while numFlow > 0 do
14: At time t call simulateFlow(model)
15: t← t + getVariate(model.Iflow)
16: numFlow ← numFlow − 1
17: end while
18: end function

Algorithm 4 Simulation of flow and packet layers : UDP

1: function simulateFlow(model)
2: numPairs← getVariate(model.Npairs)
3: t← getCurrentSimulationTime()
4: while numPairs > 0 do
5: packetSize← getVariate(model.reqSize)
6: At time t emit packet with size packetSize
7: t← t + getVariate(model.Ireq |packetSize)
8: numPairs← numPairs− 1
9: end while

10: end function

Algorithm 5 Simulation of flow and packet layers : TCP

1: function simulateFlow(model)
2: numPairs← getVariate(model.Npairs)
3: while numPairs > 0 do
4: packetSize← getVariate(model.reqSize)
5: Emit packet with size packetSize
6: Wait for reply from the server
7: numPairs← numPairs− 1
8: if numPairs > 0 then
9: Wait for getVariate(model.Ireq |packetSize)

10: end if
11: end while
12: end function

We presented in Algorithm 4, respectively Algorithm 5,
the version of our algorithm with the correlation between
packet size and inter-arrival time as shown on line 7, respec-
tively line 9.

In our model definition, the server side corresponds to the
entity replying to requests from clients. In other words, the
server waits for request messages and responds with reply
messages. This means that only the packet and flow layer is
simulated on the server side, with algorithms similar to the
ones presented for the client side.

4.3 OMNeT++ modules
The target simulator of RENETO is OMNeT++ [2], and

its framework INET [1] which contains models for several
protocols commonly found in a network. For our target
application we focus on the following models provided by
INET: Ethernet, IP, ARP, UDP and TCP.

One client module and one server module is available

Figure 3: Screenshot of the OMNeT++ StandardHost

model with 2 TCP and 3 UDP RENETO applica-
tions

for TCP, respectively UDP. They implement the ITCPApp
module interface, respectively IUDPApp module interface,
defined in INET, making them compatible with the TCP,
respectively UDP, stack of INET.

An example of such model is presented on Figure 3, where
we used the StandardHost model and attached TCP and
UDP applications.

5. EVALUATION AND VALIDATION
We evaluated our tool on two common public traces for

reproducibility and comparison purpose. We also used one
of our own traces to demonstrate the capabilities of our tool
with UDP traffic, which correspond to an industrial use case.

We used the LBNL-FTP-PKT trace [13] as a first bench-
mark for our tool. This trace is composed of more than 3
million anonymized packets of FTP control request and re-
sponses (no data transfer). All packet information is avail-
able (also data) such that the packet inspection and protocol
classification library can be used.

The second trace which was used is the 3-day ACM SIG-
COMM’01 conference capture [4] composed of more than 16
million packets. In this capture, packets were truncated to
record only up to the transport layer and exclude all applica-
tion layer for anonymization purpose. For this case, packet
classification is based on port numbers.

Finally, the last trace used for this evaluation is a trace of
SNMP traffic made on our own testbed. It is composed of
1426 packets.

5.1 RENETO Trace Analyzer

Packet classification.
As we know exactly what is in the LBNL-FTP-PKT trace

(FTP control packets), we are able to evaluate if the pro-
tocol identification library chosen for this tool is efficient
and correct. Table 2 gives the result of the tool for the
LBNL-FTP-PKT trace. As we can see less than 1% of the
packets were misclassified. Some packets with a server port
of 21 couldn’t be identified and others were misclassified as
SMTP, because FTP and SMTP share some commands and
reply codes. A misclassified flow can be linked to a flow
which has been cut due to the start or the end of the cap-
ture in the middle of the flow.
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Protocol Number of packets Expected

FTP Control 3231941 (99.0%) 100%
SMTP 4549 (0.14%) 0%
TCP Port 21 27462 (0.84%) 0%

Table 2: Packet classification result of LBNL-FTP-
PKT trace

Trace Number of packets Execution

SNMP 1.426 0.05 s
LBNL-FTP-PKT 3.264.050 34.5 s
SIGCOMM’01 16.329.537 195.3 s

Table 3: CPU execution time of RENETO Trace
Analyzer

For the second trace, as packets were truncated to remove
all layers above layer 4, no protocol identification could be
used. Instead, as a first idea for packet classification, we
used the server port number. 2227 different server ports
were reported by our tool.

For our last trace, SNMP was correctly identified for all
the packets by the protocol identification library.

Execution time.
The CPU execution time was measured on a computer

equipped with an Intel Core2Duo E8400 at 3 GHz. It is
summarized in Table 3. As we can see, the execution time
is almost linear in the number of packets.

5.2 Pseudo random number generation
As the pseudo-random number generator is a core element

for the generation of network traffic, we evaluate it here and
also look at the number of intervals NS needed to achieve a
good precision.

Continuous distributions.
We use the u-error as recommended in [9] for evaluating

our pseudo random number generator, which is defined as:

εu(u) = |u− F (G−1(u))| (3)

for u ∈ [0, 1], with F the cumulative distribution function,
and G−1 the approximation of the inverse cumulative dis-
tribution function. We can see that if G−1 = F−1, we will
get an error εu = 0 ∀u ∈ [0, 1].

We used the math library of boost1 for performing our
tests, which provides a direct access to the CDF and the
inverse CDF of a wide range of well-known distributions. We
first evaluated the precision of the CDF and ICDF functions
by using the u-error previously described in Equation 3, with
G−1 = F−1. Results showed an u-error below 10−15 for the
tested distributions.

We then evaluated our method for generating pseudo-
random numbers based on a simple linear interpolation. We
directly filled the internal IECDF table of our generator with
evaluated values of the exact ICDF values provided by the
library. We can then evaluate how many samples are neces-
sary in order to reach a certain maximal u-error. We eval-
uated the u-error in 1000 different points chosen randomly

1http://www.boost.org/libs/math/
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Figure 5: u-error for NS = 50 (top) and NS = 250
(bottom)

according to a uniform distribution and stored the maximal
value of u-error. Results are presented in Figure 4 in case
of a normal distribution. Results for other distributions are
similar.

We then evaluated the complete toolchain of our pseudo-
random number generator, namely generate observations
from a known distribution, store them in our generator, and
generating pseudo-random numbers based on those obser-
vations. The observations are generated using the inverse
transform method with the exact ICDF provided by the li-
brary boost.

We evaluate the u-error in 1000 uniformly distributed
points in the u-scale, as presented in Figure 5, with a num-
ber of sample NS of 50 and 250. A normal distribution was
used for generating those plots. As we can see on the figure,
with a small number of sample NS the tails of the distribu-
tion, where u is near 0 and 1, have a larger error than the
middle, due to the linear interpolation which does not fit the
tails of a normal distribution. Such pitfall is to be expected
because we sampled the IECDF curve with a fixed interval
size.

Finally, we evaluated the number of sample NS needed
for reaching a maximal u-error as presented in Figure 6. We
can see that we reach a similar accuracy than for Figure 4
for NS < 500 and we reach a minimal achievable error of
10−3 for the NS ≥ 500.

Discrete distributions.
Because of the discontinuities in the CDF of discrete dis-

tributions, the u-error previously used cannot be reused as
it is for measuring the error in discrete distributions. We
modify the u-error and introduce here the ud-error εud which
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Figure 6: Number of samples NS needed for achiev-
ing a maximal u-error using observations of the dis-
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Figure 7: ud-error for NS = 100

applies to discrete distribution with the following equation:

εud = |F (F−1(u))− F (G−1(u))| (4)

We evaluated the ud-error with a binomial distribution.
Results are presented on Figure 7, where we can see that
errors happen around the discontinuity points, while for the
rest the error is exactly 0. This result can be explained
by the fact that we used here regular intervals to sample
the curve, and not variable intervals which could match the
discontinuity points.

Finally, we made a comparison between different interpo-
lation methods to see if the method we chose was relevant
enough, using confidence intervals as presented in [11, Chap.
10]. This method is similar to the evaluation of the absolute
x-error εx presented by the authors of [9] and defined as:

εx = |F−1(u)−G−1(u)| (5)

We used here the distribution of request message size from
the LNBL-FTP-PKT trace, which can be seen in Figure 9,
and the interpolation methods provided by GNU-R. Like
for the u-error, we evaluated the generated number from
the inverse transform sampling method in 1000 uniformly
distributed points in the u-scale, using 3 different size of
samples NS . Results are presented on 8.

The use of a piecewise constant interpolation brings better
results than other interpolation method as the difference is
around 0 for the evaluated NS values. This result confirms
our choice for a piecewise constant interpolation for discrete
distributions.

5.3 RENETO Traffic Generator
For this evaluation, we generate traffic between a certain

number of clients, and one server. Each client is directly
connected to the server with an 100 Mbits/s Ethernet con-
nection.

Generation of FTP Control traffic.
For this part, we generated traffic according to the FTP

Control model extracted from the LNBL-FTP-PKT trace
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Gnu−R Spline
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Figure 8: Comparison of interpolation function for
a discrete distribution
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Figure 10: Result of a two sample Kolmogorov-
Smirnov test between original trace and simulation
with 10 simulation runs

and 50 clients were simulated.
Figure 9 presents the different parameters of the model

using the Empirical Cumulative Distribution Function as a
representation. On the same plots, we have the model of
the original capture (plain line), as well as the model of the
simulation (dashed line).

With a first visual verification, we can see that the sim-
ulation reproduces accurately the parameters recorded by
the analysis tool. We performed a two sample Kolmogorov-
Smirnov test for each parameter, which is a two-sided test
for the null hypothesis that the two cumulative distribution
functions are drawn from the same continuous distribution.
Results are presented in Figure 10 with different simulation
runs, meaning that the pseudo-random number generator
has a different seed at each run. We can see from the p
value and with a significance level of α = 0.05, that the
difference between the model and the simulation is not sig-
nificant enough to say that they have a different distribution,
except for the Iresp and Ireq parameters which are highly de-
pendent on where the trace is made on the network as our
model does not account the topology of the original trace.

Generation of SNMP traffic.
For this part, we generated SNMP traffic according to the

SNMP model extracted from our own trace. This trace has
the advantage of containing some patterns regarding packet
size and inter-arrival time. We show on Figure 11 this corre-
lation between packet size and inter-arrival time, where we
see the benefit of this introduced correlation for the simula-
tion. Generating packets in the lower-right part of the plot
(large packets with a small inter-arrival time) would gener-
ate more bandwidth utilization than in the original capture.

Finally we also investigated the ability of our model to
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Figure 11: Correlation between inter-arrival time
and packet size for the SNMP trace

reproduce Long-Range Dependence or Self-Similarity found
in the initial trace. We used the Logscale Diagram Estimate
or LDE, as presented in [3], based on discrete wavelet trans-
form. This tool was used to match the packet arrival time
series. We use it as a comparison tool between the original
capture, and the simulated traffic.

By performing a linear regression on the curve, we com-
pute the scaling exponent α. The analysis of the original
traffic resulted of an α = 2.25, which suggests self-similar
traffic as α is greater than 1.

The LDE of the capture and the 10 runs of the simulation
is presented on Figure 12. Each simulation run corresponds
to a different seed for the pseudo-random number generator.
We can see from the plot that the seed has a limited influence
on the variance.

As exposed in the Figure 11, we separated here the plots to
see if the use of the correlation between parameters improves
the quality of the simulated traffic regarding self-similarity.
We can see that the use of the correlation brings more pre-
cision to the simulation than without.

6. CONCLUSION AND FUTURE WORK
We presented in this paper RENETO, a Realistic Network

Traffic generator for OMNeT++/INET, along with the two
tools which form RENETO.

We developed a structural traffic model which is based on
four layers: packets, flows, sessions and users. Our method is
based on the analysis of a traffic capture, where the param-

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

l

20

25

30

35

20

25

30

35

w
/ C

o
rre

la
tio

n
w

/o
 C

o
rre

la
tio

n

2 4 6

Octave j

lo
g

2
(V

a
ri
a
n

c
e

j)

type

Original

Simulations

Figure 12: Logscale Diagram Estimate of the origi-
nal traffic and the generated traffic in case of SNMP

eters of our model are recorded using their empirical cumu-
lative distribution. Based on this analysis our OMNeT++
modules are able to reproduce traffic which will follow the
distributions previously recorded.

Our tools were evaluated in this paper against three cap-
tures and we created two types of synthetic traffic: FTP
Control and SNMP. We showed that the generated traffic
was comparable to the traffic of the original capture. We
also evaluated the internal pseudo-random number genera-
tor in order to see if it was suitable for our use-case.

We showed the benefit of the correlation between packet
size and inter-arrival time on UDP traffic. Models devel-
oped with this tool will serve as a base for future studies
on scheduling and buffer utilization in switches, which will
require realistic traffic models.
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