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Abstract

Social computing and online communities are changing the fundamental way people share information and
communicate with each other. Social computing focuses on how users may have more autonomy to express their
ideas and participate in social exchanges in various ways, one of which may be peer-to-peer (P2P) file sharing.
Given the greater risk of opportunistic behavior by malicious or criminal communities in P2P networks, it is crucial
to understand the factors that affect individual’s use of P2P file sharing software. In this paper, we develop and

empirically test a research model that includes trust beliefs and perceived risks as two major antecedent beliefs to
the usage intention. Six trust antecedents are assessed including knowledge-based trust, cognitive trust, and both
organizational and peer-network factors of institutional trust. Our preliminary results show general support for the
model and offer some important implications for software vendors in P2P sharing industry and regulatory bodies.
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1. Introduction [2]. In terms of social structure, individuals increasingly
take cues from one another rather than from public or
private organizations such as corporations, media, reli-
gion, and political institutions. Charron et a/. [4] point
to several important tenets driven by the social comput-
ing: innovation shift from top-down to bottom-up; value
shift from ownership to experience; power shift from
institutions to communities. In terms of IT develop-
ments, social computing seeks to improve social software
that can facilitate interaction either between groups or
individuals and computing tools.

The above-mentioned innovation, value, and power shift
from organizations (which represent an identifiable and
law-bound entity) to communities informs also a shift in
risk and trust perceptions and their importance to the com-
munity members. As Parameswaran and Whinston [1]
pointed out, social computing platforms empower ‘indi-
vidual users with relatively low technological sophistication
in using the Web to manifest their creativity, engage in
social interaction, contribute their expertise, share content,
collectively build new tools, and disseminate information
*Corresponding author. Email: li@mnstate.edu and propaganda’ (p. 763). In these platforms users
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New applications and services that facilitate user collective
action and social interaction with rich data exchange have
been driving a dramatic evolution of the Web [1, 2].
Examples include blogs, wikis, social bookmarking,
user-driven ratings, peer-to-peer (P2P) networks, photo
and video sharing communities, and online social net-
works. In the literature, these applications or services have
been variously referred to as social computing, which
reflects the increased role of computing in social struc-
tures, in empowering individual users and communities
and not just institutions [1, 3]. Social computing plat-
forms share several features that differentiate them from
traditional organizational computing and content shar-
ing. Specifically, these platforms tend to be decentralized,
dynamic, and flexibly structured in terms of how informa-
tion is gathered and distributed [1, 3].

Social computing is seen as having a profound impact
on the global economy both through impacting the social
structure [4] and the technology development as a whole
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routinely engage with a large number of user communities
with whom they have little or no prior interaction. This
exposes users to an even greater risk of opportunistic behav-
ior by malicious or criminal communities that can make use
of the anonymity, fault tolerance, robustness, and low cost
of online communities to build platforms for illegitimate
interaction, communication, and data exploration [1].
Given that users face realistic concerns pertaining to social
computing, we seek in this paper to understand what steps
can be taken to increase users’ trust perceptions and reduce
their risk perceptions so as to encourage legitimate interac-
tions in social computing platforms.

Trust is a crucial enabling factor in relations where there
are uncertainty, interdependence, risk, and fear of oppor-
tunism [5, 6]. Little is known, however, regarding how
trust beliefs are formed and developed in terms of using
social computing applications, and what individual, organi-
zational, and community factors influence the trust
formation. Following the conceptual and integrative devel-
opment of trust in the field of Information Systems, we
develop and empirically test a research model that incorpo-
rates multiple, interrelated factors contributing to the for-
mation of trust beliefs in the context of P2P networks. With
specific reference to P2P networks as a social computing
platform, such environment facilitates the development
of communities through the creation of ‘architectures that
allow peer-wise communication and social action’. In
developing the research model, we identify new trust-
building mechanisms, namely peer-network situational
normality and peer-network structural assurances. These
peer-network structures would be especially suited for net-
work-based virtual community such as P2P networks, con-
stituted by individuals with unstructured and non-static
relationships, interacting together in a community [7].

Moreover, it has been noted that the openness of P2P
networks that renders them advantageous can also be a
liability in terms of attack vulnerability [8]. Given these
potential liabilities, ‘in the social platforms, reputation
and trust will be key determinants’ in their usage
[1, p. 774]. Such concerns certainly support the study
of trust and perceived risk in P2P networks. In current
research, we developed a trust-risk model and empirically
tested our model with a survey of 136 experienced and
voluntary P2P users in a large university in Singapore.
By rigorously specifying the antecedents of trust beliefs,
our objective is to conceptually clarify and verify the mul-
tiple factors that inform trust formation in social comput-
ing context. In what follows, we first describe the
theoretical foundation that guides the development of
the research model. Then we develop the research
hypotheses that identify factors included in the process
wherein individuals form trusting beliefs. This is followed
by the research methodology and findings. The paper
concludes with a discussion of the results, the practical
and theoretical implications of the findings, and direc-
tions for future research.
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2. Theoretical foundation and research
hypotheses

2.1. P2P networks

Peer-to-peer (P2P) networks consist of nodes communi-
cating directly for the purpose of exchanging content
files, with no centralized governing node [9]. Each partic-
ipant in the P2P network can behave either as a client,
receiving files, or as a server, sending files, or both [see
8 for a review]. Users need to run specific P2P sharing
software on their local computers in order to participate
in the P2P network. P2P sharing software, in this study,
is defined as an application running P2P sharing technol-
ogy dedicated for searching, downloading, and sharing
digital resources among peer users (peers), such as file
sharing software like Gnutella and KaZaA, and CPU shar-
ing software like SETI@home. While the term P2P is
widely associated with sharing of music and movies that
often involve copyright violations, its scope is far wider
which can be used to exchange any digitized content
[8]. Parameswaran and Whinston view P2P software as
‘social software taken to the extreme, bypassing limita-
tions of the browser interface and the DNS (Domain
Name System) addressing, radically decentralized, and
relying almost exclusively on collective action by users at
the edge’ (p. 765).

Given the current existence of various uncertainties in
P2P sharing such as resource piracy [ 10], computer attack
by malicious peers [11], and privacy invasion [12-14], it
is crucial to understand the factors that will affect individ-
ual’s usage of P2P sharing. In this study, we only focus on
examining the voluntary use of P2P sharing software, free
of charge. Non-voluntary use of P2P sharing often hap-
pens within organizations and such a case is not the focus
of current research. Furthermore, we focus on those P2P
sharing networks where all peers are equal and anony-
mous' [12], without central administrators or power
peers who have the capability to control other peers.
Throughout the rest of the paper, we use the following
terms: resources referring to files or computer hardware
being shared out; resources download referring to retriev-
ing resources from other users’ computer over the Inter-
net; sharing resources referring to allowing others to access
and download the shared resources; vendor referring to
the producer of P2P sharing software; peer is used in
exchange with the term user; peer network, or P2P sharing

"Reiter and Rubin (1999) conceptualized three degrees of
anonymity: (i) type, which states sender or receiver anonymity;
(ii) adversary, or who is trying to break the anonymity, and (iii)
degree, which may range from absolute privacy (imperceptible
presence) to possible innocence, to exposed (to the adversary),
to provably exposed (to others). In P2P sharing, peer anonymity
is referred to as a peer’s identity hidden from other peers (type),
but with the possibility of being exposed to a malicious peer
(adversary and degree).
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network, is the network of peers running the same P2P
sharing software.

2.2. Risks in P2P file sharing

Risk has been generally defined as the uncertainty result-
ing from the potential for a negative outcome [15] and
the possibility of another party’s opportunistic behavior
that can result in losses for one self [16, 17]. Perceived
risks affect an individual’s intention and actual usage of
a technology especially in a high uncertain environment,
such as online shopping [18]. An individual’s calculation
of risk involves an assessment of the likelihood of negative
consequences as well as the perceived severity of these
consequences [19]. The negative perceptions related to
risk may affect an individual emotionally, materially, and
physically [20].

In the P2P sharing context, a user could be exposed to
uncertainties related to three sources: peers (including the
user herself), the vendor of the P2P sharing software, and
the Internet. The user, therefore, may perceive that there
is some probability of suffering a loss when downloading
or sharing resources in the P2P network. For example, a
peer may find her computer overloaded or attacked by
malicious peers (peer-related performance risk); she may
face legal suit or even jail (legal risk) when she shares
pirated resources with other peers [10]; she may by mis-
take share her entire hard disk or other principal data
repository as material available to others (peer-related pri-
vacy risk). Moreover, the user may not be informed of her
online activities being disclosed to third parties by the
software vendor (vendor-related privacy risk) [13]. A peer
may find the software’s performance is not as good as
expected, or hard to find and download her intended
resources (vendor-related performance risk). Further-
more, the data transmission over Internet incurs potential
channel risk as the attacker might be an eavesdropper that
can observe some or all messages sent and received over
the Internet [21]. Without proper control of the risk in
P2P file sharing, a user may choose not to use the soft-
ware due to high risks [22]. For example, Pavlov and Sa-
ced [23] reported that the deteriorated performance of
Gnutella software often causes failed download and leads
users to give up the usage. In this study, we define a user’s
perceived risks in using P2P sharing software as the user’s
perceived probability of suffering a loss when download-
ing or sharing resources in the P2P network.

2.3. Trust

Trust has received a great deal of attention from scholars
in the disciplines of social psychology [24], sociology
[25], management [26], and marketing [27]. In examin-
ing the published literature on trust, various definitions of
trust have been proposed in many different ways. Never-
theless, across disciplines there is consensus that trust is a
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crucial enabling factor in relations where there are uncer-
tainty, interdependence, risk, and fear of opportunism
[5, 6]. “The need for trust only arises in a risky situation’,
and trust could be an effective mechanism to reduce the
complexity of human conduct in situations where people
have to cope with uncertainty [28]. Trust involves at least
two entities in relation to each other—a trustor and a
trustee. In e-commerce, the consumer is usually seen as
the trustor, the party who places him or herself in a vul-
nerable situation; and the e-vendor is the trustee, the
party in whom trust is placed and who has the opportu-
nity to take advantage of the trustor’s vulnerability [29].

Before engaging in a discussion of trust, it is helpful to
delineate the differences between trust belief and trust
intention. Trust belief, on the one hand, is the trustworthi-
ness perception of certain attributes specific to a trustee,
while trust intention, on the other hand, is the psycholog-
ical state of a trustor, i.e. trustor’s intention to engage in
trust-related behaviors with a specific trustee. Even though
efforts have been devoted to differentiating trust belief
from trustintention [see 30, 31 ], most researchers adopted
the conceptualization of trust as a set of specific trust beliefs
in e-commerce studies [32, 33]. Consequently, this study
has adopted the conceptualization of trust as three specific
beliefs that are utilized most often [31, 33, 34]: compe-
tence (ability of the trustee to do what the trustor needs),
benevolence (trustee caring and motivation to act in the
trustor’s interests), and integrity (trustee honesty and
promise keeping).

In the context of P2P file sharing, because of the
absence of proven guarantees that the vendors and other
users or third parties will not engage in harmful opportu-
nistic behaviors, trust is crucial in helping users overcome
their perceptions of uncertainty and risk [18, 35].
Research has shown that vendors’ trustworthiness attri-
butes are important to users. Lee [36] found that the four
out of the top 10 most important features in P2P sharing
software rated by users are related to trust, including ‘sta-
bility’, ‘reliability’ (competence), ‘can exit nicely’ (integ-
rity), and ‘gives error message’ (benevolence). Tsivos
et al. [13] also proposed that P2P sharing systems should
have built-in self-regulatory characteristics to reduce the
complexity of uncertainty, including characteristics such
as stopping queries that are bound to match too many
files and eliminating duplicate packets from overzealous
users. Following trust definition in e-commerce and other
contexts [16, 32, 37], we define trust of P2P vendors as a
set of specific beliefs dealing primarily with the integrity,
benevolence, and competence of vendors. Lack of trust
and high risks (e.g. security risks and legal risks in terms
of copyright infringement) have seriously undermined
the development of consumer-friendly P2P business ini-
tiatives [8].

Three types of trust antecedents will be examined in
this research: institution-based trust (specifically, struc-
tural assurance beliefs and situational normality beliefs),
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knowledge-based trust (specifically, direct knowledge of
or experiential interaction with a trustee), and cogni-
tion-based trust (specifically, reputation categorization
process). Figure 1 presents our research model. The fol-
lowing sections develop and elaborate the key constructs
and the theoretical rationale for the causal relationships
among the constructs in the research model.

2.4. Knowledge-based trust

Familiarity with vendors comes from prior first-hand
experience. It is suggested that familiarity builds trust
in a priori trustworthy party [38] and validated in
e-commerce context [ 32]. Familiarity with vendors is dif-
ferent from situational normality because the latter does
not involve the knowledge about the actual vendor
[32]. In the context of P2P file sharing, familiarity with
avendor, e.g. refers to how knowledgeable a user is about
the procedures and techniques for performing P2P shar-
ing activities.

It is suggested that trust in an a priori trustworthy
party grows as the trust-relevant knowledge is accumu-
lated from experience with the other party [24]. In
e-commerce, familiarity with e-vendors is found to lead
to higher trust beliefs in vendors [32]. In the context of
P2P file sharing, trust-relevant knowledge that is derived
from prior experiences, such as the procedures and tech-
niques for performing P2P sharing activities, should help
the development of trust in the software vendor. There-
fore, we hypothesize:

H]1: Familiavity with the vendor of P2P sharving soft-
ware positively affects trusting beliefs.

2.5. Cognitive trust

Cognition-based trust is formed via categorization pro-
cesses in which individuals place more trust in people sim-
ilar to themselves and assess trustworthiness based on
second-hand information and on stereotypes [30, 32].
Prior research considers reputation as an important sub-
component of the cognitive trust and suggests that a tru-
stor may categorize a trustee as trustworthy or
untrustworthy based on the reputation of the trustee

Knowledge-Based Trust
- Familiarity H1

Cognitive Trust
- Reputation H2
Institutional Trust H9
- Peer. Situational Normality | H3, H5 Trust Use
- Peer. Structural Assurance
Institutional Trust H7 te

- Org. Situational Normality
- Org. Structural Assurance

Perceived Risks

Figure 1. Research model.
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[30]. The reputation categorization process infers that a
trustee with a good reputation is believed to be trustwor-
thy [30]. Therefore, if the trustee has a good reputation,
trustor will quickly develop trusting beliefs about the
trustee, even without first-hand knowledge or direct
experiential information [30, 39]. Thus, in the context
of P2P sharing, we predict that vendors with a good
reputation are seen as trustworthy and those with a bad
reputation as untrustworthy.

H2: Reputation of the vendor of P2P shaving software
positively affects trusting beliefs.

2.6. Institutional trust

Institution-based trust means that ‘one believes that the
necessary impersonal structures are in place to enable
one to act in anticipation of a successful future endeavor’
[30, p. 478]. Among the above-mentioned trust anteced-
ents, institution-based trust is consistently found to have
positive impacts on the development of trust in e-vendors
for both experienced [32] and inexperienced users
[18, 31, 40]. Institutional trust is one’s perception of
the existence of guarantees, safety nets, or other imper-
sonal structural conditions to facilitate achieving the
expected outcomes [41, 42].

Prior research examining the institutional trust in infor-
mation systems has mostly focused on a single institu-
tional context in the electronic market environment—
the organizational context [33]. However, when studying
trust in social computing, we believe more complex insti-
tutional contexts should be considered. For example, in a
P2P environment, two sets of structures are involved in
forming users’ trust beliefs—the organizational structures
and the peer-network structures. We refer the organiza-
tional structures to a user’s perceptions of the institution
environment of a P2P sharing network. Influential factors
in forming users’ trust beliefs include the organizational
resources and procedures, vendor guarantee such as the
code of conduct of P2P United [43], the association of
P2P software vendors like BearShare, Grokster, and
eDonkey, which regulates member vendors in terms of
user privacy, security, and respect for copyright laws. In
the light of frequent calls for self-regulations among
P2P sharing vendors [23], it is important for us to exam-
ine the impacts of these organizational structures.

We further believe that the peer-network structures
would be the other important factor in forming users’ trust
beliefs. In a P2P network, trust of a peer is hardly developed
because trust is often applicable to a relationship with
another identifinble party [44] and a peer can easily hide
her identity from others. Thus, peers’ behaviors such as
free-riding shared resources can deteriorate the perfor-
mance of'a P2P sharing network and thus negatively impact
others’ sharing activities [23, 45]. This is not surprising as
in P2P networks, both cooperative and non-cooperative
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behaviors are facilitated given the decentralized nature of
such networks [46]. Moreover, there are reports that P2P
networks are inserted with low-quality or damaged versions
of music files for various purposes [47, 48]. Also P2P net-
works are criticized being utilized for exchanging pirated
resources among some peers. These uncertainties in peer-
network may expose users to various risks and drive them
to withdraw from the use of P2P sharing software [22].
Consequently, we propose a new dimension in institutional
trust, namely peer-network structure, relating to one’s per-
ceptions that other users on the same peer-network appear
to be normal or favorable and the P2P sharing actions are
likely to incur low risk.

Existing research on institutional trust has focused on
the organizational structure in the context of electronic
markets [5, 31, 32, 49, 50]. However, as a specific attri-
bute of network-based virtual communities in social com-
puting, peer-network structure should be explicitly
conceptualized as one type of institutional trust that is
distinct from the organizational structure. When the net-
work of relationships in network-based virtual community
is unstructured and non-static, it is especially important
for participants in such network to recognize that the peer
network they are interacting with is of low-risk [cf. 7]. At
the same time, peer-network structure is distinct from
knowledge-based familiarity with a P2P vendor, or cogni-
tive-based trust, in two ways: (i) the peer-network struc-
ture is the perception about collective peers who may
not be identifiable and (ii) the perceptions of peer-net-
work structure can be derived from first-hand experiences
of using the particular P2P sharing software, second-hand
information such as news from media, or a combination
of both. In current research, we believe a thorough
investigation of both peer-network and organizational
institutional contexts will improve our understanding of
trust-risk model in social computing.

There are two components of institutional trust dis-
cussed in the literature: (i) situational normality, defined
as the belief that the situation appears to be normal or
favorable and success is likely [51] and (ii) structural
assurances, defined as the belief that success is likely
because such contextual conditions as promises, con-
tracts, regulations, and guarantees are in place [30].

Situational normality.  Situational normality stems from
the belief that the environment is in proper order [25]
and success is likely because the situation is normal or
favorable [51, 52]. Situational normality could be related
to a greater trust belief because it assures people that
everything in the setting is as it ought to be [30, 42]
and thus their interactions with others in this setting are
in accordance with what they consider to be anticipated
[32]. When people face unanticipated or abnormal situa-
tions, they are uncomfortable and tend to not trust others
in this kind of setting [39]. Empirical studies in
e-commerce context have generally supported the
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positive impacts of situational normality on trust [31,
32] and operationalized situational normality by referring
to the trustee being studied, e.g. a specific online vendor
or a particular web site. In current research, we operation-
alize two situational normality constructs: organizational
and peer-network situational normality. Situational nor-
mality in the peer-network context is operationalized with
collective peers who share or download resources on a
P2P network. Users are more likely to have positive trust-
ing beliefs if they believe that majority of peers are inter-
acted in a predictable and reliable manner. Therefore, we
hypothesize:

H3: Peer-network  situational mnormality positively
affects trusting beliefs.

Situational normality in the organizational context is
operationalized with vendors of P2P sharing software.
Users are more likely to have positive trusting beliefs in
a P2P vendor if they observe that the P2P sharing soft-
ware has a typical user interface, a set of expected proce-
dures, and a typical set of functionalities for P2P sharing
activities based on their knowledge and experiences of
other similar P2P sharing software. For example, a num-
ber of P2P software encourages users to share their
resources by offering some rewards, e.g. the more being
shared, the faster download a peer can enjoy. As a result,
a user would expect such a rewarding mechanism to be
built in the P2P sharing software and tend to build trust
into the vendor if the vendor provided such functionality.
Therefore, we hypothesize:

H4: Organizational situational normality positively
affects trusting beliefs.

Structural assurances. Structural assurances refer to the
beliefs that structures like regulations, guarantees, and
legal resources could guide, empower, and constrain the
conduct of individuals and organizations [30, 31, 53].
Examples of structural assurances built into the Web envi-
ronment could include regulatory or watchdog agencies,
legal resources, seals of approval, explicit privacy policy
statements, guarantees, affiliation with respected compa-
nies, and special interest groups such as consumer or trade
associations [5, 32, 54]. Similar to situational normality,
two structural assurance constructs were operationalized
in current research: organizational and peer-network
structural assurances. In a peer-network context, tech-
niques such as reputation building, prevention of pirated
resources from being injected into P2P network, and risk
reduction mechanisms like anti-flooding and anti-attack
have been proposed and implemented into P2P sharing
software [55, 56]. These peer-network structures can
prevent opportunistic behaviors of peers [57] and thus
can build user confidence and trust in the P2P systems
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and their vendors. Thus, users who perceive high peer-
network structural assurances would attribute this to the
competence and integrity of the system and thus increase
trust in the vendor. Therefore, we hypothesize:

HS5: Peer-network structuval assurance positively affects
trusting beliefs.

In the context of e-commerce, it has been found that
organizational structural assurance could limit the firm’s
ability to behave in negative ways, allowing consumers
to form and hold beliefs about expectations of positive
outcomes [58]. When violation occurs, these structures
could provide mechanisms of voice and recourse
[30, 58], which could create strong incentives for firms
to refrain from opportunistic behavior and behave appro-
priately. For example, industry self-regulation body such
as P2P united, created code of conduct which regulates
member vendors in areas such as users’ privacy, security,
and respect for copyright laws. Users should be more
inclined to trust vendors who are members of P2P United
due to the statements of guarantees. Besides these, safety
guards such as vendor’s privacy statement could also lead
to higher trust in vendors. Hence, we hypothesize:

H6: Organizational structural assurance positively
affects trusting beliefs.

2.7. Trust, perceived risk, and intended use

The effect of trust on risk reduction has been empirically
supported in e-commerce context [18, 21, 35, 59]. Trust
could reduce information complexity and lower the
perceived risk of a transaction. It has been established in
e-commerce that trust in an e-vendor reduces the level
of perceived risk [18]. Based on these findings, in the
context of P2P sharing, we propose that trusting beliefs
in vendor’s attributes such as competence, benevolence,
and integrity should lower users’ risk perceptions in
P2P sharing. With the trusting belief in the vendor’s capa-
bilities, a user may perceive a lower level of risk such as
privacy invasion, free-riding, virus attack, and injection
of pirated resources, etc. Hence, we hypothesize:

HY7: Trusting beliefs veduce perceived visks in P2P file
sharing.

Along the line of Theory of Reasoned Action [60, 61],
risk perception viewed as the negative antecedent belief,
and trust viewed as the positive antecedent belief, could
both affect a person’s attitude that in turn influence a per-
son’s behavioral intention [18]. Empirical evidence sup-
ports the above expectations of the negative relationship
between perceived risk and behavioral intention, and
the positive relationship between trust and behavioral
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intention in e-commerce context [62, 63]. We suggest
that the same logic can be extended to P2P sharing con-
text and thus we hypothesize:

HS: Perceived risks in P2P file shaving decrease
intended use of P2P sharing software.

HOY: Trusting beliefs increase intended use of P2P shar-
ing software.

3. Research method

3.1. Instrument development

Measurement items were developed based on procedures
advocated by Churchill [64] and Moore and Benbasat
[65]. As far as possible, constructs were adapted from
existing measurement scales used in prior studies to fit
the context of P2P file sharing where necessary. All the
constructs are operationalized as reflective constructs,
and adapted from prior trust literature with modifications
to reflect the specific context of the P2P sharing in the
survey questions. Intended wuse was measured with three
items asking the extent to which users would reuse the
P2P sharing software [33]. Measures of perceived risks
were based on the measures used in Pavlou and Gefen
[33], adapted to refer to the expectation that a high
potential for loss would be associated with the use of
P2P sharing software. Trusting beliefs were measured with
three items that were directly taken from Gefen et al.
[32]. The measures for reputation were developed based
on a review of reputation-based trust [31, 50]. These
items generally referenced a vendor having an overall
good reputation [31]. Familiarity was measured by three
items based on Gefen ez al. [32]. In terms of institutional
trust, measurement for organizational situational normal-
ity and structural assurance was adapted based on the
measurement of trustworthy attributes of a vendor in
Gefen et al. [32]; measurements for peer-network situa-
tional normality and structural assurance were adapted
from the measurements of institution-based trust in
McKnight et /. [31]. All items in the questionnaire were
anchored on 7-point Likert scale. Appendix A presents
the final questions measuring each construct in this study.

3.2. The survey

To examine the effects of perceived risk in P2P sharing
and trust in vendors on the intention to use P2P sharing
software, a survey technique was employed. Email
addresses of 600 undergraduate students were randomly
collected from an online learning system at a large
university in Singapore. Invitation emails explained the
purpose of the study and stated that only those who have
prior experience in P2P sharing were eligible to partici-
pate in the online survey. Also included in the invitation
emails was the URL link to the Web-based survey
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questionnaire. The respondents were told that their ano-
nymity would be assured and the results would be
reported only in aggregate. As an incentive for participa-
tion, three monetary awards of Singapore dollar $40 per
person” were raffled among the participants.

To ensure that the data are collected among experi-
enced users of P2P sharing software, respondents were
requested to complete the online questionnaire by
answering the questions regarding the recent P2P sharing
software which they used for resource searching, down-
load, or sharing. Respondents were also required to indi-
cate the name of that P2P sharing software and the usage
frequency during past three months. Questionnaires from
respondents who had not indicated the previous usage of
P2P sharing software were discarded. A total of 136
responses were resulted. The mostly used software appli-
cations from the respondents were KaZaA (72%), BitTor-
rent (12%), Emule (9%), and Shareaza (6%).

4, Data analysis

A second-generation causal modeling statistical techni-
que—partial least squares (PLS), was used for data analy-
sis in this research for three reasons. First, PLS is widely
accepted as a method for testing theory in carly stages,
while LISREL is usually used for theory confirmation
[66]. Thus PLS is more suitable for our exploratory
study. Second, PLS is well suited for highly complex pre-
dictive models [67]. Prior research that applied PLS [68]
has claimed that it is best suited for testing complex rela-
tionships by avoiding inadmissible solutions and factor
indeterminacy. This makes PLS suitable for accommodat-
ing the relatively complex relationships among various
constructs in this research. Third, PLS has the ability to
assess the measurement model within the context of the
structural model, which allows a more complete analysis
of interrelationships in the model.

4.1. Testing the measurement model

The measurement model was evaluated by examining the
relationships between the constructs and the indicators.
Such examinations may include the test of the convergent
and discriminant validity of constructs. Three tests are
used to determine the convergent validity [69]: reliability
of questions, the composite reliability of constructs, and
the average variance extracted by constructs. Reliability
of these questions was assessed by examining the loading
of each question on the construct. In order for the shared
variance between each question and the construct to
exceed the error variance, the reliability score for the
question should be at least 0.707 [70]. Given that all
questions had reliability scores above 0.707 (see Table 1),

>The reward was framed in Singapore dollars. One Singapore
dollar was around 59 US cents at the time of experiment.
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the questions measuring cach reflective construct had
adequate reliability. Composite reliabilities of constructs
with multiple indicators exceeded Nunnally’s [71] crite-
rion of 0.7 while the average variances extracted for these
constructs were all above 50% and Cronbach’s alphas
were also all higher than 0.7. Overall, the above test
results indicate that the convergent validity of all con-
structs is adequate.

Discriminant validity is the degree to which measures
of different constructs are distinct [72]. To test discrimi-
nant validity, the squared correlations between constructs
(their shared variance) should be less than the average var-
iance extracted for a construct. Table 2 reports the
descriptive statistics and the results of discriminant valid-
ity, which is checked by comparing the diagonal to the
non-diagonal elements. All items fulfilled the requirement
of discriminant validity.

4.2. Testing the structural model

After establishing the validity of the measures, we tested
the structural paths in the research model using PLS.
We conducted hypothesis tests by examining the sign
and significance of the path coefficients. A jack-knife
resampling technique was applied to estimate the signifi-
cance of the path coefficients. Given that each hypothesis
corresponded to a path in the structural model, support
for each hypothesis could be determined based on the
sign (positive or negative) and statistical significance for
its corresponding path. Figure 2 shows a graphical display
of the results of hypothesis testing. The explanatory
power of the structural model is assessed based on the
amount of variance explained in the endogenous
construct (i.e. intended use). The structural model could
explain 33.5% of the variance for intended use.
This greatly exceeded 10%, which was suggested by Falk
and Miller [73] as an indication of substantive explana-
tory power.

As shown in Figure 2, all hypotheses were supported
except H6 (Organizational Structural Assurance — Trust).
In support of H1 and H2, the results indicate that familiar-
ity with the vendor of P2P sharing software and reputation
of the vendor of P2P sharing software were positively
related to trusting beliefs. H3 and H4 postulate the influ-
ences of peer-network situational normality and organiza-
tional situational normality on trusting beliefs. In support
of H3 and H4, the positive relationships between peer-net-
work and organizational situational normality and trusting
beliefs were found significant. Regarding the influences of
structural assurances on trusting beliefs, peer-network
structural assurance was positively related to trusting beliefs
(H5 was supported); but organizational structural assur-
ance did not have significant impact on trusting beliefs
(H6 was not supported). Trusting beliefs were negatively
related to perceived risks (H7 was supported); perceived
risks were found to be negatively related to intended use
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Table 1. Psychometric properties of the measurement model.

Construct indicators

Factor loadings

Composite reliability

Cronbach’s alpha

Variance extracted

Intention to use (INT)

INT1 0.983 0.986 0.873 0.959
INT2 0.984
INT3 0.970
Perceived risk (RISK)
RISK1 0.976 0.949 0.889 0.862
RISK2 0.889
RISK3 0.918
Trust in P2P Vendor (TRU)
TRU1 0.939 0.892 0.837 0.735
TRU2 0.805
TRU3 0.822
Reputation (VR)
VR1 0.898 0916 0.886 0.783
VR2 0.859
VR3 0.898
Familiarity (FV)
FV1 0.921 0.912 0.899 0.776
Fv2 0.896
FV3 0.822
Organizational structural
assurances (OSA)
OSAl 0912 0.880 0.811 0.712
OSA2 0.890
OSA3 0.715
Organizational situational
normality (OSN)
OSN1 0.717 0.858 0.878 0.670
OSN2 0.820
OSN3 0.908
Peer-network structural
assurances (PSA)
PSAL 0.905 0.929 0.865 0.814
PSA2 0.924
PSA3 0.877
Peer-network situational
normality (PSN)
PSN1 0.889 0913 0.850 0.778
PSN2 0.862
PSN3 0.894
Table 2. Discriminant validity.
VR FV OSA OSN PSA PSN TRU RISK INT
VR 0.885
FV 0.604 0.881
OSA 0.547 0.585 0.844
OSN 0.379 0.185 0.300 0.812
PSA 0.467 0.364 0.422 0.261 0.902
PSN 0.433 0.378 0.460 0.309 0.378 0.882
TRU 0.590 0.578 0.470 0.361 0.458 0.467 0.857
RISK 0.100 0.119 0.335 0.287 0.022 0.106 —0.351 0.928
INT 0.253 0.086 0.008 0.513 0.128 0.260 0.389 -0.217 0.979
EAI European Aliance ICST Transactions on Security and Safety
for Innovation 8 July—September 2011 | Volume 11 | Issues 7-9 | e5




Trust in social computing

Intended Use
Peer. Situational 201 K -
Normality

R2=33.5%
org.s |'009(n"s"¥ e ’
rg. Structural 1 Perseived
Assurance R‘i:sell(se
2110
Peer. Structural R2=11.2%
Assurance

Note: *Significant at p < 0.05; n.s.: non-significant

Figure 2. Structural model.

(H8 was supported); trusting beliefs were positively related
to intended use (H9 was supported).

5. Discussion

Social computing focuses on how users may have more
autonomy to express their ideas and participate in social
exchanges in various ways, one of which may be P2P file
sharing. While technical issues are still relevant from a
social computing perspective, this research examines
P2P file sharing from a more social perspective to under-
stand how factors influencing individuals in groups or
networks affect their online behaviors. The results show
that experienced users’ continued use of P2P sharing soft-
ware depends on both trust beliefs in the software vendor
and risk perceptions associated with P2P sharing. Most
prior research on trust has reported knowledge-based fac-
tors, cognitive factors, and institutional factors as signifi-
cant determinants of trusting beliefs. Our results
confirmed the effects of these trust antecedents in a social
computing context. In addition, this research has
differentiated two components of institutional trust: the
organizational structures and the peer-network struc-
tures. Our results showed that the organizational struc-
tures were overshadowed when peer-network structures,
knowledge-based trust, and cognitive trust were also
assessed. Specifically, the proposed organizational struc-
tural assurances did not have impact on trust in P2P ven-
dor. A possible explanation for this could be that the
survey participants are not aware of the existence of any
legal protection or not familiar with the industry’s self-
regulation body. In fact, none of the survey respondents
lastly used a P2P sharing software that is provided by a
member vendor in P2P United [43].

Our preliminary findings have several practical implica-
tions in the P2P landscape. First, this study highlights the
important roles of P2P vendors and peer network in
building effective online communities. As discussed ear-
lier, building trustworthy dependency on other peers is
difficult due to high uncertainties of peers. Peer-to-peer
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vendors, therefore, should contribute to provide func-
tions into the sharing software to build a safe, effective,
and stable P2P network that can lead to users’ perception
of peer-network situational normality and structure assur-
ance [74]. P2P vendors should also actively take efforts in
addressing such issues like free-riding, content piracy,
malicious computer attack, rather than passively leaving
these issues as they were and merely playing a role as soft-
ware provider. This is also supported by the call for the
self-regulation in P2P industry by researchers [8] and
by lawmakers [56]. In practice, more and more P2P soft-
ware vendors are implementing such mechanisms, like
providing peers with incentives for opening more shares
in exchange for faster download speed, and offering the
accounting functions in the software to protect against
malicious users. Second, reputation of the vendor and
user familiarity with the vendor should also be actively
promoted, e.g. via promoting the new features and proce-
dures of the software through mass media. Third, both
organizational and peer-network situational normality,
such as a typical user interface, and effective mechanisms
like free-riding prevention and anti-flooding, are impor-
tant strategies for trust building.

Organizational structural assurances were shown not
important in trust building by our data analysis. This
insignificant effect is probably due to the participants’ lack
of knowledge about available organizational safeguards.
One interpretation of this result is that, users of social
computing applications increasingly take trust cues from
one another or from communities rather than from orga-
nizational sources. As such, user communities are increas-
ingly driving innovations and communications from the
bottom-up, and the information flow, economic value,
and power are starting to shift from organizations to user
communities. This interpretation is in line with the trends
discussed in the Introduction per researchers’ observa-
tions [2, 4].

6. Conclusion

P2P networks do not merely implement Web-based inter-
faces but also they design architectures that allow peer
wise communication and social action; that is, P2P net-
works imply communities as well as sophisticated
enabling technologies [3]. This exploratory study seeks
to understand what steps can be taken to increase users’
trust beliefs and reduce their risk perceptions so as to
encourage legitimate interactions in social computing
platforms. Our results can also be applied to users who
do not have initial experiences, as the information about
the vendor’s trustworthiness and the level of perceived
risk can be passed on to and propagated among initial
users and affect their adoption of P2P sharing software
[75]. Although the data generally support the proposed
model, caution must be exercised when generalizing
these findings. This study was conducted in Singapore,
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care must be taken when generalizing these findings to
consumers in other social, economic, and cultural envi-
ronments, and future research should attempt to replicate
this study in other countries, especially those in North
America and in Europe, to further validate the research
model. Most P2P sharing networks are running globally
over the Internet, and the legal risks presented in one
country may be absent in other countries. How to effec-
tively prevent global P2P users from sharing and down-
loading copyright violated materials? Who will play the
most important role in regulating the usage behavior in

Appendix A.

Measurement items (measured on 7-point Likert-type scale).

using P2P sharing software? These would be fruitful ques-
tions for future research.

Through the causal modeling of the antecedents affect-
ing use intentions, our findings provide preliminary
empirical support to understand trust and risk issues in
the context P2P file sharing networks. Nevertheless, since
some characteristics of this study may limit the generaliz-
ability of our findings, several avenues for future work
remain. We hope this study makes a modest contribution
to stimulating further research in the field of the P2P file
sharing networks.

Intended use (INT): (Pavlou and Gefen [33])

INT1 Iintend to continue using the P2P file sharing software to search for, download or share resources.
INT2 I predict I would continue using the P2P file sharing software.
INT3 I plan to continue using the P2P file sharing software.

Perceived risk (RISK): (Pavlou and Gefen [33])
RISK1

There is a high potential for loss involved in using the P2P file sharing software.

RISK2  There is a considerable risk involved in using the P2P file sharing software to search for, download and/or share resources.

RISK3 My decision to use the P2P file sharing software is risky.
Trust in P2P vendor (TRU): (Gefen et al. [59])

TRUI I believe the vendor is honest.

TRU2 I believe the vendor cares about its users.

TRU4 I believe the vendor is reliable.

Reputation (VR): (McKnight ez al. [5])

VR1 The vendor has a reputation for being honest.

VR2 The vendor has a reputation for being concerned about the users.

VR3 Most users think that this vendor has a reputation for being fair.

Familiarity (FV): (Gefen et al. [59])

FVl I am familiar with the vendor through resource searching and download by the P2P file sharing software.
FV2 I am familiar with the vendor through sharing resources to other peers by the P2P file sharing software.
FV3 I am familiar with the vendor through reading magazine /newspaper articles or ads.

Peer-network structural assurances (PSA): (McKnight et al. [5])
PSAl
PSA2
PSA3

Peer-network situational normality (PSN): (McKnight et al. [5])

The peer-network has enough safeguards to make me feel comfortable transferring and sharing resources with other peers.
I feel assured that the technological structures adequately protect me from peers’ opportunistic behaviors.
I feel assured that other peers cannot free ride on my shared resources.

Based on your experiences with peers whom you have downloaded resources from, or shared vesowrces to, among those peers:

PSN1  Most peers are in general predictable and consistent regarding their behaviors.
PSN2  Most peers are trustworthy in transferring and sharing resources with other peers.
PSN3  Most peers are reliable to download resources from, and/or share resources to.

Organizational structural assurances (OSA): (Gefen et al. [59])
OSAl
are legal.
OSA2
OSA3
by the vendor.

Organizational situntional normality (OSN): (Gefen et al. [59])
Based on your experiences with other similar P2P sharing software. . .

I feel assured that downloaded resources are legal because the vendor provides statements of guarantees that all shared resources

I feel safe using the P2P sharing software because the vendor is on the list of P2P United.
I am comfortable searching, downloading or sharing resources because of the regulatory and technological structures built
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Appendix A. Continued.

Intended use (INT): (Pavlou and Gefen, 2004)

OSN1

OSN2
OSN3

sharing software.

most similar P2P sharing software employs.

The mechanisms built into the software to encourage peers to download/share resources are typical of other similar P2P file

The steps required to search for, download and share resources are typical of other similar P2P file sharing software.
The approach used by the software to encourage peers to download/share resources is the type of approach
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